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CAHN Architecture

The nature and ambition of CAHN means it needs to integrate with many different systems, both physical and logical. It necessarily
touches many different network types at a low level of detail. As a consequence the documented CAHN architecture is extensive,
with critical touch points, with many different networking protocols, the interface of which needs fully defining.

Many of the core concepts in CAHN reflect critical security requirements that have been actively evolving in the NIST trusted
onboarding activities. The final NIST Trusted onboarding specification has yet to be published. We have been actively evolving the
primary documentation directly on the NIST documents, event though it reflects CAHN activities. Similarly for the BRSKI family of
specifications. BRSKI is core the CAHN vision. The practical delivery of CAHN, means actively implementing and evolving the
BRSKI specification. And, the same is true of the Volt public documentation. Volt is an NQM product, but defined by an open spec.
In order to reduce duplication of effort, we directly include the completed or in progress specifications for the destination technical
documents. Hence the CAHN specification is an aggregation of technical architecture documents, which have their final "home" in
different organisation and specifications but all of which represent the aggregate efforts of the CAHN initiatives.

The cornerstone of the CAHN specification is the "policy frameworks", this is the area of active innovation that represents the critical
commonality between the different networking protocols.

The critical sections of the architecture document are as follows.
« Architecture overview: conceptual high level architecture showing how the different parts fit together
« Policy frameworks: detailed design of the verifiable credential based policy core.

« Integration architecture: detailed design and specification of the volt system, used the communications and security glue to
bind the different pieces together

« NIST reference architecture: the complete (close to final) NIST architecture for trusted on boarding and continuous
assurance

« BRSKI specification: define the IETF method of joining a security domain and the evolving mappings for different
networking protocols.

« Device security architecture: defines low level user equipment security requirements and specifications, including
mappings to various legislative domains

« Networking interface architecture: the detailed binding mappings for each target networking type. (Note this is delivered in full
in milstone2)

« Physical architecture: detailed architecture documents for the physical deployment architecture at the test sites. Define how
the physical networking element fit together at an implementation level.
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CAHN Overview

CAHN is delivered as a physical embodiment of the NIST trusted onboarding conceptual architecture

This is defined in full in the originating specific documents, but repeated below

Device Manufacturer Premises

Device ownership and bootstrapping information transfer

Supply Chain

Device manufacture and Integration Service

factory provisioning
Device | Device 1
Device Owner’'s Network ownership | bootstrapping |
Trusted network-layer onboardin information | e !
y! 9 transfer | transfer |
e !
O loT Devices :
|
I
1
Trusted I
Access Point, Router, or Switch application- |
layer "
Continuous onboarding

assurance

Network-
Layer
Onboarding
Authorization
Service

Continuous
Authorization
Network Service

Onboarding

Component Application

Server

The continuous authorisation service is the lynchpin of this target architecture; it provides a concrete method of delivering a zero
trust architecture.

BRSKI Mapping

The following schematic shows how this abstract architecture maps onto the BRSKI variation on a WIFI network
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Within the above we have the following critical elements

« Pledge or end user device which is being onboarded to the network

« Registrar: which represents the network owner, it is the logical thing to which the pledge must "belong" before networking
credentials can be provisioned

« Routers: are the physical networking device to which the pledge will attach

« MASA: which represents the pledge, manufactures enterprise/cloud services services which are part of the onboarding
process.

The process of onboarding goes through the following abstracted phases

0. The assumed precondition: each device has been provisioned with a unique "birthing certificate"; a secure cryptographic
identity which is unigue to each device

1. Discover onboarding network: the pledge must search for and find candidate onboarding networks, which can be used to start
the bootstrap process

2. Discover registrar: once physical onboarding network has been found the device must discover one or more registrars with
which they can negotiate

3. Initiate onboarding: the pledge initiates the negotiation to join the network, via the registrar. Optionally this may involve further
negotiation with the manufacturer (and other sites)

. Generate network credential at the registrar and simultaneously notify the "routers" and pass the credential to the pledge

. Store credential: the pledge should store the credential, ideally in secure storage

. Attempt to attach: the pledge should attempt to attach to the operational network, and the router should evaluated the request
. SUCCESS: the pledge is connected to the network

0w N o g b

. Continuous assurance: the registrar continuously evaluates the security posture of the pledge, ejecting it if necessary.

Interfaces And Processes

To scale this solution and adapt it for multiple network types we need to define a number of interoperable interfaces and data
structures, as well as implementing some key algorithms.

These are summarised conceptually below and find their detailed specification in the documents to follow
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Policy Oriented Methods

« Policy data formats: these are the interoperable data structures for sharing data with the policy engine and the outside
world. Concretely a family of verifiable credential data structures that embody our policy use cases.

« Policy interchange protocols: these are a set of methods for ingesting security relevant data into the policy engine. The
nature of verifiable credentials means this can be expansive. Predominately however these will be generic REST interfaces

« Policy query engine: the algorithmic core of the policy engine that can operate on ingested VCs and perform structure
queries that result in appropriate security actions.

Networking Methods.

For each networking type (5G, Wifi etc) we need to define the following

« Onboarding discovery: a method of discovering the onboarding network and candidate registrar

« Authentication/authorisation hooks: for each networking type we need a mechanism to hook into the authentication and
authorisation flows in order to insert the continuous assurance policy enforcement.

« Authentication/authorisation hooks: for each networking type we need a mechanism to hook into the authentication and
authorisation flows in order to insert the continuous assurance policy enforcement.

« Continuous assurance hook: to complement the authorisation hooks, we need an asynchronous interface that allows the
policy engine to notify the network(s) when a mitigation action is needed

« **Credential provisioning **: for each networking type we need a mechanism negotiate/provision the appropriate bearer level
networking credential onto the pledge device

Pledge/Device Methods.

For each end device for each networking type (5G, Wifi etc) we need to define the following

« Onboarding client: the local client that will do the client side negotiation of the protocols

« (optional)SEITPM interface: optionally for each client we need a method to store security sensitive information (e.g
credentials) in a tamper proof form

The detailed CAHN architecture makes these conceptual requirements concrete
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Policy Introduction

Continuous Assurance for Heterogeneous Networks (CAHN) is a new technology that underpins network-of-networks, with novel
identity models and zero-trust security. [1]

CAHN, delivers continuous assurance, by building on some innovative work that has been developed within NIST as part of the
trusted network-layer onboarding program [2]

CAHN will develop new architectures working across networks. It will use advanced notions of identity and distributed credentials,
combined with dynamic (Al) reasoning to dynamically infer trustworthiness and assurance. We will work with many different use
case and endpoints, with use cases that include Digital Secure by Design hardware silicon to protect against memory vulnerabilities
developed with ARM and University of Cambridge. [3][4]

The policy framework is the cornerstone of this approach and is documented in full.

Verifiable Credential Technology

CAHN will be a system which can take in information from many sources and through many channels through the use of Verifiable
Credential (VC) technology. With traditional secure communication, such as online banking, the channel by which you communicate
information is secured (e.g. the https connection made to your online banking provider of choice, established via standard PKI
technology). Using verifiable credentials you instead secure the information you are communicating itself by using PKI technology to
sign the packets of information. The advantages of this approach are:

« the information can come via unsecured or out-of-band mechanisms and the information's content can still be tamper-proof
and it's source may be cryptographically attested to and verified.

« the provenance of the information may be attested to and tracked, VCs themselves may be signed and attested to as VC
recursively, which may be utilised as a method to attest to the mechanism and routes by which the information came into the
system.

« By storing the data as VCs then the provenance of each piece of information's origin is maintained, and can be
retrospectively reasoned about post receipt of the information. By virtue of this one can also introspect on the VCs issuers to
gain insights into the issuers, for example the trustworthiness of those issuers, or the kinds of information they provide, and
can model their behaviour to spot unusual activity.

« users consuming data from a system which embodies it's data as VCs can choose which VC issuers and routes to trust, and
the time period / conditions in which they trust them. Each user may therefore have a different view of the same data by
trusting different VCs, the data host does therefore not impose their own world view of concept of trust onto system users,
they gain the autonomy to decide for themselves what information they believe.

« Use of VCs facilitates multiple decentralised signing authorities, rather than relying on one central authority to secure the
route via which data enters your system. This mitigates the risks of a central authority being compromised and decouples you
from relying on a single providers services, freeing data providers being reliant on a single central source. This also facilitates
self-signing of information, supporting the self-sovereign identity model, which gives individuals full ownership and control of
their digital data and identity.
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« Because the information itself is signed distributed storing of data becomes much easier, as it can be re-communicated and
distributed between data lakes later, while maintaining the security and provenance of the information.

Continuous Assurance

Another piece of our solution is continuous assurance, that is, continuously examining the claims made to the system to see if we
still believe those piece of information and their sources, and assuring that the data and its sources are still trustworthy. Rather than
relying on a one-off assurance event the system will continuously apply multiple multiple analytical techniques to infer the
trustworthiness and validity of the information claimed to the system.

This can be configured to work differently for each data-consuming user in the system, rather than being a top down authoritative
approach of prescribing to users what facts, issuers or routes they should trust, we give the freedom to users to configure their own
thresholds and metrics for what information, routes of data provenance and issuers they should trust.
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Claim Flows

Every piece of information communicated to the system will be claimed in the form of a verifiable credential, and signed by the
private key of the user making the claim (henceforth called the claim issuer). Where this signing takes place is completely optional,
for example below we've outlined several different schemes by which the VC may be produced, signed and send to a node set up to
receive the VC, with differing levels of locality, from everything performed on a local machine, including a node on the local machine,
to a user authoring and signing the claim entirely through a web interface.
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The VC may be communicated to the a node of the system via a number of different routes, for the simplest example lets assume a
REST API endpoint is present on the node which may receive VCs. The VC will be verified to check that it was signed by the private
key of the user and that the information contained within has not been tampered with. Next the VC may optionally be propagated to
other nodes on the system (encapsulated within a VC signed by the node which received the VC). The next step is that the VC is
parsed by the trust engine to determine whether the VC is trusted to make inferences upon, this trust engine may be differently
configured on different nodes of the system, if the trust engine determines that the VC is trusted it is passed to the next stage of the
system. The next stage of the system parses the information in the verifiable credential and translates it into the appropriate Prolog
representation, and updates the current Prolog inferencing environment of that node, such that the encapsulated information may
be used to perform inferences.

\olt
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Server recieved VCs VC Verifier Prolog Inference Engine
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In this way each node of the system can pass verified information to each other node of the system, and the route by which it got to
that node of the network (the provenance of that claim) may be cryptographically attested to by the nesting of VCs.
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Claim Cascade Design

Signing Of VCs

The claim cascade system is designed such that users or automated agents may sign claims with their private key (stored locally or
stored on a remote server which for signs the claims on the user's behalf), the only requirement for the VC to be verifiable is that
public key paired with the private key which was used to perform the signing will need to be securely shared in a trusted way with
the system, such that the public key can be tied to a particular user's identity.

This will be achieved by utilising an authentication server which can be sent a request to generate a VC binding a public key to a
user's identity, this request will contain the public key and a users credentials, in the most simple case, an email address. These
credentials will then be verified, for example in the case of email; the user will receive an email which contains a link they must click
to prove their identity, once that is completed the authentication server will sign a VC with it's own private key, which is trusted bt the
system, binding the user's identity to that public key. This can be submitted to the system by the user to allow them to submit further
VCs signed with their private key.

Receipt Of VCs

VCs will be submitted to a particular Claim Cascade node (running on a router / access point for example) through a HTTPS REST
API endpoint. The VC will then be stored in an append only return as a received VC on that node using an Event Sourcing pattern.
This means that once received a record of all the VCs received will be maintained and if our trust basis or verification basis changes
one could regenerate the entire state of the system from the received VCs.

Verification Of VCs

Once a new VC has been received it will be stored on the node and a verifier process will start, which runs on that VC to verify that
the VC was signed by the issuer (the VC issuer is specified in the VC) and has not been tampered with, this requires the verifier to
have access to the public key of the issuer, which requires it to have been communicated through a trusted method to the node, or
for the node to have access to, and trust, a server which has a record of the pubic key of the issuer. Once a VC is verified it may be
passed onto the next stage of the process, which is the trust engine, it may also at this stage be signed by the node's public key as
a VC and communicated to other nodes on the system, so they can process the information claimed within.

Trust Engine

The verification step above merely checks that the VC was signed by the issuer contained within and that it has not been altered
since signing, it doesn't say anything about whether the issuer of that VC is trusted to be making claims to this node. The trust
engine's purpose is to resolve whether we should trust the information contained within the VC and use the information contained
within to perform inference. The details of the algorithm to use to determine if we trust the VC issuer is still in development and
discussion but the idea is to use the following information to infer whether the issuer is to be trusted:
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« which other users trust or distrust the issuer, and the trust we have in those users

« which claims this issuer has submitted in the past

Trusted VC To Inference
Environment

The VCs which are trusted are then passed to a utility which generates the code in Prolog for the information contained within the
VC. The VCs which may be submitted here come in 4 types:

« schema - this defines the schema for a fact which may be submitted, for example, for a fact that a device has a vulnerability
the schema defines how that fact is structured, i.e. what fields are associated with this fact and any constraints on the values
which may be entered for each field.

« fact - this defines a fact which should be added to the inferencing environment to be reasoned about, the fact structure should
match a schema submitted to the system, for example a fact that a device has a vulnerability

« retraction - a statement that a user retracts a previously submitted fact, used to retract falsely submitted information

« rule - this defines a rule, which defines the logic used for inference, for example a rule may be that a device is not allowed to
connect to this wifi router if it has a vulnerability with a score higher than a certain threshold.

Using these building blocks one may build any general inferencing system.

Querying The System

When an external process needs to query the system, this query will take the form of a VVC, the verification step will check the query
is from the the VC issuer, and the trust engine will check that the VC issuer has the rights to perform that query and access the data
required to fulfil the query.

Databots

In order to perform more complex or numerical analytics which cannot be simply performed with a prolog query, for example
generating some computed analytical artifact by analysing the data about device behaviour the analytics will be performed by a
process set up to run on configurable inputs by a configurable trigger, which we call a databot. Upon a trigger being triggered, the
trigger will receive any inputs which need to be configured at run-time and the process will run for those inputs, retrieve any data
required for the analytics from the system by means of a query VC submitted to the system, and once it's computation is complete,
send its output data into the system by means of a VC. These triggers can be triggered at query time if the information for a query
result is not already present in the system, or is in need of update.

System Diagram

Below is a diagram showing the components of the system. The components in the Claim Handling System box will be installed on
a node of the system, inside a router or network element. The databots may be installed locally on the node, or run on a remote
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server. The authentication server, likewise could sit locally on the node, or run on a remote server.

Any process or app which wants to submit VCs to the system must generate a key pair and have it's public key bound to an identity
which is verified through the authentication server. The process may submit VCs signed with it's private key and once the public key
has been bound, those VC which have been submitted, or will be submitted, will be verified as being issued by their issuer and may

proceed to be entered into the knowledge base held in the inference engine, depending on if the issuer is trusted by the trust engine
or not.
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Claim-Schemas

Although the policy framework is fully extensible, in order to fulfil the concrete policies use cases, we need very specific
interoperable claims to be defined.

Each of these claims is defined as fully specified verifiable credential.

The current draft claims can be found at Schemas
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http://127.0.0.1:43321/schemas

VOLT Architecture

The VOLT system and accompanying SDK provide the implementation level glue that is used to integrate the diverse systems with
CAHM

The VOLT provides the following key capabilities

VOLTs implementation and specificaiton has been enhanced considerably inorder to accomodate the current CAHN requirments.
We anticipate some further additions as the system evolves.

VOLT provides the following key capabilities

« ldentities - and managed rotating keys

« Verifiable credential creation and attestation
« Discovery

« Service publishing

« Proxy services

« Authentication

« Authorisation

« Transport and marshalling
The full specification can be found here

[30-tdxvolt docs.pdf](30-tdxvolt docs.pdf)
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Continuous Assurance

The continuous assurance process is the mechanism by which the network continuously monitors the security posture of the
connected device and responds appropriately.

Device Manufacturer Premises

Device ownership and bootstrapping information transfer Supply Chain
Device manufacture and R s
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Device | Device |
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Application
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CA Command Protocol

Within the BRSKI architecture, evaluation of network policy happens at the registrar .

A many-to-one relationship exists between the router and the registrar . This connection is initiated by the router, which finds
the registrar using the same mechanism the device uses (GRASP or mDNS). The connection is a simple bi-directional TLS session.

CA Protocol Authentication

The authentication method between the router and registrar is intentionally undefined. This is an implementation detail of the setup.
For the purposes of this demonstrator, we shall use the notion of "common ownership." The steps for this are:

1. Aone-off event: registrar generates a public/private key and self-signs a certificate.

2. Aone-off event: router generates a public-private key pair and self-signs a certificate.
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3. A one-off event: a VC is generated to the effect that person@email.com trusts the registrar (public key thereof). VC is
signed by the private key of the person's DID: Trust(person@email.com, registrar +) : person- .

4. A one-off event: a VC is generated to the effect that person@email.com trusts the router (public key thereof). VC is signed
by the private key of the person's DID Trust(person@email.com, router +) : person- .

5. The router attempts to connect to the registrar using mutually authenticated TLS. The router passes the router-signed VC as
the initiation parameter. The connection is ACCEPTED IF the same person is the signatory, the same person is in both VCs,
and the router and registrar public keys match the certificate evidence presented in the mutually authenticated TLS.

Continuous Assurance Commands

There are two primary commands that the router must be able to process from the registrar :

« Trust device

« Revoke trust on device

We trust the device by sending the following VC on the CA protocol:
o Trust(device+, registrar +): registrar-

We revoke trust by sending the following VC:
« Revoke(device+,registrar +): registrar-

When we revoke trust on the device, we have a number of options:

1. Remove iDevID and LDevID pair from the registrar and reboot wifi
2. Change the VLAN allocation of the device to a constrained network

In this demonstrator, we shall use version 1; specifically, we shall remove the iDevID/LDevID from the permitted list of devices. At an
implementation level, this means removing the record from the RADIUS server.

Continuous Assurance Use Cases

The following lists out the different continuous assurance use cases we want to implement and defines the method by which it is
implemented.

Network Owner Trusts Manufacturer

The owner of the network specifically trusts the manufacturer.
The following VC is inserted into the registrar:

« Trust(person@email.com, manufacturer +) : person-
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Note: If the network owner does not trust the manufacturer, the registrar should NOT forward the voucher request to the
manufacturer. This would create information leakage.

Network Owner Trusts Device

The owner of the network specifically trusts the device being onboarded.
The following VC is inserted into the registrar:

« Trust(person@email.com, device +) : person-

Device Has Been Purchased

The device has been purchased by the person.
In the simple case, the manufacturer (MASA) records the purchase.
If the device is owned by the user, then we can infer the user trusts the device.
« Purchase(device+  person@email.com,): manufacturer- => Trust(person@email.com, device +) : person-
Or more specifically, only where the person trusts the manufacturer:

« Purchase(device+  person@email.com,) : manufacturer- &&

« Trust(person@email.com, manufacturer+): manufacturer- => Trust(person@email.com, device +) : person-

Device No Major Vulnerabilities

The device is trusted if vulnerabilities are below a threshold.
For each device connected to the network, we need a type identifier. There are a number of options for this, some examples are:

1. A purchase invoice declaring type
2. A device owner declaration

3. An iDevID with a custom attribute
4. An intercepted MUD statement

For the moment we will just consider 1 & 2.
The purchase invoice could have the following form:

« Purchase(device+, person@email.com, device-type): manufacturer-

The device owner declaring could have the following form:

Page 27 of 247

This document is the property of nquiringMinds. It contains confidential and proprietary information for the individual or entity to which it was provided by nquiringMinds, only for the
purposes expressly communicated by nquiringMinds. If you are not the intended recipient, you are hereby notified that any disclosure, copying, distribution, dissemination or use of the
contents of this document is strictly prohibited. If you have received this document in error, please notify the sender immediately and delete the document. nquiringMinds cannot accept
any liability for loss or damage resulting from the use of the information in this document. Copyright (c) 2024, nquiringMinds. All rights reserved.


mailto:person@email.com
mailto:person@email.com
mailto:person@email.com
mailto:person@email.com
mailto:person@email.com
mailto:person@email.com
mailto:person@email.com

« OwnerDeclaration(device+, device-type): person-

From either declaration, given that the registrar has a list of accepted iDevIDs (the iDevID and the issued LDevID need to be stored
at the registrar to implement the RADIUS permission), it is possible to uniquely identify the device-type.

The registrar should cache a list of SBOM declarations. These map the device type to the SBOM statement.
« SBOM(device+, device-type, SBOM): manufacturer-

The registrar should intermittently run the CVE function against the declared SBOMs. There should be a configurable CVE threshold
function. If the threshold is not met, then a revoke command should be sent from the registrar to the routers.

Continuous Assurance
Demonstrator

At any moment in time, we should be able to see:

1. All VCs that have been received by the registrar (and time received)
2. Any VCs created through inference (and time inferred)

3. Any VCs issued through the command interface (and time sent)

We should be able to delete any VC. We should be able to manually add new VCs and have a batch of templates to draw from.
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VC Syntax

In order to efficiently describe verifiable credentials, we shall use the following simplified syntax.

The notation that we propose is as follows:

{ Relation (entityl@, entity2+) } [signatory-]

using the normal shorthand expression, where:

« Relation: is the relation holding between one or more entities;
« entityl@: identifies an entity using an indirect expression, such as a URI,
« entity2+: identifies an entity using a direct public key reference;

« signatory-: identifies the private key of the entity acting as a signatory of the expression;

and A -> B is used to denote message passing, e.g.

signatory -> entity2 : { Relation (entityl@, entity2+) } [signatory-]

At an implementation level, each statement is encapsulated as a \WW3C Verifiable Credential (VC).

The schemas used are formally defined in the following section: xxx
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NIST Technical Specification

The NIST Trusted Internet of Things (IoT) Device Network-Layer Onboarding and Lifecycle Management a major new initiative
define best practice and interoperable specifications relating to "continuous netrwork security”

NQM have invested considerable effort in developing these public spacing specifications, and continue to do so as the work
evolves. The NIST work is an integral part of the CAHN vision.

The publications in their current draft version are attached as follows
« Overview nist-sp-1800-36-draft.pdf

« Vol A Executive Summary nist-sp-1800-36a-draft.pdf

« Volume B: Approach, Architecture, and Security Characteristics nist-sp-1800-36b-draft.pdf
« Volume C: How-To Guides nist-sp-1800-36¢-draft.pdf

« Volume D: Functional Demonstrations nist-sp-1800-36d-draft.pdf

« Volume E: Risk and Compliance Management nist-sp-1800-36e-draft.pdf
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BRSKI Overview

BRSKI defines and open IETF specification that securely on boards a device to a "security domain”
Joining security domain is manifest, within the provisioning of a an appropriately signed certificate on the target device.

The joining of a security domain is then dovetailed wiht the physical provisioning of network credentials on a device. This can be
different for each network type.

The initial work in this area has focussed on the onboarding onto WIFI networks, specifically using EAP-TLS as the network
provisioning method. As the development matures, these protocols will be asbtract3ed and refined to work over many network

types.
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Terminology

We will use the term device interchangeably with the term pledge for easier reading.

. device: The device wishing to onboard to the network.
« registrar : The principal decision-making entity in the onboarding process.
« proxy : A proxy to the registrar - useful if the registrar is located externally or shared between networks.

« MASA: The Manufacturer Authority, which issues manufacturer assurances (like iDevID) and can attest to the validity of these
assurances.

« router : The physical router to which a device is connecting; the router may potentially host many networks.
« onboarding network : A constrained network used to bootstrap the onboarding process.

. target network: The operational network to which the device intends to attach.

« 1DevID: A unique device certificate issued by the manufacturer.

« LDevID : A certificate used by the device to gain network access (EAP certificate).

Stages Overview

« O - Factory Provisioning

« A- Discover Onboarding Network

« B - Discover Registrar

« C - Request Voucher

« D - Enrol the Device

« E - Join the Network

« F - Continuous Assurance of the Network

Device Manufacturer

critical [Private Network]

0-Request iDevID
>

Device Manufacturer

Page 32 of 247

This document is the property of nquiringMinds. It contains confidential and proprietary information for the individual or entity to which it was provided by nquiringMinds, only for the
purposes expressly communicated by nquiringMinds. If you are not the intended recipient, you are hereby notified that any disclosure, copying, distribution, dissemination or use of the
contents of this document is strictly prohibited. If you have received this document in error, please notify the sender immediately and delete the document. nquiringMinds cannot accept
any liability for loss or damage resulting from the use of the information in this document. Copyright (c) 2024, nquiringMinds. All rights reserved.



O - Factory Provisioning

The demonstrated factory provisioning flow is as follows:

« 0.1 - Device is pre-provisioned with the manufacturer's CA and URI for the manufacturer's servers.
« 0.2 - Device generates a unique public/private key pair.
« 0.3 - Device requests an iDevID from the manufacturer.

« 0.4 - The returned iDevID is installed on the device.

A - Onboarding Discovery

There are two methods for discovering potential onboarding networks:

« A.l - Search for public Wi-Fi networks matching a particular SSID wildcard name.

« A.2 - Search for Wi-Fi networks advertising a particular realm.

A.1 BRSKI SSID Name Wildcard
Match

The device will search for all SSIDs matching the wildcard as specified in L
The device will iterate round-robin across successful pattern matches in strength order.

Every time a device finds a viable match, it will connect to the onboarding network and attempt to discover the registrar.

A.2 802.11u Eap.Arpa

The device will search for all networks supporting the eap.arpa realm.
The device will iterate round-robin across successful pattern matches in strength order.

Every time a device finds a viable match, it will connect to the onboarding network and attempt to discover the registrar.

Onboarding Process

The device will prefer onboarding networks with realm support over BRSKI SSID matches.
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http://127.0.0.1:43321/cahn/D1-06-architecture/BRSKI/prot-overview#user-content-fn-friel

Find
eap.arpa

Yes

Realms

Discover

Start

Registrar

Yes

B - Discover Registrar

When the device discovers a candidate onboarding network, it will attempt to discover the registrar.

If the registrar is non-discoverable, this onboarding network will be temporarily marked as failed, and the onboarding process will
proceed to the next candidate onboarding network.

The device operates either in IPV6 or IPV4 mode. The options for Registrar discovery are slightly different in each case.

For the purposes of the NIST Build 5 demonstrator, we shall use the mDNS method of directly discovering the registrar as outlined
in Appendix A 2,

Discovery of the registrar MAY also be performed with DNS-based Service Discovery by searching for the service "_brski-
registrar._tcp.example.com”. In this case, the domain "example.com” is discovered as described in [RFC6763], Section 11
(Appendix A.2 of this document suggests the use of DHCP parameters).

Specifically:

« Device obtains an IP address via DHCP as per A.2 2,

« Device listens for service announcement "_brski-registrar._tcp.example.com" as per Appendix B 2,
« Device secures IP address of candidate Registrar.

« Device attempts to initiate voucher request.

Discover Registrar (Full Options)

TBD: Outline the full list of methods for discovering the registrar.
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C - Request Voucher
Registrar

Preconditions: Before we initiate the Request Voucher, we assume the following conditions are met:

« device is provisioned with a valid iDevID.
« device has connected to a candidate onboarding network .
« device has avalid IP address on the onboarding network .

« device has discovered the IP address of a candidate registrar (ora proxy).
Post Conditions (Success): If the voucher request is successful:
« device isin possession of a valid voucher .
« where the tests that need to pass are
o voucher has not been revoked, which requires:

= behaviour of 10T device bound by MUD descriptor
= No requests to blacklisted domains / IP addresses
= Manufacturer is trusted
= Device is trusted or is owned by a user who is trusted to connect devices

= SBOM vulnerability score lower than set threshold

C - Request Voucher Overview
(Basic)

The complete flow of the voucher request process is as follows:

« C.0 device creates a partially authenticated TLS connection with registrar.

« C.1 device constructs voucher request construct request and signs it with 1DevID private key.
« C.2 device sends voucher request to registrar.

« C.3 registrar validates voucher request.

« C.4 registrar forwards voucher request to MASA.

« C.5 MASA validates voucher request .

« C.6 MASA signs voucher

« C.7 MASA returns voucher to registrar.
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« C.8 registrar validates voucher .
« C.9 registrar returns voucher to device.

. C.10. device validates voucher .

device registrar MASA
C.0 partially authenticated TLS
C.1 prepare and
sign Voucher
Request (VR)
C.2 send VR
C.4 forward VR
Il
I
C.7 return V
I
C.9 return V
I
device registrar MASA

3 - Request Voucher Overview
(Advanced Policy)

Validation processes exist at stages:

« C.1- device constructs voucher request construct request and signs it with iDevID private key.
« C.3- registrar validates voucher request .

« C.5- MASA validates voucher request .

« C.8- registrar validates voucher ,

« C.10 - device validates voucher .
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At each of these stages, there is the option to evaluate and enforce a policy decision.

C.3 and C.8 are validation and policy enforcement points implemented at the registrar and therefore ideal for implementing the core
networking policy.

D - Enrol The Device

Enrolling the device consists of the following steps:

« D.0 - Fully authenticate the TLS connection, using iDevID (using the pinned cert in the voucher response).
« D.1- Generate LDevID public/private key pair.

« D.2 - Device constructs the CSR request for enrolment, which includes the iDeviD and is signed by iDeviD.
« D.3 - Device sends the CSR to the registrar (over the authenticated TLS session).

« D.4 - The registrar validates the CSR request.

« D.5 - The registrar constructs the certificate response (LDevID).

« D.6- The registrar returns the certificate to the device.

« D.7 - The device saves the LDevID (network credentials) locally ready to attach to the network.

device registrar

D.0 fully authenticated TLS connection

D.1 gen LDevID+/- key pairs

D.2 prepare CSR

D.3 send CSR

»

U D.4 validate CSR
|:| D.5 construct and sign certificate

D.6 return certificate

>

u D.7 install certificate locally

device registrar

E - Join The Network

Joining the network can be triggered by the device as soon as the device is in possession of a valid LDevID (or other network
credential).

Page 37 of 247

This document is the property of nquiringMinds. It contains confidential and proprietary information for the individual or entity to which it was provided by nquiringMinds, only for the
purposes expressly communicated by nquiringMinds. If you are not the intended recipient, you are hereby notified that any disclosure, copying, distribution, dissemination or use of the
contents of this document is strictly prohibited. If you have received this document in error, please notify the sender immediately and delete the document. nquiringMinds cannot accept
any liability for loss or damage resulting from the use of the information in this document. Copyright (c) 2024, nquiringMinds. All rights reserved.



The router will receive the network connection request. It may confer with the registrar to check that the device is adequately
permissioned to join the network. Typically, this may be performed through the RADIUS interface.

device router registrar
>
E.2 check permission
>
This is often
implemented by
RADIUS protocol
E.3 respond permission
<<
E.4 accept connection
<<
device router registrar

F Continuous Assurance Of
The Network
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device router registrar external-sources

F.0 attempt connection

AN

F.1 attempt connection
<
N

alt [CMD to device]

F.2A ask device to remove itself

A

F.3A confirm

v

This is an
unreliable process
can't trust device

[manage at router]

F.2B check permission

LD

Router manages
through ejection
or subnets

F.4 respond with status

>
>

F.5 respond with status

v

device router registrar external-sources

For the full details of the continuous assurance process, see the reference document Continuous Assurance.

Appendix: Key References

Foothotes

1. https://ftp.kaist.ac.kr/ietf/draft-friel-brski-over-802dot11-00.txt «

2. https://datatracker.ietf.org/doc/rfc8995/ « <2 &3
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Certificate Lifecycle

Certificates are used throughout the BRSKI-WIFI onboarding process.

It is helpful to clearly distinguish how these are used in a practical implementation and outline how they are structured

Cert Relationships

. 1iDevID: s the unique identifier for the device, and is typically only created once

« LDevID: are created when a device is onboarded and represents the evidence that the device has joined the logical domain
« domain: is the logical domain to which the device is onboarded, and implicitly to which the network also belongs

« registrar :is the intermediate mechanism by which a device joins a logical domain.

« radius: is not mentioned directly by the BRSKI specification, but is used in the implementation. Logically the radius and the
registrar are in a 1:1 relationship

« manufacturer : the originating manufacture of the device

« router: each router must have an end point certificate,
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manufacturer

1
signed by
iDeviD domain
1
; 1 1
1
referenced by  signed by signed by 1signed by
LDevID radius registrar :
signed by
1 1% 1!

authenticates with authorizes connections  managed by

Ko
router

|IDevID

The iDevID sits on the device (pledge).

It is typically created as a one off process. It should not change during the devices lifecycle

It typically is installed by the manufacture as a privileged process.

The method of installing a manufacturer created iDevID is covered in depth in the factory use case. The basic flow however is as
follows.

Creation

1. [@ DEVICE] create a public private key pair
2. [@ DEVICE] create a CSR

3. [TO MANUFACTURER] send CSR

4. [@ MANUFACTURER] validate CSR
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5. [@ MANUFACTURER] create and sign certificate with manufacture key
6. [TO DEVICE] return signed iDevID certificate
7. [@ DEVICE] locally install iDevID certificate

X509 Attribute Description/use

Name of device (optional)
Subject CN="serial number"
OU="model name"

Subject Key Identifier Public key of the device+

Name of the manufacture
Issuer CN="Manufacturer Itd"

OU="www.manufacture.com"
Authority Key Identifier Public key of the manufacturer+

(signed by) Private key of the manufacturer -

Domain

The domain represents the root logical ownership of the network it is broadest sense. It is therefore an organisational perimeter,
which can own network routing devices and onboarded devices.

The root domain CA is typically a self signed certificate
Practically for the purposes of the demo, the domain is collocated with the registrar
Creation

1. [@ DOMAIN] create a public private key pair
2. [@ DOMAIN] self sign with domain private key
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X509 Attribute Description/use

Name of the owner
Subject CN="name of owner"
OouU="www.manufacture.com" OR email@address

Subject Key Identifier Public key of the domain+

Name of the manufacture
Issuer CN="name of owner"

ou="www.manufacture.com" OR email@address

Authority Key Identifier Public key of the domain+

(signed by) Private key of the domain-

Registrar

According to the specification, the registrar

is element of the network domain that it will belong to and that will perform its bootstrap

It is best to conceive of it as the part of the network (domain) which provides a method the device of logically joining the network
(domain)

The registrar is signed by the domain
Creation Practically, for this build, the domain and registrar are co-located, so the creation process can be simplified.

1. [@ REGISTRAR] create a public private key pair
2. [@ REGISTRAR] create CSR

3. [@ DOMAIN] sign CSR with domain private key and create registrar X509 In a real deployment, where the registrar and
domain are not in a 1:1 relationship, we need to consider how the registrars certificates are deployed.

This could end up looking very like the BRSKI provisioning process

The process should be in infrequent setup process
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X509 Attribute Description/use

Subject C = IE, CN = regqistrar-tls-meta
Subject Key Identifier Public key of the registrar+
Issuer C = IE, CN = regqistrar-tls-ca
Authority Key Identifier Public key of the domain+
(signed by) Private key of the domain-

Radius

The radius server is an implementation detail of the router.

It is not needed or referenced in the BRSKI definition; it is useful in a practical implementation.

Many routers, use a RADIUS server to abstract the authentication process

Specially the implementation of EAP-TLS on HostAPD in the Raspberry Pi (See implementation notes )
Creation

The creation process for the RADIUS certificate is identical to the creation process for the registrar. It just refers to a different subject
(the radius public key)
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X509 Attribute Description/use

Subject C = IE, CN = registrar-tls-ca
Subject Key Identifier Public key of the radius+
Issuer C = IE, CN = registrar-tls-ca
Authority Key Identifier Public key of the domain+
(signed by) Private key of the domain-

Use Of Radius Certificate

The radius certificate is used to setup EAP on the hostapd (the router)

In operational mode hostapd will accept a presented EAP certificate (LDevID), if it signed by the same root (the domain), as long as
that LDevID has not been revoked.

Router

The router certificate not needed or referenced in the baseline BRSKI definition. It is used in Build 5, to secure the connection
between the router and the registrar. Specifically it is used to implement the continuous assurance command server.

Many routers can be connected to a single registrar.

Creation

For the purposes of the Build 5 demonstrator, we assume the router certificate to have been created and provisioned before time.
Interestingly however, a router joining a network, is not dissimilar to an 10T device joining a network.

It just happens that after joining, the router (over and above a normal IOT device), can physically extend or bridge the network.

A later demonstrator should show how live router provisioning can be performed using BRSKI provisioning

Essentially its just an iDevID
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X509 Attribute Description/use

Name of router(optional)
Subject CN="serial number"
OU="model name"

Subject Key Identifier Public key of the router+

Name of the manufacture
Issuer CN="Manufacturer Itd"

OuU="www.manufacture.com"

Authority Key Identifier Public key of the manufacturer+

(signed by) Private key of the manufacturer -

Use Of Router Certificate

The router certificate us used to authorise the connection between the router and the registrar.

If the router and registrar are signed by the same domain, then the connection is deemed authorised.

LDevID

The LDevID is created when a device is successfully enrolled
It is used as a cryptographic artefact to prove that the device (iDevID logically belongs to the domain )

If the device can prove it belongs to the domain this is one of the primary dimensions of authorisation, to allow a device physical
operational access to the network

Creation
The LDevID creation process is formally defined in the BRSKI specification and is summarised in protocol overview section 4.

There are a few specific additions needed to get EAP working
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Simplified

1. [@ DEVICE] creates mutually authenticated TLS with registrar using iDevID

2. [ -> REGISTRAR] send the enrol command (optimally repeating iDevID)

3. [@ REGISTRAR] extracts iDevID (from TLS session or enrol command) and constructs a signing request for LDevID

4. [@ REGISTRAR] add the SSID identifier to the CSR

5. [@ REGISTRAR] signs the LDevID with the registrar- private key (where in turn the registrar has been signed with the
domain-)

6. [-> DEVICE] send certificate back to device

7. [@ DEVICE] install LDevID

X509 Attribute Description/use

Name of connection (optional)

Subject

Subject Key Identifier

Issuer

Authority Key Identifier

CN="SSID of network"
OU="model name"

Public key of the iDevID+

Name of the registrar

Public key of the registrar+

(signed by) Private key of the registrar-

Use Of LDevID Certificate

LDevID is created in the EST enrol stage of the BRSKI flow LDevlID is signed by registrar

LDeviD is presented by the device as its EAP-TLS certificate when attempting to connect to the operational network.
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Binary Artifact API

The binary array APi defines the helper functions and structure to encode binary arrays and lists of binary arrays. The below
structure and functions are used in the voucher and BRSKI protocol API as inputs and outputs.

Voucher Binary Array

The array API defines a structure to encode binary arrays:

struct BinaryArray {
uint8_t *array;

size_t length;

+

If array == NULL and length == 0 the array is considered to be emtpy.

Copy_binary_array

Copies a binary arrays to a destination.

int copy_binary_array(struct BinaryArray *const dst,

const struct BinaryArray *src);

Parameters:

« dst - The destination binary array and

« src - The source binary array.

Return: 0 on success or -1 on failure.

Compare_binary_array

Compare two binary arrays.
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int compare_binary_array(const struct BinaryArray *src,

const struct BinaryArray *dst);

Parameters:

« src - The source binary array and

« dst - The destination binary array.

Return: 1 if arrays are equal, © otherwise or -1 on failure.

Free_binary_array_content

Frees a binary array content, i.e., frees the array element of the struct BinaryArray .

void free_binary_array_content(struct BinaryArray *arr);

Parameters:

e arr -The binary array

Free_binary_array

Frees a binary array structure and its content.

void free_binary_array(struct BinaryArray *arr);

Parameters:

« arr - The binary array

Buffer Linked List Definition

The struct BinaryArraylist is an array list that holds a pointer to a heap allocated array, the length and a generic flags integer.

Struct BinaryArraylList {

uint8_t *arr;
size_t length;
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int flags;
struct dl_1list 1list;

+;

Parameters:

« arr - pointer to the heap allocated array,
« length - the array length,
. flags -the generic array flags and

« list - the structure containg the previous and next element of the linked list.

Init_array_list

Initializes the array list.

Struct BinaryArraylList *init_array_list(void);

Return: Initialised array list or NULL on failure.

Free_array_list

Frees the array list and all of its elements.

void free_array_ list(struct BinaryArraylList *arr_1list);

Parameters:

« arr_list - The array list to free.

Push_array_list

Pushes a heap allocated array into the list and assigns the flags.

int push_buffer_list(struct BinaryArraylList *arr_list,
uint8_t *const arr,

const size_t length,
const int flags);
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Parameters:

« arr_list - The array list structure,
« arr - The array pointer to insert,

« length - The array length and

« flags - The array flags.

Return: © on success or -1 on failure.
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BRSKI API

This BRSKI API implements the bootstrapping functionalities that allows a pledge to discover or being discovered by an element of
the network domain (registrar) that it will belong to and that will perform its bootstrap.

The logical elements of the bootstrapping framework are described in RFC8995:

M anufacturer |

A uthorized |Ownership]|
S igning | Tracker

A uthority

| Domain
| Registrar
> (PKI RA)

RFC 7030

Key Infrastructure
(e.g., PKI CA)

"Domain" Components

The API details the functions to allows implementing the below state description for a pledge:

1. Discover a communication channel to a registrar.
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https://www.rfc-editor.org/rfc/rfc8995.html

2. ldentify itself. This is done by presenting an X.509 IDevID credential to the discovered registrar (via the proxy) in a TLS
handshake. (The registrar credentials are only provisionally accepted at this time.)

3. Request to join the discovered registrar. A unique nonce is included, ensuring that any responses can be associated with this
particular bootstrapping attempt.

4. Imprint on the registrar. This requires verification of the manufacturer-service-provided (MASA) voucher. A voucher contains
sufficient information for the pledge to complete authentication of a registrar.

5. Enroll. After imprint, an authenticated TLS (HTTPS) connection exists between the pledge and registrar. EST [RFC7030] can
then be used to obtain a domain certificate from a registrar.

BRSKI Core API

Sign_pledge_voucher_request

Signs a pledge voucher request using CMS with a private key (type detected automatically) and output as binary array (DER
format).

__must_free_binary_array struct BinaryArray *
sign_pledge_voucher_request(const struct tm *created_on,
const char *serial_number,
const struct BinaryArray *nonce,
const struct BinaryArray
*registrar_tls_cert,
const struct BinaryArray
*pledge_sign_cert,

const struct BinaryArray *pledge_sign_key,
const struct BinaryArraylList

*additional_pledge_certs);

Parameters:

« created_on - Time when the pledge is created,
« serial_number - The serial number string of the pledge,
« nonce - Random/pseudo-random nonce ( NULL for empty),

. registrar_tls_cert - The first certificate in the TLS server "certificate_list" sequence presented by the registrar to the
pledge (DER format),

« pledge_sign_cert - The certificate buffer (DER format) corresponding to the signig private key,
o pledge_sign_key - The private key buffer (DER format) for signing the pledge-voucher request and

« additional_pledge_certs - The list of additional pledge certificates ( DER format) to append to CMS (NULL for empty).

Return: The signed pledge-voucher CMS structure as bianry array ( DER format) or NULL on failure.
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Sign_voucher_request

Signs a voucher request using CMS with a private key (type detected automatically) and output as binary array ( DER format).

__must_free_binary_array struct BinaryArray *
sign_voucher_request(const struct BinaryArray
*pledge_voucher_request_cms,

const struct tm *created_on, const char
*serial_number,

const struct BinaryArray *idevid_issuer,

const struct BinaryArray *registrar_tls_cert,

const struct BinaryArray *registrar_sign_cert,

const struct BinaryArray *registrar_sign_key,

const struct BinaryArraylList
*pledge_verify_certs,

const struct BinaryArraylList
*pledge_verify_store,

const struct BinaryArraylList
*additional_registrar_certs);

Parameters:

« pledge_voucher_request_cms - The signed pledge-voucher request CMS structure as binary array ( DER format),
« created_on - Time when the voucher request is created,

« serial_number - The serial number string from the idevid certificate,

. 1idevid_issuer - The idevid issuer from the idevid certificate,

« registrar_tls_cert - The first certificate in the TLS server “certificate_list" sequence presented by the registrar to the
pledge (DER format),

« registrar_sign_cert - The certificate buffer (DER format) corresponding to the signing private key,
« registrar_sign_key - The private key buffer (DER format) for signing the voucher request,

. pledge_verify_certs - The list of intermediate certificate buffers (DER format) to verify the pledge-voucher request ( NULL
for empty),

« pledge_verify_store - The list of trusted certificate buffers (DER format) to verify the pledge-voucher request (NULL for
empty). The lists' flags are described in verify_cms_voucher function and

« additional_registrar_certs - The list of additional registrar certificate buffers (DER format) to append to CMS (NULL for
empty).

Return: The signed CMS structure as binary array ( DER format) or NULL on failure.

Voucher_req_fn
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Callback function definition to find a pledge serial number in a user defined database and output a pinned domain certificate (DER
format).

typedef int (*voucher_req_fn)(
const char *serial_number,

const struct BinaryArraylList *additional_registrar_certs, const
void *user_ctx,
struct BinaryArray *pinned_domain_cert);

Parameters:

. serial_number - The serial number string from the idevid certificate,

« additional_registrar_certs - The list of additional registrar certificates (DER format) appended to the voucher request
CMS,

« Uuser_ctx - The callback function user context and

« voucher_req_fn - The output pinned domain certificate ( DER format) for the pledge.

Return: 0 on success or -1 on failure.

Sign_masa_pledge_voucher

Signs a MASA voucher request using CMS with a private key (type detected automatically) and output as binary array (DER format).

__must_free_binary_array struct BinaryArray
*sign_masa_pledge_voucher (const struct BinaryArray
*voucher_request_cms,

const struct tm *expires_on, const
voucher_req_fn cb,

void *user_ctx,

const struct BinaryArray *masa_sign_cert,

const struct BinaryArray *masa_sign_key,

const struct BinaryArraylList

*registrar_verify_certs,

const struct BinaryArraylList
*registrar_verify_store,

const struct BinaryArraylList
*pledge_verify_certs,

const struct BinaryArraylList
*pledge_verify_store,
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const struct BinaryArraylList

*additional_masa_certs);

Parameters:

« voucher_request_cms - The signed pledge voucher request CMS structure as binary array ( DER format),

« expires_on - Time when the new voucher will expire,

« voucher_req_fn - The callback function to output pinned domain certificate (DER format),

« user_ctx - The callback function user context (NULL for empty),

« masa_sign_cert - The certificate buffer (DER format) corresponding to the signing private key,

« masa_sign_key - The private key buffer ( DER format) for signing the MASA voucher request,

« registrar_verify_certs - The list of intermediate certificate buffers (DER format) to verify the voucher request from

registrar (NULL for empty),

« registrar_verify_store - The list of trusted certificate buffers (DER format) to verify the voucher request from registrar
(NuLL for empty). The lists' flags are described in verify _cms_voucher function,

« pledge_verify_certs - The list of intermediate certificate buffers (DER format) to verify the pledge-voucher request ( NULL

for empty),

« pledge_verify_store - The list of trusted certificate buffers (DER format) to verify the pledge-voucher request (NULL for
empty). The lists' flags are described in verify_cms_voucher function and

« additional_masa_certs - The list of additional MASA certificate buffers (DER format) to append to CMS (NULL for empty).

Return: The signed CMS structure as binary array ( DER format) or NULL on failure.

Verify_masa_pledge_voucher

Verifies a MASA pledge voucher and outputs a pinned domain certificate ( DER format) and the CMS appended list of certificates.

int verify_masa_pledge_voucher (
const struct BinaryArray *masa_pledge_voucher_cms,
*serial_number,

const
const
const
const
const

Struct
Struct
Sstruct
Struct
Struct

BinaryArray *nonce,

BinaryArray *registrar_tls_cert,
BinaryArraylList *domain_store,
BinaryArraylList *pledge_verify_certs,
BinaryArraylList *pledge_verify_store,

struct BinaryArraylList **pledge_out_certs,
struct BinaryArray *const pinned_domain_cert);

Parameters:

const char

« masa_pledge_voucher_cms - The signed MASA pledge voucher CMS structure as binary array ( DER format),

. serial_number - The serial number string from the idevid certificate,
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« nonce - Random/pseudo-random nonce from the pledge voucher request (NULL for empty),

registrar_tls_cert - The first certificate in the TLS server "certificate_list" sequence presented by the registrar to the

pledge (DER format),

domain_store - The list of trusted certificate buffers (DER format) to verify the pinned domain certificate (NULL for empty).

The lists' flags are described in verify _cms_voucher function,

pledge_verify_certs - The list of intermediate certificate buffers (DER format) to verify the masa pledge voucher (NULL

for empty),

. pledge_verify_store - The list of trusted certificate buffers (DER format) to verify the masa pledge voucher (NULL for
empty). The lists' flags are described in verify _cms_voucher function,

« pledge_out_certs - The list of output certificate buffers (NULL for empty) from the MASA pledge CMS structure and

« pinned_domain_cert - The output pinned domain certificate buffer (DER format)

Return: 0 on success or -1 on failure.
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BRSKI Usage

Voucher Library Usage

Example CMakelLists.Txt File

Below is an example cmake config file to import the voucher library into a cmake project and use it with OpenSSL. The path for the
static voucher library file libvoucher.a is set by the LIBVOUCHER_LIBRARY variable and the voucher library include path is set by
LIBVOUCHER_INCLUDE_PATH variable.

cmake_minimum_required(VERSION 3.1...3.26)

project(
LibTest
VERSION 1.0
LANGUAGES C)

find_package(OpenSSL 3 MODULE REQUIRED COMPONENTS Crypto SSL)
message ("Found OpenSSL ${OPENSSL_VERSION} crypto library")
add_library(OpenSSL3: :Crypto ALIAS OpenSSL::Crypto)
add_1library(OpenSSL3: :SSL ALIAS OpenSSL: :SSL)

set (LIBOPENSSL3_INCLUDE_PATH "${OPENSSL_INCLUDE_DIR}")

set (LIBVOUCHER_INCLUDE_PATH "${CMAKE_SOURCE_DIR}/include/voucher™")
set (LIBVOUCHER_LIB_PATH "${CMAKE_SOURCE_DIR}/1lib")
set (LIBVOUCHER_LIBRARY "${LIBVOUCHER_LIB_PATH}/libvoucher.a")

add_library(Voucher: :Voucher STATIC IMPORTED)

set_target_properties(Voucher: :Voucher PROPERTIES
IMPORTED_LOCATION "${LIBVOUCHER_LIBRARY}"
INTERFACE_INCLUDE_DIRECTORIES "${LIBVOUCHER_INCLUDE_PATH}"

add_executable(libtest libtest.c)
target_link_libraries(libtest PRIVATE Voucher: :Voucher
OpenSSL: :Crypto)
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BRSKI Tool Usage

The BRSKI generate_test_certs test creates a test-config.ini file (located at ${CMAKE_BINARY_DIR}/tests/brski/test-
config.ini), which has some pregenerated example certificates for running the MASA, registrar, and pledge on localhost.

Exporting A Pledge Voucher Request

To export a pledge voucher request to a CMS SMIME file out.cms use the command epvr as following:

$ brski -c config.ini -o out.cms epvr

where the example config.ini file is defined as follows:

[pledge]

createdOn = "1973-11-29T721:33:092"

serialNumber = "12345"

nonce = '"some-nonce-value-in-base64"

idevidKeyPath = ""

idevidCertPath = ""

idevidCACertPath = ""

cmsSignKeyPath = "/absolute_path_to/pledge-cms.key"
cmsSignCertPath = "/absolute_path_to/pledge-cms.crt"
cmsAdditionalCertPath = ""

cmsVerifyCertPath = ""

cmsVerifyStorePath = ""

[registrar]

bindAddress = ""

port = O

tlsKeyPath = "/absolute_path_to/registrar-tls.key"
tlsCertPath = "/absolute_path_to/registrar-tls.crt"
tlsCACertPath = ""

cmsSignCertPath = ""

cmsSignKeyPath = ""

cmsAdditionalCertPath = ""

cmsVerifyCertPath = ""

cmsVerifyStorePath = ""

[masa]
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bindAddress = ""

port = O

expiresOn = ""
ldevidCAKeyPath = ""
ldevidCACertPath = ""
tlsKeyPath = ""
tlsCertPath = ""
tlsCACertPath = ""
cmsSignKeyPath = ""
cmsSignCertPath = ""
cmsAdditionalCertPath = ""
cmsVerifyCertPath = ""
cmsVerifyStorePath = ""

Sending A Pledge-Voucher Request To The Registrar

To send a pledge-voucher request to a registrar use the command preq as following:

$ brski -c config.ini preq

where the example config.ini file is defined as follows:

[pledge]

createdOn = "1973-11-29T21:33:09Z2"

serialNumber = "idev-seriall12345"

nonce = "some-nonce-value-in-base64"

idevidKeyPath = "/absolute_path_to/idevid.key"
idevidCertPath = "/absolute_path_to/idevid.crt"
idevidCACertPath = "/absolute_path_to/idevid-ca.crt"
cmsSignKeyPath = "/absolute_path_to/pledge-cms.key"
cmsSignCertPath = "/absolute_path_to/pledge-cms.crt"
cmsAdditionalCertPath = ""

cmsVerifyCertPath = ""

cmsVerifyStorePath = ""

[registrar]

bindAddress = "https://registrar-address.com"
port = 12345

tlsKkeyPath = ""
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tlsCertPath = "/absolute_path_to/registrar-tls.crt"
tlsCACertPath = "/absolute_path_to/registrar-tls-ca.crt"
cmsSignkKeyPath = ""

cmsSignCertPath = ""

cmsAdditionalCertPath = ""

cmsVerifyCertPath = ""

cmsVerifyStorePath = ""

[masa]
bindAddress = ""
port = 0
expireson =
ldevidCAKeyPath = ""
ldevidCACertPath = ""
tlsKkeyPath = ""
tlsCertPath = ""
tlsCACertPath = ""
cmsSignKeyPath = ""
cmsSignCertPath = ""
cmsAdditionalCertPath = ""
cmsVerifyCertPath = ""
cmsVerifyStorePath = ""

miu

Starting The Registrar

To start the registrar server on port 12345 use the command registrar as following:

$ brski -c config.ini registrar

where the example config.ini file is defined as follows:

[pledge]
createdOn =
serialNumber =

nn

mun

mu

nonce =
idevidKeyPath = ""

idevidCertPath = "/absolute_path_to/idevid.crt"
idevidCACertPath = "/absolute_path_to/idevid-ca.crt"
cmsSignKeyPath = ""
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cmsSignCertPath = ""
cmsAdditionalCertPath = ""
cmsVerifyCertPath = ""
cmsVerifyStorePath = ""

[registrar]

bindAddress = "127.0.0.1"

port = 12345

tlsKkeyPath = ""

tlsCertPath = "/absolute_path_to/registrar-tls.crt"
tlsCACertPath = "/absolute_path_to/registrar-tls-ca.crt"
cmsSignKeyPath = "/absolute_path_to/registrar-cms.key"
cmsSignCertPath = "/absolute_path_to/registrar-cms.crt"
cmsAdditionalCertPath = ""

cmsVerifyCertPath = ""

cmsVerifyStorePath = ""

[masa]

bindAddress = "https://masa-address.com"

port = 12346

expiresoOn = ""

ldevidCAKeyPath = ""

ldevidCACertPath = "/absolute_path_to/ldevid-ca.crt"
tlsKeyPath = ""

tlsCertPath = "/absolute_path_to/masa-tls.crt"
tlsCACertPath = "/absolute_path_to/masa-tls-ca.crt"
cmsSignKeyPath = ""

cmsSignCertPath = ""

cmsAdditionalCertPath = ""

cmsVerifyCertPath = ""

cmsVerifyStorePath = ""

Starting The MASA

To start the MASA server on port 12346 use the command masa as following:

$ brski -c config.ini masa

where the example config.ini file is defined as follows:
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[pledge]

createdon = ""

serialNumber = ""

nonce = ""

idevidKeyPath = ""

idevidCertPath = "/absolute_path_to/idevid.crt"
idevidCACertPath = "/absolute_path_to/idevid-ca.crt"
cmsSignKeyPath = ""

cmsSignCertPath = ""

cmsAdditionalCertPath = ""

cmsVerifyCertPath = ""

cmsVerifyStorePath = ""

[registrar]

bindAddress = ""

port = 12345

tlsKkeyPath = ""

tlsCertPath = "/absolute_path_to/registrar-tls.crt"
tlsCACertPath = "/absolute_path_to/registrar-tls-ca.crt"
cmsSignKeyPath = ""

cmsSignCertPath = ""
cmsAdditionalCertPath = ""
cmsVerifyCertPath = ""
cmsVerifyStorePath = ""

[masa]

bindAddress = "127.0.0.1"

port = 12346

expiresOn = "1973-11-29T21:33:09Z2"

ldevidCAKeyPath = "/absolute_path_to/ldevid-ca.key"
ldevidCACertPath = "/absolute_path_to/ldevid-ca.crt"
tlsKeyPath = "/absolute_path_to/masa-tls.key"
tlsCertPath = "/absolute_path_to/masa-tls.crt"
t1lsCACertPath = "/absolute_path_to/masa-tls-ca.crt"
cmsSignKeyPath = "/absolute_path_to/masa-cms.key"
cmsSignCertPath = "/absolute_path_to/masa-cms.crt"
cmsAdditionalCertPath = ""

cmsVerifyCertPath = ""

cmsVerifyStorePath = ""

For detailed example of config.ini files and certificates pleasce check the test folder.
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Voucher Artifact AP

The voucher artifact is a JSON RFC8259 document that conforms with a data model described by YANG RFC7950, is encoded
using the rules defined in RFC8259, and is signed using (by default) a CMS structure RFC5652.

module: ietf-voucher
yang-data voucher-artifact:
+---- voucher
+---- created-on yang:date-and-time
+---- expires-on? yang:date-and-time
+---- assertion enumeration

+---- serial-number string

+---- idevid-issuer? binary
+---- pinned-domain-cert binary
+---- domain-cert-revocation-checks? boolean
+---- nonce? binary
+---- last-renewal-date? yang:date-and-time
+-- prior-signed-voucher-request? binary
+-- proximity-registrar-cert? binary

Voucher Attributes

The voucher artifact attributes are define by the enum below:

enum VoucherAttributes {
ATTR_CREATED_ON =
ATTR_EXPIRES_ON,
ATTR_ASSERTION,
ATTR_SERIAL_NUMBER,
ATTR_IDEVID_ISSUER,

ATTR_PINNED_DOMAIN_CERT,
ATTR_DOMAIN_CERT_REVOCATION_CHECKS,
ATTR_NONCE,

ATTR_LAST_RENEWAL_DATE,
ATTR_PRIOR_SIGNED_VOUCHER_REQUEST,
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ATTR_PROXIMITY_REGISTRAR_CERT

+

Voucher Creation/Manipulation API

Init_voucher

Initialises an empty voucher structure.

__must_free_voucher struct Voucher *init_voucher (void);

Return: Pointer to an allocated voucher or NULL on failure.

Free_voucher

Frees an allocated voucher structure.

void free_voucher(struct Voucher *voucher);

Parameters:

« voucher - The allocated voucher structure.

Set_attr_bool _voucher

Sets the value for a voucher bool attribute.

int set_attr_bool_voucher(struct Voucher *voucher,
const enum VoucherAttributes attr,

const bool value);

Parameters:

« voucher - The allocated voucher structure,
« attr - The voucher attribute corresponding to the bool value and

Page 66 of 247

This document is the property of nquiringMinds. It contains confidential and proprietary information for the individual or entity to which it was provided by nquiringMinds, only for the
purposes expressly communicated by nquiringMinds. If you are not the intended recipient, you are hereby notified that any disclosure, copying, distribution, dissemination or use of the
contents of this document is strictly prohibited. If you have received this document in error, please notify the sender immediately and delete the document. nquiringMinds cannot accept
any liability for loss or damage resulting from the use of the information in this document. Copyright (c) 2024, nquiringMinds. All rights reserved.



« value -The bool attribute value.

Return: 0 on success or -1 on failure.

Set_attr_time_voucher

Sets the value for a voucher time attribute.

int set_attr_time_voucher(struct Voucher *voucher,
const enum VoucherAttributes attr,

const struct tm *value);

Parameters:

« voucher - The allocated voucher structure,
« attr - The voucher attribute corresponding to the struct tm value and

. value -The struct tm attribute value.

Return: 0 on success or -1 on failure.

Set_attr_enum_voucher

Sets the value for a voucher enum attribute.

int set_attr_enum_voucher(struct Voucher *voucher,
const enum VoucherAttributes attr,

const int value);

Parameters:

« Vvoucher - The allocated voucher structure,
« attr - The enum voucher attribute and

« value - The enum attribute value.

Return: 0 on success or -1 on failure.

The enum attribute API sets the value for the assertion attribute with one of the following values as described in RFC8995:

enum VoucherAssertions {

VOUCHER_ASSERTION_NONE
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VOUCHER_ASSERTION_VERIFIED = 1,
VOUCHER_ASSERTION_LOGGED =

VOUCHER_ASSERTION PROXIMITY = 3
1

Set_attr_str_voucher

Sets the value for a voucher string attribute.

int set_attr_str_voucher(struct Voucher *voucher,
const enum VoucherAttributes attr,

const char *value);

Parameters:

« voucher - The allocated voucher structure,
« attr - The string voucher attribute name and

« value - The string attribute value.

Return: 0 on success or -1 on failure.

Set_attr_array_voucher

Sets the value for a voucher array attribute.

int set_attr_array_voucher(struct Voucher *voucher,
const enum VoucherAttributes attr,

const struct BinaryArray *value);

Parameters:

« voucher - The allocated voucher structure,
« attr - The array voucher attribute name and

« value - The array attribute value.

Return: 0 on success or -1 on failure.

Set_attr_voucher
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Sets the value for a voucher attribute.

int set_attr_voucher(struct Voucher *voucher,
const enum VoucherAttributes attr,

cee )i

Parameters:

« voucher - The allocated voucher structure,
« attr - The array voucher attribute name and

e __ VA_ARGS__ - The variable list of attribute values:
o ATTR_CREATED_ON => struct tm *

o ATTR_EXPIRES_ON => struct tm *

o ATTR_LAST_RENEWAL_DATE => struct tm *

o ATTR_ASSERTION => enum VoucherAssertions

o ATTR_SERIAL_NUMBER => char *

o ATTR_IDEVID_ISSUER => struct BinaryArray *

o ATTR_PINNED_DOMAIN_CERT => struct BinaryArray *

o ATTR_NONCE => struct BinaryArray *

o ATTR_PRIOR_SIGNED_VOUCHER_REQUEST => struct BinaryArray *
o ATTR_PROXIMITY_REGISTRAR_CERT => struct BinaryArray *

o ATTR_DOMAIN_CERT_REVOCATION_CHECKS => bool

Return: 0 on success or -1 on failure.

Clear_attr_voucher

Clears a voucher attribute.

int clear_attr_voucher(struct Voucher *voucher,

const enum VoucherAttributes attr);

Parameters:

. voucher -The allocated voucher structure and

« attr - The attribute name

Return: 0 on success or -1 on failure.

Is_attr_voucher_nonempty
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Checks if a voucher attribute is non empty.

bool is_attr_voucher_nonempty(const struct Voucher *voucher,

const enum VoucherAttributes attr);

Parameters:

. voucher -The allocated voucher structure and

« attr - The attribute name.

Return: true if non empty or false otherwise.

Get_attr_bool _voucher

Gets the pointer to the value for a voucher bool attribute.

const bool *get_attr_bool_voucher(const struct Voucher *voucher,

const enum VoucherAttributes attr);

Parameters:

« voucher - The allocated voucher structure and

« attr - The bool voucher attribute.

Return: Pointer to the bool value or NULL on failure.

Get_attr_time_voucher

Gets the pointer to the value for a voucher time attribute.

const struct tm *get_attr_time_voucher(struct Voucher *voucher,
const enum VoucherAttributes

attr);

Parameters:

« voucher - The allocated voucher structure and

« attr - The time voucher attribute.
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Return: Pointer to the time value or NULL on failure.

Get_attr_enum_voucher

Gets the pointer to the value for a voucher enum attribute.

const int *get_attr_enum_voucher(struct Voucher *voucher,

const enum VoucherAttributes attr);

Parameters:

« voucher - The allocated voucher structure and

« attr - The enum voucher attribute.

Return: Pointer to the enum value or NULL on failure.

Get_attr_str_voucher

Gets the pointer to the value for a voucher string attribute.

const char *const *get_attr_str_voucher(struct Voucher *voucher,
const enum VoucherAttributes

attr);

Parameters:

« voucher - The allocated voucher structure and

« attr - The string voucher attribute name.
Return: Pointer to the string value or NULL on failure.

Example:

const char *const *serial_number = get_attr_str_voucher(voucher,
ATTR_SERIAL_NUMBER);

if (strcmp(*serial_number, "12345")) {}

Get_attr_array_voucher
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Gets the pointer to the value for a voucher array attribute.

const struct BinaryArray * get_attr_array_voucher(struct Voucher
*voucher,
const enum

VoucherAttributes attr);

Parameters:

« voucher - The allocated voucher structure and

« attr - The array voucher attribute name.

Return: Pointer to the array value or NULL on failure.

Voucher Serialization And
Deserialization API

Serialize_voucher

Serializes a voucher to a string.

__must_free char *serialize_voucher(const struct Voucher *voucher);

Parameters:
« voucher - The allocated voucher structure.
Return: Serialized voucher to string or NULL on failure.

Example:

struct Voucher *voucher = init_voucher();

set_attr_enum_voucher (voucher, ATTR_ASSERTION,

VOUCHER_ASSERTION_PROXIMITY);

char *serialized = serialize_voucher (voucher);
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free(serialized);
free_voucher (voucher);

Deserialize_voucher

Deserializes a json string buffer to a voucher structure.

struct Voucher *deserialize_voucher(const uint8_t *json, const size_t
length);

Paramaters:

« Json -The json buffer and

« length - The json buffer length.
Return: Voucher structure or NULL on failure.

Example:

struct Voucher *voucher = deserialize_voucher(json, json_length);

free_voucher (voucher);

Voucher CMS Signhing And Verification
API

Sign_eccms_voucher

Signs a voucher using CMS with an Elliptic Curve private key and output to a binary buffer (DER format).
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__must_free_binary_array struct BinaryArray *sign_eccms_voucher(struct
Voucher *voucher,
const struct BinaryArray *cert,

const struct BinaryArray *key,
const struct BinaryArraylList

Parameters:

. voucher - The allocated voucher structure,
« cert - The certificate buffer (DER format) correspoding to the private key,
« key - The Elliptic Curve private key buffer (DER format) of the certificate and

« certs - The struct BinaryArraylList of additional certificate buffers (DER format) to be included in the CMS (NULL if
none).

Return: The signed CMS structure in binary ( DER format) or NULL on failure.

Sign_rsacms_voucher

Signs a voucher using CMS with a RSA private key and output to a binary buffer (DER format).

__must_free_binary_array struct BinaryArray

*sign_rsacms_voucher(struct Voucher *voucher,
const struct BinaryArray *cert,
const struct BinaryArray *key,
const struct BinaryArraylList

Parameters:

« voucher - The allocated voucher structure,
« cert - The certificate buffer (DER format) correspoding to the private key,
« key - The RSA private key buffer (DER format) of the certificate and

« certs - The struct BinaryArraylList of additional certificate buffers (DER format) to be included in the CMS (NULL if
none)

Return: The signed CMS structure in binary (DER format) or NULL on failure.

Sign_cms_voucher
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Signs a voucher using CMS with a private key (detected automatically) and output as binary array ( DER format).

__must_free_binary_array struct BinaryArray *sign_cms_voucher(struct
Voucher *voucher,

const struct BinaryArray *cert,

const struct BinaryArray *key,
const struct BinaryArraylList

Parameters:

« voucher - The allocated voucher structure,
« cert - The certificate buffer (DER format) correspoding to the private key,
« key - The private key buffer (DER format) of the certificate and

« certs - The list of additional certificate buffers ( DER format) to be included in the CMS (NULL if none)

Return: The signed CMS structure as binary array ( DER format) or NULL on failure.

Verify_cms_voucher

Verifies a CMS binary buffer and extracts the voucher structure, and the list of included certificates.

__must_free_voucher struct Voucher *verify_cms_voucher(const struct
BinaryArray *cms,

const struct BinaryArraylList
*certs,

const struct BinaryArraylList
*store,

Sstruct BinaryArraylList

**out_certs);

Parameters:

« cms - The CMS binary buffer string (DER format),
« certs - The list of additional certificate buffers ( DER format),

store - The list of trusted certificate for store ( DER format). The list's flags is encoded with the following enum:

enum CRYPTO_CERTIFICATE_TYPE {
CRYPTO_CERTIFICATE_VALID = 0,

CRYPTO_CERTIFICATE_CRL,
}i
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where CRYPTO_CERTIFICATE_VALID denotes a standard certificate buffer and CRYPTO_CERTIFICATE_CRL denotes a
certificate revocation type buffer, and

« out_certs - The output list of certificates (NULL for empty) from the CMS structure.
Return: The verified voucher structrure or NULL on failure.

Example:

Struct BinaryArraylList *out_certs = NULL;

struct Voucher *voucher = verify_cms_voucher(cms, certs, store,
&out_certs);

Struct BinaryArraylList *cert = NULL;

dl_list_for_each(el, &out_certs->1list, struct BinaryArraylList, list) {
uint8_t cert_array = cert->buf;
uint8_t cert_length = cert->length;

free_voucher (voucher);
free_buffer_list(out_certs);
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RFC 8995

Bootstrapping Remote
Secure Key Infrastructure
BRSKI

Abstract

This document specifies automated bootstrapping of an Autonomic Control Plane. To do this, a Secure Key Infrastructure is
bootstrapped. This is done using manufacturer-installed X.509 certificates, in combination with a manufacturer's authorizing service,
both online and offline. We call this process the Bootstrapping Remote Secure Key Infrastructure (BRSKI) protocol. Bootstrapping a
new device can occur when using a routable address and a cloud service, only link-local connectivity, or limited/disconnected
networks. Support for deployment models with less stringent security requirements is included. Bootstrapping is complete when the
cryptographic identity of the new key infrastructure is successfully deployed to the device. The established secure connection can
be used to deploy a locally issued certificate to the device as well.

Status Of This Memo

This is an Internet Standards Track document.

This document is a product of the Internet Engineering Task Force (IETF). It represents the consensus of the IETF community. It has
received public review and has been approved for publication by the Internet Engineering Steering Group (IESG). Further
information on Internet Standards is available in Section 2 of RFC 7841.

Information about the current status of this document, any errata, and how to provide feedback on it may be obtained at
https://www.rfc-editor.org/info/rfc8995.

Copyright Notice

Copyright (c) 2021 IETF Trust and the persons identified as the document authors. All rights reserved.

This document is subject to BCP 78 and the IETF Trust's Legal Provisions Relating to IETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of publication of this document. Please review these documents carefully, as
they describe your rights and restrictions with respect to this document. Code Components extracted from this document must
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include Simplified BSD License text as described in Section 4.e of the Trust Legal Provisions and are provided without warranty as
described in the Simplified BSD License.
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The Bootstrapping Remote Secure Key Infrastructure (BRSKI) protocol provides a solution for secure zero-touch (automated)
bootstrap of new (unconfigured) devices that are called "pledges" in this document. Pledges have an Initial Device Identifier
(IDevID) installed in them at the factory.

"BRSKI", pronounced like "brewski", is a colloquial term for beer in Canada and parts of the Midwestern United States [brewski].

This document primarily provides for the needs of the ISP and enterprise-focused Autonomic Networking Integrated Model and
Approach (ANIMA) Autonomic Control Plane (ACP) [RFC8994]. This bootstrap process satisfies the requirement of making all
operations secure by default per Section 3.3 of [RFC7575]. Other users of the BRSKI protocol will need to provide separate
applicability statements that include privacy and security considerations appropriate to that deployment. Section 9 explains the
detailed applicability for this ACP usage.

The BRSKI protocol requires a significant amount of communication between manufacturer and owner: in its default modes, it
provides a cryptographic transfer of control to the initial owner. In its strongest modes, it leverages sales channel information to
identify the owner in advance. Resale of devices is possible, provided that the manufacturer is willing to authorize the transfer.
Mechanisms to enable transfers of ownership without manufacturer authorization are not included in this version of the protocol, but
it could be designed into future versions.

This document describes how a pledge discovers (or are discovered by) an element of the network domain that it will belong to and
that will perform its bootstrap. This element (device) is called the "registrar". Before any other operation, the pledge and registrar
need to establish mutual trust:

1. Registrar authenticating the pledge: "Who is this device? What is its identity?"
2. Registrar authorizing the pledge: "Is it mine? Do | want it? What are the chances it has been compromised?"
3. Pledge authenticating the registrar: "What is this registrar's identity?"

4. Pledge authorizing the registrar: "Should | join this network?"

This document details protocols and messages to answer the above questions. It uses a TLS connection and a PKIX-shaped
(X.509v3) certificate (an IEEE 802.1AR IDevID [IDevID]) of the pledge to answer points 1 and 2. It uses a new artifact called a
"voucher" that the registrar receives from a Manufacturer Authorized Signing Authority (MASA) and passes it to the pledge to
answer points 3 and 4.

A proxy provides very limited connectivity between the pledge and the registrar.

The syntactic details of vouchers are described in detail in [RFC8366]. This document details automated protocol mechanisms to
obtain vouchers, including the definition of a "voucher-request” message that is a minor extension to the voucher format (see
Section 3) as defined by [RFC8366].

BRSKI results in the pledge storing an X.509 root certificate sufficient for verifying the registrar identity. In the process, a TLS
connection is established that can be directly used for Enroliment over Secure Transport (EST). In effect, BRSKI provides an
automated mechanism for "Bootstrap Distribution of CA Certificates” described in [RFC7030], Section 4.1.1, wherein the pledge
"MUST [...] engage a human user to authorize the CA certificate using out-of-band data". With BRSKI, the pledge now can automate
this process using the voucher. Integration with a complete EST enroliment is optional but trivial.

BRSKI is agile enough to support bootstrapping alternative key infrastructures, such as a symmetric key solution, but no such
system is described in this document.

1.1. Prior Bootstrapping Approaches

To literally "pull yourself up by the bootstraps" is an impossible action. Similarly, the secure establishment of a key infrastructure
without external help is also an impossibility. Today, it is commonly accepted that the initial connections between nodes are
insecure, until key distribution is complete, or that domain-specific keying material (often pre-shared keys, including mechanisms
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like Subscriber Identification Module (SIM) cards) is pre-provisioned on each new device in a costly and non-scalable manner.
Existing automated mechanisms are known as non-secured "Trust on First Use (TOFU)" [RFC7435], "resurrecting duckling"
[Stajano99theresurrecting], or "pre-staging".

Another prior approach has been to try and minimize user actions during bootstrapping, but not eliminate all user actions. The
original EST protocol [RFC7030] does reduce user actions during bootstrapping but does not provide solutions for how the following
protocol steps can be made autonomic (not involving user actions):

« using the Implicit Trust Anchor (TA) [RFC7030] database to authenticate an owner-specific service (not an autonomic solution
because the URL must be securely distributed),

« engaging a human user to authorize the CA certificate using out-of-band data (not an autonomic solution because the human
user is involved),

« using a configured Explicit TA database (not an autonomic solution because the distribution of an explicit TA database is not
autonomic), and

« using a certificate-less TLS mutual authentication method (not an autonomic solution because the distribution of symmetric
key material is not autonomic).

These "touch” methods do not meet the requirements for zero-touch.

There are "call home" technologies where the pledge first establishes a connection to a well-known manufacturer service using a
common client-server authentication model. After mutual authentication, appropriate credentials to authenticate the target domain
are transferred to the pledge. This creates several problems and limitations:

« the pledge requires real-time connectivity to the manufacturer service,
« the domain identity is exposed to the manufacturer service (this is a privacy concern), and

« the manufacturer is responsible for making the authorization decisions (this is a liability concern).

BRSKI addresses these issues by defining extensions to the EST protocol for the automated distribution of vouchers.

1.2. Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED",
"NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in BCP 14 [RFC2119]
[RFC8174] when, and only when, they appear in all capitals, as shown here.

The following terms are defined for clarity:
o ANL

The Autonomic Networking Infrastructure as defined by [RFC8993]. Section 9 details specific requirements for pledges,
proxies, and registrars when they are part of an ANI.

« Circuit Proxy:
A stateful implementation of the Join Proxy. This is the assumed type of proxy.
« drop-ship:
The physical distribution of equipment containing the "factory default” configuration to a final destination. In zero-touch
scenarios, there is no staging or preconfiguration during drop-ship.
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« Domain:

The set of entities that share a common local trust anchor. This includes the proxy, registrar, domain CA, management
components, and any existing entity that is already a member of the domain.

« Domain CA:

The domain Certification Authority (CA) provides certification functionalities to the domain. At a minimum, it provides
certification functionalities to a registrar and manages the private key that defines the domain. Optionally, it certifies all
elements.

« domainlD:

The domain IDentity is a unique value based upon the registrar's CA certificate. Section 5.8.2 specifies how it is calculated.

« enrollment:

The process where a device presents key material to a network and acquires a network-specific identity. For example, when
a certificate signing request is presented to a CA, and a certificate is obtained in response.

« IDevID:

An Initial Device Identifier X.509 certificate installed by the vendor on new equipment. This is a term from 802.1AR [IDevID].

« imprint:

The process where a device obtains the cryptographic key material to identify and trust future interactions with a network.
This term is taken from Konrad Lorenz's work in biology with new ducklings: during a critical period, the duckling would
assume that anything that looks like a mother duck is in fact their mother. An equivalent for a device is to obtain the fingerprint
of the network's root CA certificate. A device that imprints on an attacker suffers a similar fate to a duckling that imprints on a
hungry wolf. Securely imprinting is a primary focus of this document [imprinting]. The analogy to Lorenz's work was first noted
in [Stajano99theresurrecting].

« IPIP Proxy:

A stateless proxy alternative.

« Join Proxy:

A domain entity that helps the pledge join the domain. A Join Proxy facilitates communication for devices that find themselves
in an environment where they are not provided connectivity until after they are validated as members of the domain. For
simplicity, this document sometimes uses the term of "proxy" to indicate the Join Proxy. The pledge is unaware that they are
communicating with a proxy rather than directly with a registrar.

« Join Registrar (and Coordinator):

A representative of the domain that is configured, perhaps autonomically, to decide whether a new device is allowed to join
the domain. The administrator of the domain interfaces with a "Join Registrar (and Coordinator)" to control this process.
Typically, a Join Registrar is "inside" its domain. For simplicity, this document often refers to this as just "registrar”". Within
[RFC8993], it is referred to as the "Join Registrar Autonomic Service Agent (ASA)". Other communities use the abbreviation
"JRC".
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« LDevID:

A Local Device Ildentifier X.509 certificate installed by the owner of the equipment. This is a term from 802.1AR [IDevID].

« manufacturer:

The term manufacturer is used throughout this document as the entity that created the device. This is typically the original
equipment manufacturer (OEM), but in more complex situations, it could be a value added retailer (VAR), or possibly even a
systems integrator. In general, a goal of BRSKI is to eliminate small distinctions between different sales channels. The reason
for this is that it permits a single device, with a uniform firmware load, to be shipped directly to all customers. This eliminates
costs for the manufacturer. This also reduces the number of products supported in the field, increasing the chance that
firmware will be more up to date.

« MASA Audit-Log:

An anonymized list of previous owners maintained by the MASA on a per-device (per-pledge) basis, as described in Section
5.8.1.

« MASA Service:

A third-party MASA service on the global Internet. The MASA signs vouchers. It also provides a repository for audit-log
information of privacy-protected bootstrapping events. It does not track ownership.

« nonced:

A voucher (or request) that contains a nonce (the normal case).

« nonceless:

A voucher (or request) that does not contain a nonce and either relies upon accurate clocks for expiration or does not expire.

« offline:

When an architectural component cannot perform real-time communications with a peer, due to either network connectivity or
the peer being turned off, the operation is said to be occurring offline.

« Ownership Tracker:

An Ownership Tracker service on the global Internet. The Ownership Tracker uses business processes to accurately track
ownership of all devices shipped against domains that have purchased them. Although optional, this component allows
vendors to provide additional value in cases where their sales and distribution channels allow for accurate tracking of such
ownership. Tracking information about ownership is indicated in vouchers, as described in [RFC8366].

« Pledge:

The prospective (unconfigured) device, which has an identity installed at the factory.

« (Public) Key Infrastructure:

The collection of systems and processes that sustains the activities of a public key system. The registrar acts as a
"Registration Authority"; see [RFC5280] and Section 7 of [RFC5272].
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. TOFU:

Trust on First Use. Used similarly to how it is described in [RFC7435]. This is where a pledge device makes no security
decisions but rather simply trusts the first registrar it is contacted by. This is also known as the "resurrecting duckling" model.

« Voucher:

A signed artifact from the MASA that indicates the cryptographic identity of the registrar it should trust to a pledge. There are
different types of vouchers depending on how that trust is asserted. Multiple voucher types are defined in [RFC8366].

1.3. Scope Of Solution

1.3.1. Support Environment

This solution (BRSKI) can support large router platforms with multi-gigabit inter-connections, mounted in controlled access data
centers. But this solution is not exclusive to large equipment: it is intended to scale to thousands of devices located in hostile
environments, such as ISP-provided Customer Premises Equipment (CPE) devices that are drop-shipped to the end user. The
situation where an order is fulfilled from a distributed warehouse from a common stock and shipped directly to the target location at
the request of a domain owner is explicitly supported. That stock ("SKU") could be provided to a number of potential domain owners,
and the eventual domain owner will not know a priori which device will go to which location.

The bootstrapping process can take minutes to complete depending on the network infrastructure and device processing speed.
The network communication itself is not optimized for speed; for privacy reasons, the discovery process allows for the pledge to
avoid announcing its presence through broadcasting.

Nomadic or mobile devices often need to acquire credentials to access the network at the new location. An example of this is mobile
phone roaming among network operators, or even between cell towers. This is usually called "handoff*. BRSKI does not provide a
low-latency handoff, which is usually a requirement in such situations. For these solutions, BRSKI can be used to create a
relationship (an LDevID) with the "home" domain owner. The resulting credentials are then used to provide credentials more
appropriate for a low-latency handoff.

1.3.2. Constrained Environments

Questions have been posed as to whether this solution is suitable in general for Internet of Things (I0T) networks. This depends on
the capabilities of the devices in question. The terminology of [RFC7228] is best used to describe the boundaries.

The solution described in this document is aimed in general at non-constrained (i.e., Class 2+ [RFC7228]) devices operating on a
non-challenged network. The entire solution as described here is not intended to be usable as is by constrained devices operating
on challenged networks (such as 802.15.4 Low-Power and Lossy Networks (LLNSs)).

Specifically, there are protocol aspects described here that might result in congestion collapse or energy exhaustion of intermediate
battery-powered routers in an LLN. Those types of networks should not use this solution. These limitations are predominately
related to the large credential and key sizes required for device authentication. Defining symmetric key techniques that meet the
operational requirements is out of scope, but the underlying protocol operations (TLS handshake and signing structures) have
sufficient algorithm agility to support such techniques when defined.

The imprint protocol described here could, however, be used by non-energy constrained devices joining a non-constrained network
(for instance, smart light bulbs are usually mains powered and use 802.11 wireless technology). It could also be used by non-
constrained devices across a non-energy constrained, but challenged, network (such as 802.15.4). The certificate contents, and the
process by which the four questions above are resolved, do apply to constrained devices. It is simply the actual on-the-wire imprint
protocol that could be inappropriate.
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1.3.3. Network Access Controls

This document presumes that network access control has already occurred, is not required, or is integrated by the proxy and
registrar in such a way that the device itself does not need to be aware of the details. Although the use of an X.509 IDevID is
consistent with IEEE 802.1AR [IDevID], and allows for alignment with 802.1X network access control methods, its use here is for
pledge authentication rather than network access control. Integrating this protocol with network access control, perhaps as an
Extensible Authentication Protocol (EAP) method (see [RFC3748]), is out of scope for this document.

1.3.4. Bootstrapping is Not Booting

This document describes "bootstrapping” as the protocol used to obtain a local trust anchor. It is expected that this trust anchor,
along with any additional configuration information subsequently installed, is persisted on the device across system restarts

("booting"). Bootstrapping occurs only infrequently such as when a device is transferred to a new owner or has been reset to factory
default settings.

1.4. Leveraging The New Key Infrastructure / Next Steps

As a result of the protocol described herein, bootstrapped devices have the domain CA trust anchor in common. An end-entity (EE)
certificate has optionally been issued from the domain CA. This makes it possible to securely deploy functionalities across the
domain; for example:

« Device management
« Routing authentication

« Service discovery

The major intended benefit is the ability to use the credentials deployed by this protocol to secure the Autonomic Control Plane
(ACP) [RFC8994].

1.5. Requirements For Autonomic Networking Infrastructure (ANI)

Devices

The BRSKI protocol can be used in a number of environments. Some of the options in this document are the result of requirements
that are out of the ANI scope. This section defines the base requirements for ANI devices.

For devices that intend to become part of an ANI [RFC8993] that includes an Autonomic Control Plane [RFC8994], the BRSKI
protocol MUST be implemented.

The pledge must perform discovery of the proxy as described in Section 4.1 using the Discovery Unsolicited Link-Local (DULL)
[RFC8990] M_FLOOD announcements of the GeneRic Autonomic Signaling Protocol (GRASP).

Upon successfully validating a voucher artifact, a status telemetry MUST be returned; see Section 5.7.

An ANIMA ANI pledge MUST implement the EST automation extensions described in Section 5.9. They supplement the EST
[RFEC7030] to better support automated devices that do not have an end user.

The ANI Join Registrar ASA MUST support all the BRSKI and above-listed EST operations.
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All ANI devices SHOULD support the BRSKI proxy function, using Circuit Proxies over the Autonomic Control Plane (ACP) (see
Section 4.3).

2. Architectural Overview

The logical elements of the bootstrapping framework are described in this section. Figure 1 provides a simplified overview of the
components.
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Figure 1: Architecture Overview
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We assume a multivendor network. In such an environment, there could be a manufacturer service for each manufacturer that
supports devices following this document's specification, or an integrator could provide a generic service authorized by multiple
manufacturers. It is unlikely that an integrator could provide ownership tracking services for multiple manufacturers due to the
required sales channel integrations necessary to track ownership.

The domain is the managed network infrastructure with a key infrastructure that the pledge is joining. The domain provides initial
device connectivity sufficient for bootstrapping through a proxy. The domain registrar authenticates the pledge, makes authorization
decisions, and distributes vouchers obtained from the manufacturer service. Optionally, the registrar also acts as a PKI CA.

2.1. Behavior Of A Pledge

The pledge goes through a series of steps, which are outlined here at a high level.

/ Factory
\ default

rejected

Bad MASA
response

Enroll |\<---+ (non-error HTTP codes)
I\__/ (e.g., 202 "Retry-After")

| Enroll
| failure
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Factory
reset

Figure 2: Pledge State Diagram
State descriptions for the pledge are as follows:

1. Discover a communication channel to a registrar.

2. ldentify itself. This is done by presenting an X.509 IDevID credential to the discovered registrar (via the proxy) in a TLS
handshake. (The registrar credentials are only provisionally accepted at this time.)

3. Request to join the discovered registrar. A unique nonce is included, ensuring that any responses can be associated with this
particular bootstrapping attempt.

4. Imprint on the registrar. This requires verification of the manufacturer-service-provided voucher. A voucher contains sufficient
information for the pledge to complete authentication of a registrar. This document details this step in depth.

5. Enroll. After imprint, an authenticated TLS (HTTPS) connection exists between the pledge and registrar. EST [RFC7030] can
then be used to obtain a domain certificate from a registrar.

The pledge is now a member of, and can be managed by, the domain and will only repeat the discovery aspects of bootstrapping if
it is returned to factory default settings.

This specification details integration with EST enrollment so that pledges can optionally obtain a locally issued certificate, although
any Representational State Transfer (REST) (see [REST]) interface could be integrated in future work.

2.2. Secure Imprinting Using Vouchers

A voucher is a cryptographically protected artifact (using a digital signature) to the pledge device authorizing a zero-touch imprint on
the registrar domain.

The format and cryptographic mechanism of vouchers is described in detail in [RFC8366].

Vouchers provide a flexible mechanism to secure imprinting: the pledge device only imprints when a voucher can be validated. At
the lowest security levels, the MASA can indiscriminately issue vouchers and log claims of ownership by domains. At the highest
security levels, issuance of vouchers can be integrated with complex sales channel integrations that are beyond the scope of this
document. The sales channel integration would verify actual (legal) ownership of the pledge by the domain. This provides the
flexibility for a number of use cases via a single common protocol mechanism on the pledge and registrar devices that are to be
widely deployed in the field. The MASA services have the flexibility to either leverage the currently defined claim mechanisms or
experiment with higher or lower security levels.

Vouchers provide a signed but non-encrypted communication channel among the pledge, the MASA, and the registrar. The registrar
maintains control over the transport and policy decisions, allowing the local security policy of the domain network to be enforced.

2.3. Initial Device Identifier
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Pledge authentication and pledge voucher-request signing is via a PKIX-shaped certificate installed during the manufacturing
process. This is the 802.1AR IDevID, and it provides a basis for authenticating the pledge during the protocol exchanges described
here. There is no requirement for a common root PKI hierarchy. Each device manufacturer can generate its own root certificate.
Specifically, the IDevID enables:

« Uniquely identifying the pledge by the Distinguished Name (DN) and subjectAltName (SAN) parameters in the IDevID. The
unique identification of a pledge in the voucher objects are derived from those parameters as described below. Section 10.3
discusses privacy implications of the identifier.

« Providing a cryptographic authentication of the pledge to the registrar (see Section 5.3).
« Securing auto-discovery of the pledge's MASA by the registrar (see Section 2.8).
« Signing of a voucher-request by the pledge's IDevID (see Section 3).

« Providing a cryptographic authentication of the pledge to the MASA (see Section 5.5.5).

Sections 7.2.13 (2009 edition) and 8.10.3 (2018 edition) of [IDevID] discuss keyUsage and extendedKeyUsage extensions in the
IDevID certificate. [IDevID] acknowledges that adding restrictions in the certificate limits applicability of these long-lived certificates.
This specification emphasizes this point and therefore RECOMMENDS that no key usage restrictions be included. This is consistent
with [RFC5280], Section 4.2.1.3, which does not require key usage restrictions for end-entity certificates.

2.3.1. Identification of the Pledge

In the context of BRSKI, pledges have a 1:1 relationship with a "serial-number". This serial-number is used both in the serial-number
field of a voucher or voucher-requests (see Section 3) and in local policies on the registrar or MASA (see Section 5).

There is a (certificate) serialNumber field defined in [RFC5280], Section 4.1.2.2. In ASN.1, this is referred to as the
CertificateSerialNumber. This field is NOT relevant to this specification. Do not confuse this field with the serial-number defined by
this document, or by [IDevID] and [RFC4519], Section 2.31.

The device serial number is defined in Appendix A.1 of [RFC5280] as the X520SerialNumber, with the OID tag id-at-serialNumber.

The device serialNumber field (X520SerialNumber) is used as follows by the pledge to build the serial-number that is placed in the
voucher-request. In order to build it, the fields need to be converted into a serial-number of "type string".

An example of a printable form of the serialNumber field is provided in [RFC4519], Section 2.31 ("WI-3005"). That section further
provides equality and syntax attributes.

Due to the reality of existing device identity provisioning processes, some manufacturers have stored serial-numbers in other fields.
Registrars SHOULD be configurable, on a per-manufacturer basis, to look for serial-number equivalents in other fields.

As explained in Section 5.5, the registrar MUST again extract the serialNumber itself from the pledge's TLS certificate. It can consult
the serial-number in the pledge request if there is any possible confusion about the source of the serial-number.

2.3.2. MASA URI Extension

This document defines a new PKIX non-critical certificate extension to carry the MASA URI. This extension is intended to be used in
the IDevID certificate. The URI is represented as described in Section 7.4 of [RFC5280].

The URI provides the authority information. The BRSKI "/.well-known" tree [RFC8615] is described in Section 5.

A complete URI MAY be in this extension, including the "scheme", "authority”, and "path". The complete URI will typically be used in
diagnostic or experimental situations. Typically (and in consideration to constrained systems), this SHOULD be reduced to only the
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"authority”, in which case a scheme of "https://* (see [RFC7230], Section 2.7.3) and a "path" of "/.well-known/brski" is to be
assumed.

The registrar can assume that only the "authority” is present in the extension, if there are no slash (/") characters in the extension.

Section 7.4 of [RFC5280] calls out various schemes that MUST be supported, including the Lightweight Directory Access Protocol
(LDAP), HTTP, and FTP. However, the registrar MUST use HTTPS for the BRSKI-MASA connection.

The new extension is identified as follows:

\<CODE BEGINS>

MASAURLExtnModule-2016 { iso(1) identified-organization(3) dod(6)
internet(1) security(5) mechanisms(5) pkix(7)

id-mod(©) id-mod-MASAURLEXtn2016(96) }

DEFINITIONS IMPLICIT TAGS ::= BEGIN

-- EXPORTS ALL --

IMPORTS
EXTENSION
FROM PKIX-CommonTypes-2009
{ iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) id-mod(0)
id-mod-pkixCommon-02(57) }

id-pe FROM PKIX1Explicit-2009
{ iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) id-mod(0)
id-mod-pkix1-explicit-02(51) } ;

MASACertExtensions EXTENSION ::= { ext-MASAURL,
ext-MASAURL EXTENSION ::= { SYNTAX MASAURLSyntax
IDENTIFIED BY id-pe-masa-url }

id-pe-masa-url OBJECT IDENTIFIER ::= { id-pe 32 }

MASAURLSyntax ::= IA5String

END

Page 91 of 247

This document is the property of nquiringMinds. It contains confidential and proprietary information for the individual or entity to which it was provided by nquiringMinds, only for the
purposes expressly communicated by nquiringMinds. If you are not the intended recipient, you are hereby notified that any disclosure, copying, distribution, dissemination or use of the
contents of this document is strictly prohibited. If you have received this document in error, please notify the sender immediately and delete the document. nquiringMinds cannot accept
any liability for loss or damage resulting from the use of the information in this document. Copyright (c) 2024, nquiringMinds. All rights reserved.



https://www.rfc-editor.org/rfc/rfc8995.html#RFC7230
https://www.rfc-editor.org/rfc/rfc7230#section-2.7.3
https://www.rfc-editor.org/rfc/rfc5280#section-7.4
https://www.rfc-editor.org/rfc/rfc8995.html#RFC5280

\<CODE ENDS>

Figure 3: MASAURL ASN.1 Module

The choice of id-pe is based on guidance found in Section 4.2.2 of [RFC5280]: "These extensions may be used to direct

applications to on-line information about the issuer or the subject”. The MASA URL is precisely that: online information about the
particular subject.

2.4. Protocol Flow

A representative flow is shown in Figure 4.

Circuit Domain | Vendor
Join Registrar | Service
Proxy (JRC) |

[discover]
|\<-RFC 4862 IPv6 addr |
|\<-RFC 3927 IPv4 addr | Appendix A |
| - +++++++++ - > | | C - Circuit |

| optional: mDNS query| Appendix B | Join Proxy |

| RFCs 6763/6762 (+) | | P - Provisional TLS|
[ \<-++++++++++++++++++- | | Connection

| GRASP M_FLOOD |
| periodic broadcast |
[identity]

TLS via the Join Proxy
|\<--Registrar TLS server authentication---|
[PROVISIONAL accept of server cert]
P---X.509 client authentication
[request join]
P---Voucher-Request(w/nonce for voucher)->|
P |
[accept device?]
[contact vendor]
| --Pledge ID
| --Domain ID
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| --optional:nonce--->|
optional: [extract DomainID]
can occur in advance [update audit-log]
if nonceless
\<- voucher
w/nonce if provided|

| \<-device audit-log-- |
[verify audit-log and voucher] |

[enroll]
| Continue with enrollment using now
| bidirectionally authenticated TLS
| session per RFC 7030.

[enrolled]

Figure 4: Protocol Time Sequence Diagram

On initial bootstrap, a new device (the pledge) uses a local service auto-discovery (the GeneRic Autonomic Signaling Protocol
(GRASP) or Multicast DNS (mDNS)) to locate a Join Proxy. The Join Proxy connects the pledge to a local registrar (the JRC).

Having found a candidate registrar, the fledgling pledge sends some information about itself to the registrar, including its serial
number in the form of a voucher-request and its IDevID certificate as part of the TLS session.

The registrar can determine whether it expected such a device to appear and locates a MASA. The location of the MASA is usually
found in an extension in the IDevID. Having determined that the MASA is suitable, the entire information from the initial voucher-
request (including the device's serial number) is transmitted over the Internet in a TLS-protected channel to the manufacturer, along
with information about the registrar/owner.

The manufacturer can then apply policy based on the provided information, as well as other sources of information (such as sales
records), to decide whether to approve the claim by the registrar to own the device; if the claim is accepted, a voucher is issued that
directs the device to accept its new owner.

The voucher is returned to the registrar, but not immediately to the device -- the registrar has an opportunity to examine the voucher,
the MASA's audit-logs, and other sources of information to determine whether the device has been tampered with and whether the
bootstrap should be accepted.

No filtering of information is possible in the signed voucher, so this is a binary yes-or-no decision. After the registrar has applied any
local policy to the voucher, if it accepts the voucher, then the voucher is returned to the pledge for imprinting.

The voucher also includes a trust anchor that the pledge uses to represent the owner. This is used to successfully bootstrap from an
environment where only the manufacturer has built-in trust by the device to an environment where the owner now has a PKI
footprint on the device.

When BRSKI is followed with EST, this single footprint is further leveraged into the full owner's PKI and an LDevID for the device.
Subsequent reporting steps provide flows of information to indicate success/failure of the process.
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2.5. Architectural Components

2.5.1. Pledge

The pledge is the device that is attempting to join. It is assumed that the pledge talks to the Join Proxy using link-local network
connectivity. In most cases, the pledge has no other connectivity until the pledge completes the enrollment process and receives
some kind of network credential.

2.5.2. Join Proxy

The Join Proxy provides HTTPS connectivity between the pledge and the registrar. A Circuit Proxy mechanism is described in
Section 4. Additional mechanisms, including a Constrained Application Protocol (CoAP) mechanism and a stateless IP in IP (IPIP)
mechanism, are the subject of future work.

2.5.3. Domain Registrar

The domain's registrar operates as the BRSKI-MASA client when requesting vouchers from the MASA (see Section 5.4). The
registrar operates as the BRSKI-EST server when pledges request vouchers (see Section 5.1). The registrar operates as the
BRSKI-EST server "Registration Authority” if the pledge requests an end-entity certificate over the BRSKI-EST connection (see
Section 5.9).

The registrar uses an Implicit Trust Anchor database for authenticating the BRSKI-MASA connection's MASA TLS server certificate.
Configuration or distribution of trust anchors is out of scope for this specification.

The registrar uses a different Implicit Trust Anchor database for authenticating the BRSKI-EST connection's pledge TLS Client
Certificate. Configuration or distribution of the BRSKI-EST client trust anchors is out of scope of this specification. Note that the trust
anchors in / excluded from the database will affect which manufacturers' devices are acceptable to the registrar as pledges, and
they can also be used to limit the set of MASAs that are trusted for enroliment.

2.5.4. Manufacturer Service

The manufacturer service provides two logically separate functions: the MASA as described in Sections 5.5 and 5.6 and an
ownership tracking/auditing function as described in Sections 5.7 and 5.8.

2.5.5. Public Key Infrastructure (PKI)

The Public Key Infrastructure (PKI) administers certificates for the domain of concern, providing the trust anchor(s) for it and
allowing enrollment of pledges with domain certificates.

The voucher provides a method for the distribution of a single PKI trust anchor (as the "pinned-domain-cert"). A distribution of the full
set of current trust anchors is possible using the optional EST integration.

The domain's registrar acts as a Registration Authority [RFC5272], requesting certificates for pledges from the PKI.

The expectations of the PKI are unchanged from EST [RFC7030]. This document does not place any additional architectural
requirements on the PKI.
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2.6. Certificate Time Validation

2.6.1. Lack of Real-Time Clock

When bootstrapping, many devices do not have knowledge of the current time. Mechanisms such as Network Time Protocols
cannot be secured until bootstrapping is complete. Therefore, bootstrapping is defined with a framework that does not require
knowledge of the current time. A pledge MAY ignore all time stamps in the voucher and in the certificate validity periods if it does not
know the current time.

The pledge is exposed to dates in the following five places: registrar certificate notBefore, registrar certificate notAfter, voucher
created-on, and voucher expires-on. Additionally, Cryptographic Message Syntax (CMS) signatures contain a signingTime.

A pledge with a real-time clock in which it has confidence MUST check the above time fields in all certificates and signatures that it
processes.

If the voucher contains a nonce, then the pledge MUST confirm the nonce matches the original pledge voucher-request. This
ensures the voucher is fresh. See Section 5.2.

2.6.2. Infinite Lifetime of IDevID

Long-lived pledge certificates "SHOULD be assigned the GeneralizedTime value of 99991231235959Z" for the notAfter field as
explained in [RFC5280].

Some deployed IDevID management systems are not compliant with the 802.1AR requirement for infinite lifetimes and are put in
typical <= 3 year certificate lifetimes. Registrars SHOULD be configurable on a per-manufacturer basis to ignore pledge lifetimes
when the pledge does not follow the recommendations in [RFC5280].

2.7. Cloud Registrar

There exist operationally open networks wherein devices gain unauthenticated access to the Internet at large. In these use cases,
the management domain for the device needs to be discovered within the larger Internet. The case where a device can boot and get
access to a larger Internet is less likely within the ANIMA ACP scope but may be more important in the future. In the ANIMA ACP
scope, new devices will be quarantined behind a Join Proxy.

Additionally, there are some greenfield situations involving an entirely new installation where a device may have some kind of
management uplink that it can use (such as via a 3G network, for instance). In such a future situation, the device might use this
management interface to learn that it should configure itself to become the local registrar.

In order to support these scenarios, the pledge MAY contact a well-known URI of a cloud registrar if a local registrar cannot be
discovered or if the pledge's target use cases do not include a local registrar.

If the pledge uses a well-known URI for contacting a cloud registrar, a manufacturer-assigned Implicit Trust Anchor database (see
[RFC7030]) MUST be used to authenticate that service as described in [RFC6125]. The use of a DNS-ID for validation is
appropriate, and it may include wildcard components on the left-mode side. This is consistent with the human-user configuration of
an EST server URI in [RFC7030], which also depends on [RFC6125].

2.8. Determining The MASA To Contact

Page 95 of 247

This document is the property of nquiringMinds. It contains confidential and proprietary information for the individual or entity to which it was provided by nquiringMinds, only for the
purposes expressly communicated by nquiringMinds. If you are not the intended recipient, you are hereby notified that any disclosure, copying, distribution, dissemination or use of the
contents of this document is strictly prohibited. If you have received this document in error, please notify the sender immediately and delete the document. nquiringMinds cannot accept
any liability for loss or damage resulting from the use of the information in this document. Copyright (c) 2024, nquiringMinds. All rights reserved.


https://www.rfc-editor.org/rfc/rfc8995.html#section-2.6
https://www.rfc-editor.org/rfc/rfc8995.html#name-certificate-time-validation
https://www.rfc-editor.org/rfc/rfc8995.html#section-2.6.1
https://www.rfc-editor.org/rfc/rfc8995.html#name-lack-of-real-time-clock
https://www.rfc-editor.org/rfc/rfc8995.html#RequestVoucherFromRegistrar
https://www.rfc-editor.org/rfc/rfc8995.html#section-2.6.2
https://www.rfc-editor.org/rfc/rfc8995.html#name-infinite-lifetime-of-idevid
https://www.rfc-editor.org/rfc/rfc8995.html#RFC5280
https://www.rfc-editor.org/rfc/rfc8995.html#RFC5280
https://www.rfc-editor.org/rfc/rfc8995.html#section-2.7
https://www.rfc-editor.org/rfc/rfc8995.html#name-cloud-registrar
https://www.rfc-editor.org/rfc/rfc8995.html#RFC7030
https://www.rfc-editor.org/rfc/rfc8995.html#RFC6125
https://www.rfc-editor.org/rfc/rfc8995.html#RFC7030
https://www.rfc-editor.org/rfc/rfc8995.html#RFC6125
https://www.rfc-editor.org/rfc/rfc8995.html#section-2.8
https://www.rfc-editor.org/rfc/rfc8995.html#name-determining-the-masa-to-con

The registrar needs to be able to contact a MASA that is trusted by the pledge in order to obtain vouchers.
The device's IDevID will normally contain the MASA URL as detailed in Section 2.3. This is the RECOMMENDED mechanism.

In some cases, it can be operationally difficult to ensure the necessary X.509 extensions are in the pledge's IDevID due to the
difficulty of aligning current pledge manufacturing with software releases and development; thus, as a final fallback, the registrar
MAY be manually configured or distributed with a MASA URL for each manufacturer. Note that the registrar can only select the
configured MASA URL based on the trust anchor -- so manufacturers can only leverage this approach if they ensure a single MASA
URL works for all pledges associated with each trust anchor.

3. Voucher-Request Artifact

Voucher-requests are how vouchers are requested. The semantics of the voucher-request are described below, in the YANG
module.

A pledge forms the "pledge voucher-request”, signs it with its IDevID, and submits it to the registrar.
In turn, the registrar forms the "registrar voucher-request", signs it with its registrar key pair, and submits it to the MASA.

The "proximity-registrar-cert" leaf is used in the pledge voucher-requests. This provides a method for the pledge to assert the
registrar's proximity.

This network proximity results from the following properties in the ACP context: the pledge is connected to the Join Proxy (Section
4) using a link-local IPv6 connection. While the Join Proxy does not participate in any meaningful sense in the cryptography of the
TLS connection (such as via a Channel Binding), the registrar can observe that the connection is via the private ACP (ULA) address
of the Join Proxy, and it cannot come from outside the ACP. The pledge must therefore be at most one IPv6 link-local hop away from
an existing node on the ACP.

Other users of BRSKI will need to define other kinds of assertions if the network proximity described above does not match their
needs.

The "prior-signed-voucher-request" leaf is used in registrar voucher-requests. If present, it is the signed pledge voucher-request
artifact. This provides a method for the registrar to forward the pledge's signed request to the MASA. This completes transmission of
the signed proximity-registrar-cert leaf.

Unless otherwise signaled (outside the voucher-request artifact), the signing structure is as defined for vouchers; see [RFC8366].

3.1. Nonceless Voucher-Requests

A registrar MAY also retrieve nonceless vouchers by sending nonceless voucher-requests to the MASA in order to obtain vouchers
for use when the registrar does not have connectivity to the MASA. No prior-signed-voucher-request leaf would be included. The
registrar will also need to know the serial number of the pledge. This document does not provide a mechanism for the registrar to
learn that in an automated fashion. Typically, this will be done via the scanning of a bar code or QR code on packaging, or via some
sales channel integration.

3.2. Tree Diagram
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The following tree diagram illustrates a high-level view of a voucher-request document. The voucher-request builds upon the
voucher artifact described in [RFC8366]. The tree diagram is described in [RFC8340]. Each node in the diagram is fully described
by the YANG module in Section 3.4. Please review the YANG module for a detailed description of the voucher-request format.

module: ietf-voucher-request

grouping voucher-request-grouping
+-- voucher
+-- created-on? yang:date-and-time
expires-on? yang:date-and-time
assertion? enumeration
serial-number string

idevid-issuer? binary
pinned-domain-cert? binary
domain-cert-revocation-checks? boolean
nonce? binary
last-renewal-date? yang:date-and-time
prior-signed-voucher-request? binary
proximity-registrar-cert? binary

Figure 5: YANG Tree Diagram for a Voucher-Request

3.3. Examples

This section provides voucher-request examples for illustration purposes. These examples show JSON prior to CMS wrapping.
JSON encoding rules specify that any binary content be base64 encoded ([RFC4648], Section 4). The contents of the (base64)
encoded certificates have been elided to save space. For detailed examples, see Appendix C.2. These examples conform to the
encoding rules defined in [RFC7951].

« Example (1):

The following example illustrates a pledge voucher-request. The assertion leaf is indicated as "proximity"”, and the registrar's
TLS server certificate is included in the proximity-registrar-cert leaf. See Section 5.2.

"ietf-voucher-request:voucher": {
"assertion": "proximity",
"nonce": "62a2e7693d82fcda2624de58fb6722e5",

"serial-number" : "JADA123456789",
"created-on": "2017-01-01T00:00:00.000Z",
"proximity-registrar-cert": "base64encodedvalue=="
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Figure 6: JSON Representation of an Example Voucher-Request

« Example (2):

The following example illustrates a registrar voucher-request. The prior-signed-voucher-request leaf is populated with the
pledge's voucher-request (such as the prior example). The pledge's voucher-request is a binary CMS-signed object. In the
JSON encoding used here, it must be base64 encoded. The nonce and assertion have been carried forward from the pledge
request to the registrar request. The serial-number is extracted from the pledge's Client Certificate from the TLS connection.
See Section 5.5.

"ietf-voucher-request:voucher": {
"assertion" : "proximity",
"nonce": "62a2e7693d82fcda2624de58fb6722e5",
"created-on": "2017-01-01T00:00:02.000Z",

"idevid-issuer": "base64encodedvalue==",
"serial-number": "JADA123456789",
"prior-signed-voucher-request": "base64encodedvalue=="

Figure 7: JSON Representation of an Example Prior-Signed Voucher-Request
« Example (3):

The following example illustrates a registrar voucher-request. The prior-signed-voucher-request leaf is not populated with the
pledge's voucher-request nor is the nonce leaf. This form might be used by a registrar requesting a voucher when the pledge
cannot communicate with the registrar (such as when it is powered down or still in packaging) and therefore cannot submit a
nonce. This scenario is most useful when the registrar is aware that it will not be able to reach the MASA during deployment.
See Section 5.5.

"ietf-voucher-request:voucher": {
"created-on": "'2017-01-01T00:00:02.000Z",

"idevid-issuer": "base64encodedvalue==",
"serial-number": "JADA123456789"

Figure 8: JSON Representation of an Offline Voucher-Request
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3.4. YANG Module

Following is a YANG module [RFC7950] that formally extends a voucher [RFC8366] into a voucher-request. This YANG module
references [ITU.X690].

\<CODE BEGINS> file "ietf-voucher-request@2021-05-20.yang"

module ietf-voucher-request {
yang-version 1.1;
namespace "urn:ietf:params:xml:ns:yang:ietf-voucher-request";
prefix vcr;

import ietf-restconf {
prefix rc;
description
"This import statement is only present to access
the yang-data extension defined in RFC 8040.";
reference
"RFC 8040: RESTCONF Protocol";
by
import ietf-voucher {
prefix vch;
description
"This module defines the format for a voucher,
which is produced by a pledge's manufacturer or
delegate (MASA) to securely assign a pledge to
an 'owner', so that the pledge may establish a secure
connection to the owner's network infrastructure.";
reference
"RFC 8366: A Voucher Artifact for
Bootstrapping Protocols";

organization
"IETF ANIMA Working Group";
contact
"WG Web: \<https://datatracker.ietf.org/wg/anima/>
WG List: \<mailto:anima@ietf.org>
Author: Kent Watsen
\<mailto:kent+ietf@watsen.net>
Author: Michael H. Behringer
\<mailto:Michael.H.Behringer@gmail.com>
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Author: Toerless Eckert
\<mailto:tte+ietf@cs.fau.de>

Author: Max Pritikin
\<mailto:pritikin@cisco.com>

Author: Michael Richardson
\<mailto:mcr+ietf@sandelman.ca>";

description

"This module defines the format for a voucher-request.

It is a superset of the voucher itself.

It provides content to the MASA for consideration

during a voucher-request.

The key words 'MUST', 'MUST NOT', 'REQUIRED', 'SHALL', 'SHALL
NOT', 'SHOULD', 'SHOULD NOT', 'RECOMMENDED', 'NOT RECOMMENDED',
'"MAY', and 'OPTIONAL' in this document are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2021 IETF Trust and the persons identified as
authors of the code. All rights reserved.

Redistribution and use in source and binary forms, with or
without modification, is permitted pursuant to, and subject
to the license terms contained in, the Simplified BSD License
set forth in Section 4.c of the IETF Trust's Legal Provisions
Relating to IETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG module is part of RFC 8995; see the
RFC itself for full legal notices.";

revision 2021-05-20 {
description
"Initial version";
reference
"RFC 8995: Bootstrapping Remote Secure Key Infrastructure
(BRSKI)";

// Top-level statement
rc:yang-data voucher-request-artifact {
uses voucher-request-grouping;
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// Grouping defined for future usage

grouping voucher-request-grouping {
description
"Grouping to allow reuse/extensions in future work.";
uses vch:voucher-artifact-grouping {
refine "voucher/created-on" {
mandatory false;

}

refine "voucher/pinned-domain-cert" {
mandatory false;
description
"A pinned-domain-cert field is not valid in a
voucher-request, and any occurrence MUST be ignored.";

}

refine "voucher/last-renewal-date" {
description
"A last-renewal-date field is not valid in a
voucher-request, and any occurrence MUST be ignored.";
}
refine "voucher/domain-cert-revocation-checks" {
description
"The domain-cert-revocation-checks field is not valid in a
voucher-request, and any occurrence MUST be ignored.";
}
refine "voucher/assertion" {
mandatory false;
description
"Any assertion included in registrar voucher-requests
SHOULD be ignored by the MASA.";
b
augment "voucher" {
description
"Adds leaf nodes appropriate for requesting vouchers.";
leaf prior-signed-voucher-request {
type binary;
description
"If it is necessary to change a voucher, or re-sign and
forward a voucher that was previously provided along a
protocol path, then the previously signed voucher SHOULD
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be included in this field.

For example, a pledge might sign a voucher-request
with a proximity-registrar-cert, and the registrar
then includes it as the prior-signed-voucher-request
field. This is a simple mechanism for a chain of
trusted parties to change a voucher-request, while
maintaining the prior signature information.

The registrar and MASA MAY examine the prior-signed
voucher information for the
purposes of policy decisions. For example, this
information could be useful to a MASA to determine
that both the pledge and registrar agree on proximity
assertions. The MASA SHOULD remove all
prior-signed-voucher-request information when
signing a voucher for imprinting so as to minimize
the final voucher size.";
¥
leaf proximity-registrar-cert {
type binary;
description
"An X.509 v3 certificate structure, as specified by
RFC 5280, Section 4, encoded using the ASN.1
distinguished encoding rules (DER), as specified
in ITU X.690.

The first certificate in the registrar TLS server
certificate_list sequence (the end-entity TLS
certificate; see RFC 8446) presented by the registrar
to the pledge. This MUST be populated in a pledge's
voucher-request when a proximity assertion is
requested.";

reference
"ITU X.690: Information Technology - ASN.1 encoding
rules: Specification of Basic Encoding Rules (BER),
Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER)
RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL)
Profile
RFC 8446: The Transport Layer Security (TLS)
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Protocol Version 1.3";

\<CODE ENDS>

Figure 9: YANG Module for Voucher-Request

4. Proxying Details (Pledge -- Proxy --
Registrar)

This section is normative for uses with an ANIMA ACP. The use of the GRASP mechanism is part of the ACP. Other users of BRSKI
will need to define an equivalent proxy mechanism and an equivalent mechanism to configure the proxy.

The role of the proxy is to facilitate communications. The proxy forwards packets between the pledge and a registrar that has been
provisioned to the proxy via full GRASP ACP discovery.

This section defines a stateful proxy mechanism that is referred to as a "“circuit" proxy. This is a form of Application Level Gateway
(see [RFC2663], Section 2.9).

The proxy does not terminate the TLS handshake: it passes streams of bytes onward without examination. A proxy MUST NOT
assume any specific TLS version. Please see [RFC8446], Section 9.3 for details on TLS invariants.

A registrar can directly provide the proxy announcements described below, in which case the announced port can point directly to
the registrar itself. In this scenario, the pledge is unaware that there is no proxying occurring. This is useful for registrars that are
servicing pledges on directly connected networks.

As a result of the proxy discovery process in Section 4.1.1, the port number exposed by the proxy does not need to be well known
or require an IANA allocation.

During the discovery of the registrar by the Join Proxy, the Join Proxy will also learn which kinds of proxy mechanisms are available.
This will allow the Join Proxy to use the lowest impact mechanism that the Join Proxy and registrar have in common.

In order to permit the proxy functionality to be implemented on the maximum variety of devices, the chosen mechanism should use
the minimum amount of state on the proxy device. While many devices in the ANIMA target space will be rather large routers, the
proxy function is likely to be implemented in the control-plane CPU of such a device, with available capabilities for the proxy function
similar to many class 2 10T devices.

The document [ANIMA-STATE] provides a more extensive analysis and background of the alternative proxy methods.
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4.1. Pledge Discovery Of Proxy

The result of discovery is a logical communication with a registrar, through a proxy. The proxy is transparent to the pledge. The
communication between the pledge and Join Proxy is over IPv6 link-local addresses.

To discover the proxy, the pledge performs the following actions:

1. MUST: Obtain a local address using IPv6 methods as described in "IPv6 Stateless Address Autoconfiguration" [RFC4862].
Use of temporary addresses [RFC8981] is encouraged. To limit pervasive monitoring [RFC7258], a new temporary address
MAY use a short lifetime (that is, set TEMP_PREFERRED_LIFETIME to be short). Pledges will generally prefer use of IPv6
link-local addresses, and discovery of the proxy will be by link-local mechanisms. IPv4 methods are described in Appendix A.

2. MUST: Listen for GRASP M_FLOOD [RFC8990] announcements of the objective: "AN_Proxy". See Section 4.1.1 for the
details of the objective. The pledge MAY listen concurrently for other sources of information; see Appendix B.

Once a proxy is discovered, the pledge communicates with a registrar through the proxy using the bootstrapping protocol defined in
Section 5.

While the GRASP M_FLOOD mechanism is passive for the pledge, the non-normative other methods (mDNS and IPv4 methods)
described in Appendix B are active. The pledge SHOULD run those methods in parallel with listening for the M_FLOOD. The active
methods SHOULD back off by doubling to a maximum of one hour to avoid overloading the network with discovery attempts.
Detection of physical link status change (Ethernet carrier, for instance) SHOULD reset the back-off timers.

The pledge could discover more than one proxy on a given physical interface. The pledge can have a multitude of physical
interfaces as well: a Layer 2/3 Ethernet switch may have hundreds of physical ports.

Each possible proxy offer SHOULD be attempted up to the point where a valid voucher is received: while there are many ways in
which the attempt may fail, it does not succeed until the voucher has been validated.

The connection attempts via a single proxy SHOULD exponentially back off to a maximum of one hour to avoid overloading the
network infrastructure. The back-off timer for each MUST be independent of other connection attempts.

Connection attempts SHOULD be run in parallel to avoid head-of-queue problems wherein an attacker running a fake proxy or
registrar could intentionally perform protocol actions slowly. Connection attempts to different proxies SHOULD be sent with an
interval of 3 to 5s. The pledge SHOULD continue to listen for additional GRASP M_FLOOD messages during the connection
attempts.

Each connection attempt through a distinct Join Proxy MUST have a unique nonce in the voucher-request.

Once a connection to a registrar is established (e.g., establishment of a TLS session key), there are expectations of more timely
responses; see Section 5.2.

Once all discovered services are attempted (assuming that none succeeded), the device MUST return to listening for GRASP
M_FLOOD. It SHOULD periodically retry any manufacturer-specific mechanisms. The pledge MAY prioritize selection order as
appropriate for the anticipated environment.

4.1.1. Proxy GRASP Announcements

A proxy uses the DULL GRASP M_FLOOD mechanism to announce itself. This announcement can be within the same message as
the ACP announcement detailed in [RFC8994].

The formal Concise Data Definition Language (CDDL) [RFC8610] definition is:
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\<CODE BEGINS> file "proxygrasp.cddl"

flood-message = [M_FLOOD, session-id, initiator, ttl,
+[objective, (locator-option / [])]]

objective = ["AN_Proxy", objective-flags, loop-count,
objective-value]

ttl = 180000 ; 180,000 ms (3 minutes)
initiator ACP address to contact registrar
objective-flags sync-only ; as in the GRASP spec
sync-only 4 ; M_FLOOD only requires

; synchronization
loop-count 1 ; one hop only
objective-value any ; none

locator-option [ O_IPv6_LOCATOR, ipv6-address,
transport-proto, port-number ]

ipv6-address the v6 LL of the Proxy

$transport-proto /= IPPROTO_TCP ; note that this can be any value
; from the IANA protocol registry,
; as per RFC 8990, Section 2.9.5.1,
; Note 3.

port-number = selected by Proxy

\<CODE ENDS>

Figure 10: CDDL Definition of Proxy Discovery Message

Here is an example M_FLOOD announcing a proxy at fe80::1, on TCP port 4443.

[M_FLOOD, 12340815, h'fe800000000000000000000000000001"', 180000,
[["AN_Proxy", 4, 1, ""],
[0_IPv6_LOCATOR,
h'fe800000000000000000000000000001"', IPPROTO_TCP,

4443111

Figure 11: Example of Proxy Discovery Message

On a small network, the registrar MAY include the GRASP M_FLOOD announcements to locally connected networks.

Page 105 of 247

This document is the property of nquiringMinds. It contains confidential and proprietary information for the individual or entity to which it was provided by nquiringMinds, only for the
purposes expressly communicated by nquiringMinds. If you are not the intended recipient, you are hereby notified that any disclosure, copying, distribution, dissemination or use of the
contents of this document is strictly prohibited. If you have received this document in error, please notify the sender immediately and delete the document. nquiringMinds cannot accept
any liability for loss or damage resulting from the use of the information in this document. Copyright (c) 2024, nquiringMinds. All rights reserved.


https://www.rfc-editor.org/rfc/rfc8995.html#figure-10
https://www.rfc-editor.org/rfc/rfc8995.html#name-cddl-definition-of-proxy-di
https://www.rfc-editor.org/rfc/rfc8995.html#figure-11
https://www.rfc-editor.org/rfc/rfc8995.html#name-example-of-proxy-discovery-

The $transport-proto above indicates the method that the pledge-proxy-registrar will use. The TCP method described here is
mandatory, and other proxy methods, such as CoAP methods not defined in this document, are optional. Other methods MUST
NOT be enabled unless the Join Registrar ASA indicates support for them in its own announcement.

4.2. CoAP Connection To Registrar

The use of CoAP to connect from pledge to registrar is out of scope for this document and is described in future work. See [ANIMA-
CONSTRAINED-VOUCHER].

4.3. Proxy Discovery And Communication Of Registrar

The registrar SHOULD announce itself so that proxies can find it and determine what kind of connections can be terminated.

The registrar announces itself using GRASP M_FLOOD messages, with the "AN_join_registrar" objective, within the ACP instance.
A registrar may announce any convenient port number, including use of stock port 443. ANI proxies MUST support GRASP
discovery of registrars.

The M_FLOOD is formatted as follows:

[M_FLOOD, 51804321, h'fda379a6f6ee00000200000064000001', 180000,
[["AN_join_registrar", 4, 255, "EST-TLS"],
[0_IPv6_LOCATOR,

h'fda379a6T6ee00000200000064000001"', IPPROTO_TCP,
8443]11]]

Figure 12: An Example of a Registrar Announcement Message

The formal CDDL definition is:

\<CODE BEGINS> file "jrcgrasp.cddl"

flood-message = [M_FLOOD, session-id, initiator, ttl,
+[objective, (locator-option / [])]]

objective ["AN_join_registrar", objective-flags, loop-count,
objective-value]

initiator = ACP address to contact registrar

objective-flags = sync-only ; as in the GRASP spec

sync-only = 4 ; M_FLOOD only requires
; synchronization
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loop-count ; mandatory maximum
objective-value ; name of the (list of) supported
; protocols: "EST-TLS" for RFC 7030.

\<CODE ENDS>

Figure 13: CDDL Definition for Registrar Announcement Message

The M_FLOOD message MUST be sent periodically. The default period SHOULD be 60 seconds, and the value SHOULD be
operator configurable but SHOULD NOT be smaller than 60 seconds. The frequency of sending MUST be such that the aggregate
amount of periodic M_FLOODs from all flooding sources causes only negligible traffic across the ACP.

Here are some examples of locators for illustrative purposes. Only the first one ($transport-protocol = 6, TCP) is defined in this
document and is mandatory to implement.

locatoril [O_IPv6_LOCATOR, fd45:1345::6789, 6, 443]
locator2 [O_IPv6_LOCATOR, fd45:1345::6789, 17, 5683]

locator3 [O_IPv6_LOCATOR, fe80::1234, 41, nil]

A protocol of 6 indicates that TCP proxying on the indicated port is desired.

Registrars MUST announce the set of protocols that they support, and they MUST support TCP traffic.

Registrars MUST accept HTTPS/EST traffic on the TCP ports indicated.

Registrars MUST support the ANI TLS Circuit Proxy and therefore BRSKI across HTTPS/TLS native across the ACP.

In the ANI, the ACP-secured instance of GRASP [RFC8990] MUST be used for discovery of ANI registrar ACP addresses and ports
by ANI proxies. Therefore, the TCP leg of the proxy connection between the ANI proxy and ANI registrar also runs across the ACP.

5. Protocol Details (Pledge -- Registrar
-- MASA)

The pledge MUST initiate BRSKI after boot if it is unconfigured. The pledge MUST NOT automatically initiate BRSKI if it has been
configured or is in the process of being configured.

BRSKI is described as extensions to EST [RFC7030]. The goal of these extensions is to reduce the number of TLS connections and
crypto operations required on the pledge. The registrar implements the BRSKI REST interface within the "/.well-known/brski* URI
tree and implements the existing EST URIs as described in EST [RFC7030], Section 3.2.2. The communication channel between
the pledge and the registrar is referred to as "BRSKI-EST" (see Figure 1).

The communication channel between the registrar and MASA is a new communication channel, similar to EST, within the newly
registered "/.well-known/brski" tree. For clarity, this channel is referred to as "BRSKI-MASA" (see Figure 1).
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The MASA URI is "https://" authority "/.well-known/brski".

BRSKI uses existing CMS message formats for existing EST operations. BRSKI uses JSON [RFC8259] for all new operations
defined here and for voucher formats. In all places where a binary value must be carried in a JSON string, a base64 format
([RFC4648], Section 4) is to be used, as per [RFC7951], Section 6.6.

While EST ([RFC7030], Section 3.2) does not insist upon use of HTTP persistent connections ([RFC7230], Section 6.3), BRSKI-
EST connections SHOULD use persistent connections. The intention of this guidance is to ensure the provisional TLS state occurs
only once, and that the subsequent resolution of the provision state is not subject to a Man-in-the-Middle (MITM) attack during a
critical phase.

If non-persistent connections are used, then both the pledge and the registrar MUST remember the certificates that have been seen
and also sent for the first connection. They MUST check each subsequent connection for the same certificates, and each end
MUST use the same certificates as well. This places a difficult restriction on rolling certificates on the registrar.

Summarized automation extensions for the BRSKI-EST flow are:

« The pledge either attempts concurrent connections via each discovered proxy or times out quickly and tries connections in
series, as explained at the end of Section 5.1.

« The pledge provisionally accepts the registrar certificate during the TLS handshake as detailed in Section 5.1.
« The pledge requests a voucher using the new REST calls described below. This voucher is then validated.

« The pledge completes authentication of the server certificate as detailed in Section 5.6.1. This moves the BRSKI-EST TLS
connection out of the provisional state.

« Mandatory bootstrap steps conclude with voucher status telemetry (see Section 5.7).
The BRSKI-EST TLS connection can now be used for EST enrollment.
The extensions for a registrar (equivalent to an EST server) are:

« Client authentication is automated using IDevID as per the EST certificate-based client authentication. The subject field's DN
encoding MUST include the "serialNumber" attribute with the device's unique serial number as explained in Section 2.3.1.

« The registrar requests and validates the voucher from the MASA.
« The registrar forwards the voucher to the pledge when requested.

« The registrar performs log verifications (described in Section 5.8.3) in addition to local authorization checks before accepting
optional pledge device enroliment requests.

5.1. BRSKI-EST TLS Establishment Details

The pledge establishes the TLS connection with the registrar through the Circuit Proxy (see Section 4), but the TLS handshake is
with the registrar. The BRSKI-EST pledge is the TLS client, and the BRSKI-EST registrar is the TLS server. All security associations
established are between the pledge and the registrar regardless of proxy operations.

Use of TLS 1.3 (or newer) is encouraged. TLS 1.2 or newer is REQUIRED on the pledge side. TLS 1.3 (or newer) SHOULD be
available on the registrar server interface, and the registrar client interface, but TLS 1.2 MAY be used. TLS 1.3 (or newer) SHOULD
be available on the MASA server interface, but TLS 1.2 MAY be used.

Establishment of the BRSKI-EST TLS connection is as specified in "Bootstrap Distribution of CA Certificates" (Section 4.1.1) of
[RFC7030], wherein the client is authenticated with the IDevID certificate, and the EST server (the registrar) is provisionally
authenticated with an unverified server certificate. Configuration or distribution of the trust anchor database used for validating the
IDevID certificate is out of scope of this specification. Note that the trust anchors in / excluded from the database will affect which
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manufacturers' devices are acceptable to the registrar as pledges and can also be used to limit the set of MASAs that are trusted for
enrollment.

The signature in the certificate MUST be validated even if a signing key cannot (yet) be validated. The certificate (or chain) MUST
be retained for later validation.

A self-signed certificate for the registrar is acceptable as the voucher can validate it upon successful enroliment.

The pledge performs input validation of all data received until a voucher is verified as specified in Section 5.6.1 and the TLS
connection leaves the provisional state. Until these operations are complete, the pledge could be communicating with an attacker.

The pledge code needs to be written with the assumption that all data is being transmitted at this point to an unauthenticated peer,
and that received data, while inside a TLS connection, MUST be considered untrusted. This particularly applies to HTTP headers
and CMS structures that make up the voucher.

A pledge that can connect to multiple registrars concurrently SHOULD do so. Some devices may be unable to do so for lack of
threading, or resource issues. Concurrent connections defeat attempts by a malicious proxy from causing a TCP Slowloris-like
attack (see [slowloris]).

A pledge that cannot maintain as many connections as there are eligible proxies will need to rotate among the various choices,
terminating connections that do not appear to be making progress. If no connection is making progress after 5 seconds, then the
pledge SHOULD drop the oldest connection and go on to a different proxy: the proxy that has been communicated with least
recently. If there were no other proxies discovered, the pledge MAY continue to wait, as long as it is concurrently listening for new
proxy announcements.

5.2. Pledge Requests Voucher From The Registrar

When the pledge bootstraps, it makes a request for a voucher from a registrar.
This is done with an HTTPS POST using the operation path value of "/.well-known/brski/requestvoucher".
The pledge voucher-request Content-Type is as follows.

« application/voucher-cms+json:

[RFC8366] defines a "YANG-defined JSON document that has been signed using a Cryptographic Message Syntax (CMS)
structure”, and the voucher-request described in Section 3 is created in the same way. The media type is the same as defined
in [RFC8366]. This is also used for the pledge voucher-request. The pledge MUST sign the request using the credentials in
Section 2.3.

Registrar implementations SHOULD anticipate future media types but, of course, will simply fail the request if those types are not
yet known.

The pledge SHOULD include an "Accept" header field (see [RFC7231], Section 5.3.2) indicating the acceptable media type for the
voucher response. The "application/voucher-cms+json" media type is defined in [RFC8366], but constrained voucher formats are
expected in the future. Registrars and MASA are expected to be flexible in what they accept.

The pledge populates the voucher-request fields as follows:

« created-on:

Page 109 of 247

This document is the property of nquiringMinds. It contains confidential and proprietary information for the individual or entity to which it was provided by nquiringMinds, only for the
purposes expressly communicated by nquiringMinds. If you are not the intended recipient, you are hereby notified that any disclosure, copying, distribution, dissemination or use of the
contents of this document is strictly prohibited. If you have received this document in error, please notify the sender immediately and delete the document. nquiringMinds cannot accept
any liability for loss or damage resulting from the use of the information in this document. Copyright (c) 2024, nquiringMinds. All rights reserved.


https://www.rfc-editor.org/rfc/rfc8995.html#CompletingAuthenticationBootstrapping
https://www.rfc-editor.org/rfc/rfc8995.html#slowloris
https://www.rfc-editor.org/rfc/rfc8995.html#section-5.2
https://www.rfc-editor.org/rfc/rfc8995.html#name-pledge-requests-voucher-fro
https://www.rfc-editor.org/rfc/rfc8995.html#RFC8366
https://www.rfc-editor.org/rfc/rfc8995.html#voucher-request
https://www.rfc-editor.org/rfc/rfc8995.html#RFC8366
https://www.rfc-editor.org/rfc/rfc8995.html#IDevIDextension
https://www.rfc-editor.org/rfc/rfc8995.html#RFC7231
https://www.rfc-editor.org/rfc/rfc7231#section-5.3.2
https://www.rfc-editor.org/rfc/rfc8995.html#RFC8366

Pledges that have a real-time clock are RECOMMENDED to populate this field with the current date and time in yang:date-
and-time format. This provides additional information to the MASA. Pledges that have no real-time clocks MAY omit this field.

e nonce:

The pledge voucher-request MUST contain a cryptographically strong random or pseudo-random number nonce (see
[RFC4086], Section 6.2). As the nonce is usually generated very early in the boot sequence, there is a concern that the same
nonce might be generated across multiple boots, or after a factory reset. Different nonces MUST be generated for each
bootstrapping attempt, whether in series or concurrently. The freshness of this nonce mitigates against the lack of a real-time
clock as explained in Section 2.6.1.

« assertion:

The pledge indicates support for the mechanism described in this document, by putting the value "proximity" in the voucher-
request, and MUST include the proximity-registrar-cert field (below).

« proximity-registrar-cert:

In a pledge voucher-request, this is the first certificate in the TLS server "certificate_list" sequence (see [RFC8446], Section
4.4.2) presented by the registrar to the pledge. That is, it is the end-entity certificate. This MUST be populated in a pledge
voucher-request.

« serial-number:

The serial number of the pledge is included in the voucher-request from the pledge. This value is included as a sanity check
only, but it is not to be forwarded by the registrar as described in Section 5.5.

All other fields MAY be omitted in the pledge voucher-request.
See an example JSON payload of a pledge voucher-request in Section 3.3, Example 1.

The registrar confirms that the assertion is "proximity" and that pinned proximity-registrar-cert is the registrar's certificate. If this
validation fails, then there is an on-path attacker (MITM), and the connection MUST be closed after the returning of an HTTP 401
error code.

5.3. Registrar Authorization Of Pledge

In a fully automated network, all devices must be securely identified and authorized to join the domain.

A registrar accepts or declines a request to join the domain, based on the authenticated identity presented. For different networks,
examples of automated acceptance may include the allowance of:

« any device of a specific type (as determined by the X.509 |IDevID),
« any device from a specific vendor (as determined by the X.509 IDevID),

« a specific device from a vendor (as determined by the X.509 IDevID) against a domain acceptlist. (The mechanism for
checking a shared acceptlist potentially used by multiple registrars is out of scope.)

If validation fails, the registrar SHOULD respond with the HTTP 404 error code. If the voucher-request is in an unknown format, then
an HTTP 406 error code is more appropriate. A situation that could be resolved with administrative action (such as adding a vendor
to an acceptlist) MAY be responded to with a 403 HTTP error code.
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If authorization is successful, the registrar obtains a voucher from the MASA service (see Section 5.5) and returns that MASA-
signed voucher to the pledge as described in Section 5.6.

5.4. BRSKI-MASA TLS Establishment Details

The BRSKI-MASA TLS connection is a "normal" TLS connection appropriate for HTTPS REST interfaces. The registrar initiates the
connection and uses the MASA URL that is obtained as described in Section 2.8. The mechanisms in [RFC6125] SHOULD be used
in authentication of the MASA using a DNS-ID that matches that which is found in the IDevID. Registrars MAY include a mechanism
to override the MASA URL on a manufacturer-by-manufacturer basis, and within that override, it is appropriate to provide alternate
anchors. This will typically be used by some vendors to establish explicit (or private) trust anchors for validating their MASA that is
part of a sales channel integration.

Use of TLS 1.3 (or newer) is encouraged. TLS 1.2 or newer is REQUIRED. TLS 1.3 (or newer) SHOULD be available.

As described in [RFC7030], the MASA and the registrars SHOULD be prepared to support TLS Client Certificate authentication
and/or HTTP Basic, Digest, or Salted Challenge Response Authentication Mechanism (SCRAM) authentication. This connection
MAY also have no client authentication at all.

Registrars SHOULD permit trust anchors to be preconfigured on a per-vendor (MASA) basis. Registrars SHOULD include the ability
to configure a TLS Client Certificate on a per-MASA basis, or to use no Client Certificate. Registrars SHOULD also permit HTTP
Basic and Digest authentication to be configured.

The authentication of the BRSKI-MASA connection does not change the voucher-request process, as voucher-requests are already
signed by the registrar. Instead, this authentication provides access control to the audit-log as described in Section 5.8.

Implementers are advised that contacting the MASA establishes a secured API connection with a web service, and that there are a
number of authentication models being explored within the industry. Registrars are RECOMMENDED to fail gracefully and generate
useful administrative notifications or logs in the advent of unexpected HTTP 401 (Unauthorized) responses from the MASA.

5.4.1. MASA Authentication of Customer Registrar

Providing per-customer options requires the customer's registrar to be uniquely identified. This can be done by any stateless
method that HTTPS supports such as HTTP Basic or Digest authentication (that is using a password), but the use of TLS Client
Certificate authentication is RECOMMENDED.

Stateful methods involving API tokens, or HTTP Cookies, are not recommended.
It is expected that the setup and configuration of per-customer Client Certificates is done as part of a sales ordering process.

The use of public PKI (i.e., WebPKI) end-entity certificates to identify the registrar is reasonable, and if done universally, this would
permit a MASA to identify a customer's registrar simply by a Fully Qualified Domain Name (FQDN).

The use of DANE records in DNSSEC-signed zones would also permit use of a FQDN to identify customer registrars.

A third (and simplest, but least flexible) mechanism would be for the MASA to simply store the registrar's certificate pinned in a
database.

A MASA without any supply-chain integration can simply accept registrars without any authentication or on a blind TOFU basis as
described in Section 7.4.2.
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This document does not make a specific recommendation on how the MASA authenticates the registrar as there are likely different
tradeoffs in different environments and product values. Even within the ANIMA ACP applicability, there is a significant difference
between supply-chain logistics for $100 CPE devices and $100,000 core routers.

5.5. Registrar Requests Voucher From MASA

When a registrar receives a pledge voucher-request, it in turn submits a registrar voucher-request to the MASA service via an
HTTPS interface [RFC7231].

This is done with an HTTP POST using the operation path value of "/.well-known/brski/requestvoucher".

The voucher media type "application/voucher-cms+json” is defined in [RFC8366] and is also used for the registrar voucher-request.
Itis a JSON document that has been signed using a CMS structure. The registrar MUST sign the registrar voucher-request.

MASA implementations SHOULD anticipate future media ntypes but, of course, will simply fail the request if those types are not yet
known.

The voucher-request CMS object includes some number of certificates that are input to the MASA as it populates the pinned-
domain-cert. As [RFC8366] is quite flexible in what may be put into the pinned-domain-cert, the MASA needs some signal as to
what certificate would be effective to populate the field with: it may range from the end-entity certificate that the registrar uses to the
entire private Enterprise CA certificate. More-specific certificates result in a tighter binding of the voucher to the domain, while less-
specific certificates result in more flexibility in how the domain is represented by certificates.

A registrar that is seeking a nonceless voucher for later offline use benefits from a less-specific certificate, as it permits the actual
key pair used by a future registrar to be determined by the pinned CA.

In some cases, a less-specific certificate, such as a public WebPKI CA, could be too open and could permit any entity issued a
certificate by that authority to assume ownership of a device that has a voucher pinned. Future work may provide a solution to pin
both a certificate and a name that would reduce such risk of malicious ownership assertions.

The registrar SHOULD request a voucher with the most specificity consistent with the mode that it is operating in. In order to do this,
when the registrar prepares the CMS structure for the signed voucher-request, it SHOULD include only certificates that are a part of
the chain that it wishes the MASA to pin. This MAY be as small as only the end-entity certificate (with id-kp-cmcRA set) that it uses
as its TLS server certificate, or it MAY be the entire chain, including the domain CA.

The registrar SHOULD include an "Accept" header field (see [RFC7231], Section 5.3.2) indicating the response media types that
are acceptable. This list SHOULD be the entire list presented to the registrar in the pledge's original request (see Section 5.2), but it
MAY be a subset. The MASA is expected to be flexible in what it accepts.

The registrar populates the voucher-request fields as follows:
o created-on:

The registrar SHOULD populate this field with the current date and time when the voucher-request is formed. This field
provides additional information to the MASA.

e nonce:

This value, if present, is copied from the pledge voucher-request. The registrar voucher-request MAY omit the nonce as per
Section 3.1.
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« serial-number:

The serial number of the pledge the registrar would like a voucher for. The registrar determines this value by parsing the
authenticated pledge IDevID certificate; see Section 2.3. The registrar MUST verify that the serial-number field it parsed
matches the serial-number field the pledge provided in its voucher-request. This provides a sanity check useful for detecting
error conditions and logging. The registrar MUST NOT simply copy the serial-number field from a pledge voucher-request as
that field is claimed but not certified.

« idevid-issuer:

The Issuer value from the pledge IDevID certificate is included to ensure unique interpretation of the serial-number. In the
case of a nonceless (offline) voucher-request, an appropriate value needs to be configured from the same out-of-band source
as the serial-number.

« prior-signed-voucher-request:

The signed pledge voucher-request SHOULD be included in the registrar voucher-request. The entire CMS-signed structure
is to be included and base64 encoded for transport in the JSON structure.

A nonceless registrar voucher-request MAY be submitted to the MASA. Doing so allows the registrar to request a voucher when the
pledge is offline, or when the registrar anticipates not being able to connect to the MASA while the pledge is being deployed. Some
use cases require the registrar to learn the appropriate IDevID serialNumber field and appropriate "Accept" header field values from
the physical device labeling or from the sales channel (which is out of scope for this document).

All other fields MAY be omitted in the registrar voucher-request.
The proximity-registrar-cert field MUST NOT be present in the registrar voucher-request.
See example JSON payloads of registrar voucher-requests in Section 3.3, Examples 2 through 4.

The MASA verifies that the registrar voucher-request is internally consistent but does not necessarily authenticate the registrar
certificate since the registrar MAY be unknown to the MASA in advance. The MASA performs the actions and validation checks
described in the following subsections before issuing a voucher.

5.5.1. MASA Renewal of Expired Vouchers

As described in [RFC8366], vouchers are normally short lived to avoid revocation issues. If the request is for a previous (expired)
voucher using the same registrar (that is, a registrar with the same domain CA), then the request for a renewed voucher SHOULD
be automatically authorized. The MASA has sufficient information to determine this by examining the request, the registrar
authentication, and the existing audit-log. The issuance of a renewed voucher is logged as detailed in Section 5.6.

To inform the MASA that existing vouchers are not to be renewed, one can update or revoke the registrar credentials used to
authorize the request (see Sections 5.5.4 and 5.5.3). More flexible methods will likely involve sales channel integration and
authorizations (details are out of scope of this document).

5.5.2. MASA Pinning of Registrar

A certificate chain is extracted from the registrar's signed CMS container. This chain may be as short as a single end-entity
certificate, up to the entire registrar certificate chain, including the domain CA certificate, as specified in Section 5.5.

Page 113 of 247

This document is the property of nquiringMinds. It contains confidential and proprietary information for the individual or entity to which it was provided by nquiringMinds, only for the
purposes expressly communicated by nquiringMinds. If you are not the intended recipient, you are hereby notified that any disclosure, copying, distribution, dissemination or use of the
contents of this document is strictly prohibited. If you have received this document in error, please notify the sender immediately and delete the document. nquiringMinds cannot accept
any liability for loss or damage resulting from the use of the information in this document. Copyright (c) 2024, nquiringMinds. All rights reserved.


https://www.rfc-editor.org/rfc/rfc8995.html#IDevIDextension
https://www.rfc-editor.org/rfc/rfc8995.html#voucher-request-examples
https://www.rfc-editor.org/rfc/rfc8995.html#section-5.5.1
https://www.rfc-editor.org/rfc/rfc8995.html#name-masa-renewal-of-expired-vou
https://www.rfc-editor.org/rfc/rfc8995.html#RFC8366
https://www.rfc-editor.org/rfc/rfc8995.html#VoucherResponse
https://www.rfc-editor.org/rfc/rfc8995.html#MASAauthenticationOfRegistrar
https://www.rfc-editor.org/rfc/rfc8995.html#revocationcheck
https://www.rfc-editor.org/rfc/rfc8995.html#section-5.5.2
https://www.rfc-editor.org/rfc/rfc8995.html#name-masa-pinning-of-registrar
https://www.rfc-editor.org/rfc/rfc8995.html#RequestVoucherFromMASA

If the domain's CA is unknown to the MASA, then it is considered a temporary trust anchor for the rest of the steps in this section.
The intention is not to authenticate the message as having come from a fully validated origin but to establish the consistency of the
domain PKI.

The MASA MAY use the certificate in the chain that is farthest from the end-entity certificate of the registrar, as determined by MASA
policy. A MASA MAY have a local policy in which it only pins the end-entity certificate. This is consistent with [RFC8366]. Details of
the policy will typically depend upon the degree of supply-chain integration and the mechanism used by the registrar to authenticate.
Such a policy would also determine how the MASA will respond to a request for a nonceless voucher.

5.5.3. MASA Check of the Voucher-Request Signature

As described in Section 5.5.2, the MASA has extracted the registrar's domain CA. This is used to validate the CMS signature
[RFC5652] on the voucher-request.

Normal PKIX revocation checking is assumed during voucher-request signature validation. This CA certificate MAY have Certificate
Revocation List (CRL) distribution points or Online Certificate Status Protocol (OCSP) information [RFC6960]. If they are present,
the MASA MUST be able to reach the relevant servers belonging to the registrar's domain CA to perform the revocation checks.

The use of OCSP Stapling is preferred.

5.5.4. MASA Verification of the Domain Registrar

The MASA MUST verify that the registrar voucher-request is signed by a registrar. This is confirmed by verifying that the id-kp-
cmcRA extended key usage extension field (as detailed in EST [RFC7030], Section 3.6.1) exists in the certificate of the entity that
signed the registrar voucher-request. This verification is only a consistency check to ensure that the unauthenticated domain CA
intended the voucher-request signer to be a registrar. Performing this check provides value to the domain PKI by assuring the
domain administrator that the MASA service will only respect claims from authorized registration authorities of the domain.

Even when a domain CA is authenticated to the MASA, and there is strong sales channel integration to understand who the
legitimate owner is, the above id-kp-cmcRA check prevents arbitrary end-entity certificates (such as an LDevID certificate) from
having vouchers issued against them.

Other cases of inappropriate voucher issuance are detected by examination of the audit-log.

If a nonceless voucher-request is submitted, the MASA MUST authenticate the registrar either as described in EST (see Sections
3.2.3 and 3.3.2 of [RFC7030]) or by validating the registrar's certificate used to sign the registrar voucher-request using a configured
trust anchor. Any of these methods reduce the risk of DDoS attacks and provide an authenticated identity as an input to sales
channel integration and authorizations (details are out of scope of this document).

In the nonced case, validation of the registrar's identity (via TLS Client Certificate or HTTP authentication) MAY be omitted if the
MASA knows that the device policy is to accept audit-only vouchers.

5.5.5. MASA Verification of the Pledge 'prior-signed-voucher-
request’

The MASA MAY verify that the registrar voucher-request includes the prior-signed-voucher-request field. If so, the prior-signed-
voucher-request MUST include a proximity-registrar-cert that is consistent with the certificate used to sign the registrar voucher-
request. Additionally, the voucher-request serial-number leaf MUST match the pledge serial-number that the MASA extracts from the
signing certificate of the prior-signed-voucher-request. The consistency check described above entails checking that the proximity-
registrar-cert Subject Public Key Info (SPKI) Fingerprint exists within the registrar voucher-request CMS signature's certificate chain.
This is substantially the same as the pin validation described in [RFC7469], Section 2.6.
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If these checks succeed, the MASA updates the voucher and audit-log assertion leafs with the "proximity" assertion, as defined by
[RFC8366], Section 5.3.

5.5.6. MASA Nonce Handling

The MASA does not verify the nonce itself. If the registrar voucher-request contains a nonce, and the prior-signed-voucher-request
exists, then the MASA MUST verify that the nonce is consistent. (Recall from above that the voucher-request might not contain a
nonce; see Sections 5.5 and 5.5.4.)

The MASA populates the audit-log with the nonce that was verified. If a nonceless voucher is issued, then the audit-log is to be
populated with the JSON value "null".

5.6. MASA And Registrar Voucher Response

The MASA voucher response to the registrar is forwarded without changes to the pledge; therefore, this section applies to both the
MASA and the registrar. The HTTP signaling described applies to both the MASA and registrar responses.

When a voucher-request arrives at the registrar, if it has a cached response from the MASA for the corresponding registrar voucher-
request, that cached response can be used according to local policy; otherwise, the registrar constructs a new registrar voucher-
request and sends it to the MASA.

Registrar evaluation of the voucher itself is purely for transparency and audit purposes to further inform log verification (see Section
5.8.3); therefore, a registrar could accept future voucher formats that are opaque to the registrar.

If the voucher-request is successful, the server (a MASA responding to a registrar or a registrar responding to a pledge) response
MUST contain an HTTP 200 response code. The server MUST answer with a suitable 4xx or 5xx HTTP [RFC7230] error code when
a problem occurs. In this case, the response data from the MASA MUST be a plain text human-readable (UTF-8) error message
containing explanatory information describing why the request was rejected.

The registrar MAY respond with an HTTP 202 (“the request has been accepted for processing, but the processing has not been
completed") as described in EST [RFC7030], Section 4.2.3, wherein the client "MUST wait at least the specified "retry-after" time
before repeating the same request" (also see [RFC7231], Section 6.6.4). The pledge is RECOMMENDED to provide local feedback
(blinked LED, etc.) during this wait cycle if mechanisms for this are available. To prevent an attacker registrar from significantly
delaying bootstrapping, the pledge MUST limit the Retry-After time to 60 seconds. Ideally, the pledge would keep track of the
appropriate Retry-After header field values for any number of outstanding registrars, but this would involve a state table on the
pledge. Instead, the pledge MAY ignore the exact Retry-After value in favor of a single hard-coded value (a registrar that is unable
to complete the transaction after the first 60 seconds has another chance a minute later). A pledge SHOULD be willing to maintain a
202 retry-state for up to 4 days, which is longer than a long weekend, after which time the enroliment attempt fails, and the pledge
returns to Discovery state. This allows time for an alert to get from the registrar to a human operator who can make a decision as to
whether or not to proceed with the enrollment.

A pledge that retries a request after receiving a 202 message MUST resend the same voucher-request. It MUST NOT sign a new
voucher-request each time, and in particular, it MUST NOT change the nonce value.

In order to avoid infinite redirect loops, which a malicious registrar might do in order to keep the pledge from discovering the correct
registrar, the pledge MUST NOT follow more than one redirection (3xx code) to another web origin. EST supports redirection but
requires user input; this change allows the pledge to follow a single redirection without a user interaction.

A 403 (Forbidden) response is appropriate if the voucher-request is not signed correctly or is stale or if the pledge has another
outstanding voucher that cannot be overridden.
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A 404 (Not Found) response is appropriate when the request is for a device that is not known to the MASA.

A 406 (Not Acceptable) response is appropriate if a voucher of the desired type or that uses the desired algorithms (as indicated by
the "Accept" header fields and algorithms used in the signature) cannot be issued as such because the MASA knows the pledge
cannot process that type. The registrar SHOULD use this response if it determines the pledge is unacceptable due to inventory
control, MASA audit-logs, or any other reason.

A 415 (Unsupported Media Type) response is appropriate for a request that has a voucher-request or "Accept" value that is not
understood.

The voucher response format is as indicated in the submitted "Accept" header fields or based on the MASA's prior understanding of
proper format for this pledge. Only the "application/voucher-cms+json" media type [RFC8366] is defined at this time. The syntactic
details of vouchers are described in detail in [RFC8366]. Figure 14 shows a sample of the contents of a voucher.

"ietf-voucher:voucher": {
"nonce": "62a2e7693d82fcda2624de58fb6722e5",
"assertion": "logged",

"pinned-domain-cert": "base64encodedvalue==",
"serial-number": "JADA123456789"

Figure 14: An Example Voucher

The MASA populates the voucher fields as follows:

e nonce:

The nonce from the pledge if available. See Section 5.5.6.

« assertion:

The method used to verify the relationship between the pledge and registrar. See Section 5.5.5.

« pinned-domain-cert:

A certificate; see Section 5.5.2. This figure is illustrative; for an example, see Appendix C.2 where an end-entity certificate is
used.

« serial-number:
The serial-number as provided in the voucher-request. Also see Section 5.5.5.
« domain-cert-revocation-checks:
Set as appropriate for the pledge's capabilities and as documented in [RFC8366]. The MASA MAY set this field to "false"

since setting it to "true" would require that revocation information be available to the pledge, and this document does not
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make normative requirements for [RFC6961], Section 4.4.2.1 of [RFC8446], or equivalent integrations.

« expires-on:

This is set for nonceless vouchers. The MASA ensures the voucher lifetime is consistent with any revocation or pinned-
domain-cert consistency checks the pledge might perform. See Section 2.6.1. There are three times to consider: (a) a
configured voucher lifetime in the MASA, (b) the expiry time for the registrar's certificate, and (c) any CRL lifetime. The
expires-on field SHOULD be before the earliest of these three values. Typically, (b) will be some significant time in the future,
but (c) will typically be short (on the order of a week or less). The RECOMMENDED period for (a) is on the order of 20
minutes, so it will typically determine the life span of the resulting voucher. 20 minutes is sufficient time to reach the post-
provisional state in the pledge, at which point there is an established trust relationship between the pledge and registrar. The
subsequent operations can take as long as required from that point onwards. The lifetime of the voucher has no impact on
the life span of the ownership relationship.

Whenever a voucher is issued, the MASA MUST update the audit-log sufficiently to generate the response as described in Section
5.8.1. The internal state requirements to maintain the audit-log are out of scope.

5.6.1. Pledge Voucher Verification

The pledge MUST verify the voucher signature using the manufacturer-installed trust anchor(s) associated with the manufacturer's
MASA (this is likely included in the pledge's firmware). Management of the manufacturer-installed trust anchor(s) is out of scope of
this document; this protocol does not update this trust anchor(s).

The pledge MUST verify that the serial-number field of the signed voucher matches the pledge's own serial-number.

The pledge MUST verify the nonce information in the voucher. If present, the nonce in the voucher must match the nonce the
pledge submitted to the registrar; vouchers with no nonce can also be accepted (according to local policy; see Section 7.2).

The pledge MUST be prepared to parse and fail gracefully from a voucher response that does not contain a pinned-domain-cert
field. Such a thing indicates a failure to enroll in this domain, and the pledge MUST attempt joining with other available Join Proxies.

The pledge MUST be prepared to ignore additional fields that it does not recognize.

5.6.2. Pledge Authentication of Provisional TLS Connection

Following the process described in [RFC8366], the pledge should consider the public key from the pinned-domain-cert as the sole
temporary trust anchor.

The pledge then evaluates the TLS server certificate chain that it received when the TLS connection was formed using this trust
anchor. It is possible that the public key in the pinned-domain-cert directly matches the public key in the end-entity certificate
provided by the TLS server.

If a registrar's credentials cannot be verified using the pinned-domain-cert trust anchor from the voucher, then the TLS connection is
discarded, and the pledge abandons attempts to bootstrap with this discovered registrar. The pledge SHOULD send voucher status
telemetry (described below) before closing the TLS connection. The pledge MUST attempt to enroll using any other proxies it has
found. It SHOULD return to the same proxy again after unsuccessful attempts with other proxies. Attempts should be made at
repeated intervals according to the back-off timer described earlier. Attempts SHOULD be repeated as failure may be the result of a
temporary inconsistency (an inconsistently rolled registrar key, or some other misconfiguration). The inconsistency could also be the
result of an active MITM attack on the EST connection.

The registrar MUST use a certificate that chains to the pinned-domain-cert as its TLS server certificate.
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The pledge's PKIX path validation of a registrar certificate's validity period information is as described in Section 2.6.1. Once the
PKIX path validation is successful, the TLS connection is no longer provisional.

The pinned-domain-cert MAY be installed as a trust anchor for future operations such as enrollment (e.g., as recommended per
[RFC7030]) or trust anchor management or raw protocols that do not need full PKl-based key management. It can be used to
authenticate any dynamically discovered EST server that contains the id-kp-cmcRA extended key usage extension as detailed in
EST (see [RFC7030], Section 3.6.1); but to reduce system complexity, the pledge SHOULD avoid additional discovery operations.
Instead, the pledge SHOULD communicate directly with the registrar as the EST server. The pinned-domain-cert is not a complete
distribution of the CA certificate response, as described in [RFC7030], Section 4.1.3, which is an additional justification for the
recommendation to proceed with EST key management operations. Once a full CA certificate response is obtained, it is more
authoritative for the domain than the limited pinned-domain-cert response.

5.7. Pledge BRSKI Status Telemetry

The domain is expected to provide indications to the system administrators concerning device life-cycle status. To facilitate this, it
needs telemetry information concerning the device's status.

The pledge MUST indicate its pledge status regarding the voucher. It does this by sending a status message to the registrar.
The posted data media type: application/json
The client sends an HTTP POST to the server at the URI ".well-known/brski/voucher_status".

The format and semantics described below are for version 1. A version field is included to permit significant changes to this
feedback in the future. A registrar that receives a status message with a version larger than it knows about SHOULD log the
contents and alert a human.

The status field indicates if the voucher was acceptable. Boolean values are acceptable, where "true" indicates the voucher was
acceptable.

If the voucher was not acceptable, the Reason string indicates why. In a failure case, this message may be sent to an
unauthenticated, potentially malicious registrar; therefore, the Reason string SHOULD NOT provide information beneficial to an
attacker. The operational benefit of this telemetry information is balanced against the operational costs of not recording that a
voucher was ignored by a client that the registrar expected was going to continue joining the domain.

The reason-context attribute is an arbitrary JSON object (literal value or hash of values) that provides additional information specific
to this pledge. The contents of this field are not subject to standardization.

The version and status fields MUST be present. The Reason field SHOULD be present whenever the status field is false. The
Reason-Context field is optional. In the case of a SUCCESS, the Reason string MAY be omitted.

The keys to this JSON object are case sensitive and MUST be lowercase. Figure 16 shows an example JSON.

\<CODE BEGINS> file "voucherstatus.cddl"

voucherstatus-post = {

"version": uint,
"status": bool,
? "reason": text,
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"reason-context" : { $$arbitrary-map }

\<CODE ENDS>

Figure 15: CDDL for Voucher Status POST

"version": 1,
"status":false,

"reason":"Informative human-readable message",
"reason-context": { "additional" : "JSON" }

Figure 16: Example Status Telemetry

The server SHOULD respond with an HTTP 200 but MAY simply fail with an HTTP 404 error. The client ignores any response. The
server SHOULD capture this telemetry information within the server logs.

Additional standard JSON fields in this POST MAY be added; see Section 8.5. A server that sees unknown fields should log them,
but otherwise ignore them.

5.8. Registrar Audit-Log Request

After receiving the pledge status telemetry (see Section 5.7), the registrar SHOULD request the MASA audit-log from the MASA
service.

This is done with an HTTP POST using the operation path value of "/.well-known/brski/requestauditlog".

The registrar SHOULD HTTP POST the same registrar voucher-request as it did when requesting a voucher (using the same
Content-Type). It is posted to the /requestauditiog URI instead. The idevid-issuer and serial-number informs the MASA which log is
requested, so the appropriate log can be prepared for the response. Using the same media type and message minimizes
cryptographic and message operations, although it results in additional network traffic. The relying MASA implementation MAY
leverage internal state to associate this request with the original, and by now already validated, voucher-request so as to avoid an
extra crypto validation.

A registrar MAY request logs at future times. If the registrar generates a new request, then the MASA is forced to perform the
additional cryptographic operations to verify the new request.

A MASA that receives a request for a device that does not exist, or for which the requesting owner was never an owner, returns an
HTTP 404 ("Not found") code.

It is reasonable for a registrar, that the MASA does not believe to be the current owner, to request the audit-log. There are probably
reasons for this, which are hard to predict in advance. For instance, such a registrar may not be aware that the device has been
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resold; it may be that the device has been resold inappropriately, and this is how the original owner will learn of the occurrence. It is
also possible that the device legitimately spends time in two different networks.

Rather than returning the audit-log as a response to the POST (with a return code 200), the MASA MAY instead return a 201
("Created") response ([RFC7231], Sections 6.3.2 and 7.1), with the URL to the prepared (and idempotent, therefore cachable) audit
response in the "Location" header field.

In order to avoid enumeration of device audit-logs, a MASA that returns URLs SHOULD take care to make the returned URL
unguessable. [W3C.capability-urls] provides very good additional guidance. For instance, rather than returning URLs containing a
database number such as https://example.com/auditlog/1234 or the Extended Unique Identifier (EUI) of the device such
https://example.com/auditlog/10-00-00-11-22-33, the MASA SHOULD return a randomly generated value (a "slug" in web parlance).
The value is used to find the relevant database entry.

A MASA that returns a code 200 MAY also include a "Location" header for future reference by the registrar.

5.8.1. MASA Audit-Log Response

A log data file is returned consisting of all log entries associated with the device selected by the IDevID presented in the request.
The audit-log may be abridged by removal of old or repeated values as explained below. The returned data is in JSON format
[RFC8259], and the Content-Type SHOULD be "application/json".

The following CDDL [RFC8610] explains the structure of the JSON format audit-log response:

\<CODE BEGINS> file "auditlog.cddl"

audit-log-response = {
"version": uint,
"events": [ + event ]
"truncation": {
? "nonced duplicates": uint,
? "nonceless duplicates": uint,
? "arbitrary": uint,

event = {
"date": text,
"domainID": text,
"nonce": text / null,
"assertion": "verified" / "logged" / "proximity",
? "truncated": uint,

\<CODE ENDS>
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Figure 17: CDDL for Audit-Log Response

An example:

"version":"1",
"events": [

{
"date":"2019-05-15T17:25:55.644-04:00",

"domainID":"BduJhdHPpfhQLyponf48JzXSGZ8=",
"nonce" : "VOUFT-WwrEVONUAQEHOV7Q",
"assertion":"proximity",

"truncated":"0Q"

"date":"2017-05-15T17:25:55.644-04:00",
"domainID" :"BduJhdHPpfhQLyponf48JzXSGz8=",
"nonce" :"f4G6Vilt8nKo/FieCVgpBg==",
"assertion":"proximity"

b
1

"truncation": {
"nonced duplicates": "0",
"nonceless duplicates": "1",
"arbitrary": "2"

Figure 18: Example of an Audit-Log Response

The domainID is a binary SubjectKeyldentifier value calculated according to Section 5.8.2. It is encoded once in base64 in order to
be transported in this JSON container.

The date is formatted per [RFC3339], which is consistent with typical JavaScript usage of JSON.

The truncation structure MAY be omitted if all values are zero. Any counter missing from the truncation structure is assumed to be
zero.

The nonce is a string, as provided in the voucher-request, and is used in the voucher. If no nonce was placed in the resulting
voucher, then a value of null SHOULD be used in preference to omitting the entry. While the nonce is often created as a base64-
encoded random series of bytes, this should not be assumed.

Distribution of a large log is less than ideal. This structure can be optimized as follows: nonced or nonceless entries for the same
domainlD MAY be abridged from the log leaving only the single most recent nonced or nonceless entry for that domainiD. In the
case of truncation, the "event" truncation value SHOULD contain a count of the number of events for this domainID that were
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omitted. The log SHOULD NOT be further reduced, but an operational situation could exist where maintaining the full log is not
possible. In such situations, the log MAY be arbitrarily abridged for length, with the number of removed entries indicated as
"arbitrary”.

If the truncation count exceeds 1024, then the MASA MAY use this value without further incrementing it.

A log where duplicate entries for the same domain have been omitted ("nonced duplicates" and/or "nonceless duplicates") could still
be acceptable for informed decisions. A log that has had "arbitrary" truncations is less acceptable, but manufacturer transparency is
better than hidden truncations.

A registrar that sees a version value greater than 1 indicates an audit-log format that has been enhanced with additional information.
No information will be removed in future versions; should an incompatible change be desired in the future, then a new HTTP
endpoint will be used.

This document specifies a simple log format as provided by the MASA service to the registrar. This format could be improved by
distributed consensus technologies that integrate vouchers with technologies such as block-chain or hash trees or optimized logging
approaches. Doing so is out of the scope of this document but is an anticipated improvement for future work. As such, the registrar
SHOULD anticipate new kinds of responses and SHOULD provide operator controls to indicate how to process unknown
responses.

5.8.2. Calculation of domainiD
The domainID is a binary value (a BIT STRING) that uniquely identifies a registrar by the pinned-domain-cert.

If the pinned-domain-cert certificate includes the SubjectKeyldentifier ((RFC5280], Section 4.2.1.2), then it is used as the domainID.
If not, the SPKI Fingerprint as described in [RFC7469], Section 2.4 is used. This value needs to be calculated by both the MASA (to
populate the audit-log) and the registrar (to recognize itself in the audit-log).

[RFC5280], Section 4.2.1.2 does not mandate that the SubjectKeyldentifier extension be present in non-CA certificates. It is
RECOMMENDED that registrar certificates (even if self-signed) always include the SubjectKeyldentifier to be used as a domainID.

The domainID is determined from the certificate chain associated with the pinned-domain-cert and is used to update the audit-log.

5.8.3. Registrar Audit-Log Verification

Each time the MASA issues a voucher, it appends details of the assignment to an internal audit-log for that device. The internal
audit-log is processed when responding to requests for details as described in Section 5.8. The contents of the audit-log can
express a variety of trust levels, and this section explains what kind of trust a registrar can derive from the entries.

While the audit-log provides a list of vouchers that were issued by the MASA, the vouchers are issued in response to voucher-
requests, and it is the content of the voucher-requests that determines how meaningful the audit-log entries are.

A registrar SHOULD use the log information to make an informed decision regarding the continued bootstrapping of the pledge. The
exact policy is out of scope of this document as it depends on the security requirements within the registrar domain. Equipment that
is purchased preowned can be expected to have an extensive history. The following discussion is provided to help explain the value
of each log element:

« date:

The date field provides the registrar an opportunity to divide the log around known events such as the purchase date.
Depending on the context known to the registrar or administrator, events before/after certain dates can have different levels of
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importance. For example, for equipment that is expected to be new, and thus has no history, it would be a surprise to find
prior entries.

o domainiD:

If the log includes an unexpected domainID, then the pledge could have imprinted on an unexpected domain. The registrar
can be expected to use a variety of techniques to define "unexpected" ranging from acceptlists of prior domains to anomaly
detection (e.g., "this device was previously bound to a different domain than any other device deployed"). Log entries can
also be compared against local history logs in search of discrepancies (e.g., "this device was re-deployed some number of
times internally, but the external audit-log shows additional re-deployments our internal logs are unaware of").

e nonce:

Nonceless entries mean the logged domainID could theoretically trigger a reset of the pledge and then take over
management by using the existing nonceless voucher.

« assertion:

The assertion leaf in the voucher and audit-log indicates why the MASA issued the voucher. A "verified" entry means that the
MASA issued the associated voucher as a result of positive verification of ownership. However, this entry does not indicate
whether or not the pledge was actually deployed in the prior domain. A "logged" assertion informs the registrar that the prior
vouchers were issued with minimal verification. A "proximity" assertion assures the registrar that the pledge was truly
communicating with the prior domain and thus provides assurance that the prior domain really has deployed the pledge.

A relatively simple policy is to acceptlist known (internal or external) domainIDs and require all vouchers to have a nonce. An
alternative is to require that all nonceless vouchers be from a subset (e.g., only internal) of domainIDs. If the policy is violated, a
simple action is to revoke any locally issued credentials for the pledge in question or to refuse to forward the voucher. The registrar
MUST then refuse any EST actions and SHOULD inform a human via a log. A registrar MAY be configured to ignore (i.e., override
the above policy) the history of the device, but it is RECOMMENDED that this only be configured if hardware-assisted (i.e.,
Transport Performance Metrics (TPM) anchored) Network Endpoint Assessment (NEA) [RFC5209] is supported.

5.9. EST Integration For PKI Bootstrapping

The pledge SHOULD follow the BRSKI operations with EST enrollment operations including "CA Certificates Request”, "CSR
Attributes Request", and "Client Certificate Request" or "Server-Side Key Generation", etc. This is a relatively seamless integration
since BRSKI API calls provide an automated alternative to the manual bootstrapping method described in [RFC7030]. As noted
above, use of HTTP-persistent connections simplifies the pledge state machine.

Although EST allows clients to obtain multiple certificates by sending multiple Certificate Signing Requests (CSRs), BRSKI does not
support this mechanism directly. This is because BRSKI pledges MUST use the CSR Attributes request ([RFC7030], Section 4.5).
The registrar MUST validate the CSR against the expected attributes. This implies that client requests will "look the same" and
therefore result in a single logical certificate being issued even if the client were to make multiple requests. Registrars MAY contain
more complex logic, but doing so is out of scope of this specification. BRSKI does not signal any enhancement or restriction to this
capability.

5.9.1. EST Distribution of CA Certificates
The pledge SHOULD request the full EST Distribution of CA certificate messages; see [RFC7030], Section 4.1.

This ensures that the pledge has the complete set of current CA certificates beyond the pinned-domain-cert (see Section 5.6.2 for a
discussion of the limitations inherent in having a single certificate instead of a full CA certificate response). Although these limitations
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are acceptable during initial bootstrapping, they are not appropriate for ongoing PKIX end-entity certificate validation.

5.9.2. EST CSR Attributes

Automated bootstrapping occurs without local administrative configuration of the pledge. In some deployments, it is plausible that
the pledge generates a certificate request containing only identity information known to the pledge (essentially the X.509 IDevID
information) and ultimately receives a certificate containing domain-specific identity information. Conceptually, the CA has complete
control over all fields issued in the end-entity certificate. Realistically, this is operationally difficult with the current status of PKI CA
deployments, where the CSR is submitted to the CA via a number of non-standard protocols. Even with all standardized protocols
used, it could operationally be problematic to expect that service-specific certificate fields can be created by a CA that is likely
operated by a group that has no insight into different network services/protocols used. For example, the CA could even be
outsourced.

To alleviate these operational difficulties, the pledge MUST request the EST "CSR Attributes" from the EST server, and the EST
server needs to be able to reply with the attributes necessary for use of the certificate in its intended protocols/services. This
approach allows for minimal CA integrations, and instead, the local infrastructure (EST server) informs the pledge of the proper
fields to include in the generated CSR (such as rfc822Name). This approach is beneficial to automated bootstrapping in the widest
number of environments.

In networks using the BRSKI enrolled certificate to authenticate the ACP, the EST CSR Attributes MUST include the ACP domain
information fields defined in [RFC8994], Section 6.2.2.

The registrar MUST also confirm that the resulting CSR is formatted as indicated before forwarding the request to a CA. If the
registrar is communicating with the CA using a protocol such as full Certificate Management over CMS (CMC), which provides
mechanisms to override the CSR Attributes, then these mechanisms MAY be used even if the client ignores the guidance for the
CSR Attributes.

5.9.3. EST Client Certificate Request

The pledge MUST request a new Client Certificate; see [RFC7030], Section 4.2.

5.9.4. Enrollment Status Telemetry

For automated bootstrapping of devices, the administrative elements that provide bootstrapping also provide indications to the
system administrators concerning device life-cycle status. This might include information concerning attempted bootstrapping
messages seen by the client. The MASA provides logs and the status of credential enrollment. Since an end user is assumed per
[RFC7030], a final success indication back to the server is not included. This is insufficient for automated use cases.

The client MUST send an indicator to the registrar about its enrollment status. It does this by using an HTTP POST of a JSON
dictionary with the attributes described below to the new EST endpoint at "/.well-known/brski/enrollstatus".

When indicating a successful enroliment, the client SHOULD first re-establish the EST TLS session using the newly obtained
credentials. TLS 1.3 supports doing this in-band, but TLS 1.2 does not. The client SHOULD therefore always close the existing TLS
connection and start a new one, using the same Join Proxy.

In the case of a failed enroliment, the client MUST send the telemetry information over the same TLS connection that was used for
the enrollment attempt, with a Reason string indicating why the most recent enrollment failed. (For failed attempts, the TLS
connection is the most reliable way to correlate server-side information with what the client provides.)

The version and status fields MUST be present. The Reason field SHOULD be present whenever the status field is false. In the
case of a SUCCESS, the Reason string MAY be omitted.
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The reason-context attribute is an arbitrary JSON object (literal value or hash of values) that provides additional information specific
to the failure to unroll from this pledge. The contents of this field are not subject to standardization. This is represented by the group-
socket "$$arbitrary-map" in the CDDL.

\<CODE BEGINS> file "enrollstatus.cddl"

enrollstatus-post = {
"version": uint,
"status": bool,
? "reason": text,

? "reason-context" : { $$arbitrary-map }

\<CODE ENDS>

Figure 19: CDDL for Enrollment Status POST

An example status report can be seen below. It is sent with the media type: application/json

"version": 1,
"status":true,

"reason":"Informative human readable message",
"reason-context": { "additional" : "JSON" }

Figure 20: Example of Enrollment Status POST
The server SHOULD respond with an HTTP 200 but MAY simply fail with an HTTP 404 error.

Within the server logs, the server MUST capture if this message was received over a TLS session with a matching Client Certificate.

5.9.5. Multiple Certificates

Pledges that require multiple certificates could establish direct EST connections to the registrar.

5.9.6. EST over CoAP

This document describes extensions to EST for the purpose of bootstrapping remote key infrastructures. Bootstrapping is relevant
for CoAP enrollment discussions as well. The definition of EST and BRSKI over CoAP is not discussed within this document beyond
ensuring proxy support for CoAP operations. Instead, it is anticipated that a definition of CoAP mappings will occur in subsequent
documents such as [ACE-COAP-EST] and that CoAP mappings for BRSKI will be discussed either there or in future work.
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6. Clarification Of Transfer-Encoding

[RFC7030] defines endpoints to include a "Content-Transfer-Encoding" heading and payloads to be base64-encoded DER
[RFC4648].

When used within BRSKI, the original EST endpoints remain base64 encoded [RFC7030] (as clarified by [RFC8951]), but the new
BRSKI endpoints that send and receive binary artifacts (specifically, "/.well-known/brski/requestvoucher") are binary. That is, no
encoding is used.

In the BRSKI context, the EST "Content-Transfer-Encoding” header field SHOULD be ignored if present. This header field does not
need to be included.

7. Reduced Security Operational
Modes

A common requirement of bootstrapping is to support less secure operational modes for support-specific use cases. This section
suggests a range of mechanisms that would alter the security assurance of BRSKI to accommodate alternative deployment
architectures and mitigate life-cycle management issues identified in Section 10. They are presented here as informative (non-
normative) design guidance for future standardization activities. Section 9 provides standardization applicability statements for the
ANIMA ACP. Other users would expect that subsets of these mechanisms could be profiled with accompanying applicability
statements similar to the one described in Section 9.

This section is considered non-normative in the generality of the protocol. Use of the suggested mechanisms here MUST be
detailed in specific profiles of BRSKI, such as in Section 9.

7.1. Trust Model

This section explains the trust relationships detailed in Section 2.4:

| Manufacturer |
| Service |

| (Internet)

Figure 21: Elements of BRSKI Trust Model

« Pledge:

The pledge could be compromised and provide an attack vector for malware. The entity is trusted to only imprint using secure
methods described in this document. Additional endpoint assessment techniques are RECOMMENDED but are out of scope
of this document.
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« Join Proxy:
Provides proxy functionalities but is not involved in security considerations.
« Registrar:

When interacting with a MASA, a registrar makes all decisions. For Ownership Audit Vouchers (see [RFC8366]), the registrar
is provided an opportunity to accept MASA decisions.

« Vendor Service, MASA:

This form of manufacturer service is trusted to accurately log all claim attempts and to provide authoritative log information to
registrars. The MASA does not know which devices are associated with which domains. These claims could be strengthened
by using cryptographic log techniques to provide append only, cryptographic assured, publicly auditable logs.

« Vendor Service, Ownership Validation:

This form of manufacturer service is trusted to accurately know which device is owned by which domain.

7.2. Pledge Security Reductions

The following is a list of alternative behaviors that the pledge can be programmed to implement. These behaviors are not mutually
exclusive, nor are they dependent upon each other. Some of these methods enable offine and emergency (touch-based)
deployment use cases. Normative language is used as these behaviors are referenced in later sections in a normative fashion.

1. The pledge MUST accept nonceless vouchers. This allows for a use case where the registrar cannot connect to the MASA at
the deployment time. Logging and validity periods address the security considerations of supporting these use cases.

2. Many devices already support "trust on first use" for physical interfaces such as console ports. This document does not
change that reality. Devices supporting this protocol MUST NOT support "trust on first use" on network interfaces. This is
because "trust on first use" over network interfaces would undermine the logging based security protections provided by this
specification.

3. The pledge MAY have an operational mode where it skips voucher validation one time, for example, if a physical button is
depressed during the bootstrapping operation. This can be useful if the manufacturer service is unavailable. This behavior
SHOULD be available via local configuration or physical presence methods (such as use of a serial/craft console) to ensure
new entities can always be deployed even when autonomic methods fail. This allows for unsecured imprint.

4. A craft/serial console could include a command such as "est-enroll [2001:db8:0:1]:443" that begins the EST process from the
point after the voucher is validated. This process SHOULD include server certificate verification using an on-screen
fingerprint.

It is RECOMMENDED that "trust on first use" or any method of skipping voucher validation (including use of a craft serial console)
only be available if hardware-assisted Network Endpoint Assessment (NEA) [RFC5209] is supported. This recommendation ensures
that domain network monitoring can detect inappropriate use of offline or emergency deployment procedures when voucher-based
bootstrapping is not used.

7.3. Registrar Security Reductions

A registrar can choose to accept devices using less secure methods. They MUST NOT be the default behavior. These methods may
be acceptable in situations where threat models indicate that low security is adequate. This includes situations where security
decisions are being made by the local administrator:
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1. A registrar MAY choose to accept all devices, or all devices of a particular type. The administrator could make this choice in
cases where it is operationally difficult to configure the registrar with the unique identifier of each new device expected.

2. A registrar MAY choose to accept devices that claim a unique identity without the benefit of authenticating that claimed
identity. This could occur when the pledge does not include an X.509 IDevID factory-installed credential. New entities without
an X.509 IDevID credential MAY form the request per Section 5.2 using the format per Section 5.5 to ensure the pledge's
serial number information is provided to the registrar (this includes the IDevID AuthorityKeyldentifier value, which would be
statically configured on the pledge). The pledge MAY refuse to provide a TLS Client Certificate (as one is not available). The
pledge SHOULD support HTTP-based or certificate-less TLS authentication as described in EST [RFC7030], Section 3.3.2. A
registrar MUST NOT accept unauthenticated new entities unless it has been configured to do so by an administrator that has
verified that only expected new entities can communicate with a registrar (presumably via a physically secured perimeter.)

3. Aregistrar MAY submit a nonceless voucher-request to the MASA service (by not including a nonce in the voucher-request).
The resulting vouchers can then be stored by the registrar until they are needed during bootstrapping operations. This is for
use cases where the target network is protected by an air gap and therefore cannot contact the MASA service during pledge
deployment.

4. Aregistrar MAY ignore unrecognized nonceless log entries. This could occur when used equipment is purchased with a valid
history of being deployed in air gap networks that required offline vouchers.

5. A registrar MAY accept voucher formats of future types that cannot be parsed by the registrar. This reduces the registrar's
visibility into the exact voucher contents but does not change the protocol operations.

7.4. MASA Security Reductions

Lower security modes chosen by the MASA service affect all device deployments unless the lower security behavior is tied to
specific device identities. The modes described below can be applied to specific devices via knowledge of what devices were sold.
They can also be bound to specific customers (independent of the device identity) by authenticating the customer's registrar.

7.4.1. Issuing Nonceless Vouchers

A MASA has the option of not including a nonce in the voucher and/or not requiring one to be present in the voucher-request. This
results in distribution of a voucher that may never expire and, in effect, makes the specified domain an always trusted entity to the
pledge during any subsequent bootstrapping attempts. The log information captures when a nonceless voucher is issued so that the
registrar can make appropriate security decisions when a pledge joins the domain. Nonceless vouchers are useful to support use
cases where registrars might not be online during actual device deployment.

While a nonceless voucher may include an expiry date, a typical use for a nonceless voucher is for it to be long lived. If the device
can be trusted to have an accurate clock (the MASA will know), then a nonceless voucher CAN be issued with a limited lifetime.

A more typical case for a nonceless voucher is for use with offline onboarding scenarios where it is not possible to pass a fresh
voucher-request to the MASA. The use of a long-lived voucher also eliminates concern about the availability of the MASA many
years in the future. Thus, many nonceless vouchers will have no expiry dates.

Thus, the long-lived nonceless voucher does not require proof that the device is online. Issuing such a thing is only accepted when
the registrar is authenticated by the MASA and the MASA is authorized to provide this functionality to this customer. The MASA is
RECOMMENDED to use this functionality only in concert with an enhanced level of ownership tracking, the details of which are out
of scope for this document.

If the pledge device is known to have a real-time clock that is set from the factory, use of a voucher validity period is
RECOMMENDED.

7.4.2. Trusting Owners on First Use
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A MASA has the option of not verifying ownership before responding with a voucher. This is expected to be a common operational
model because doing so relieves the manufacturer providing MASA services from having to track ownership during shipping and
throughout the supply chain, and it allows for a very low overhead MASA service. A registrar uses the audit-log information as an in-
depth defense strategy to ensure that this does not occur unexpectedly (for example, when purchasing new equipment, the registrar
would throw an error if any audit-log information is reported). The MASA SHOULD verify the prior-signed-voucher-request
information for pledges that support that functionality. This provides a proof-of-proximity check that reduces the need for ownership
verification. The proof-of-proximity comes from the assumption that the pledge and Join Proxy are on the same link-local
connection.

A MASA that practices TOFU for registrar identity may wish to annotate the origin of the connection by IP address or netblock and
restrict future use of that identity from other locations. A MASA that does this SHOULD take care to not create nuisance situations
for itself when a customer has multiple registrars or uses outgoing IPv4-to-IPv4 NAT (NAT44) connections that change frequently.

7.4.3. Updating or Extending Voucher Trust Anchors

This section deals with two problems: A MASA that is no longer available due to a failed business and a MASA that is uncooperative
to a secondary sale.

A manufacturer could offer a management mechanism that allows the list of voucher verification trust anchors to be extended.
[YANG-KEYSTORE] describes one such interface that could be implemented using YANG. Pretty much any configuration
mechanism used today could be extended to provide the needed additional update. A manufacturer could even decide to install the
domain CA trust anchors received during the EST "cacerts" step as voucher verification anchors. Some additional signals will be
needed to clearly identify which keys have voucher validation authority from among those signed by the domain CA. This is future
work.

With the above change to the list of anchors, vouchers can be issued by an alternate MASA. This could be the previous owner (the
seller) or some other trusted third party who is mediating the sale. If it is a third party, the seller would need to take steps to
introduce the third-party configuration to the device prior to disconnection. The third party (e.g., a wholesaler of used equipment)
could, however, use a mechanism described in Section 7.2 to take control of the device after receiving it physically. This would
permit the third party to act as the MASA for future onboarding actions. As the IDevID certificate probably cannot be replaced, the
new owner's registrar would have to support an override of the MASA URL.

To be useful for resale or other transfers of ownership, one of two situations will need to occur. The simplest is that the device is not
put through any kind of factory default/reset before going through onboarding again. Some other secure, physical signal would be
needed to initiate it. This is most suitable for redeploying a device within the same enterprise. This would entail having previous
configuration in the system until entirely replaced by the new owner, and it represents some level of risk.

For the second scenario, there would need to be two levels of factory reset. One would take the system back entirely to
manufacturer state, including removing any added trust anchors, and the other (more commonly used) one would just restore the
configuration back to a known default without erasing trust anchors. This weaker factory reset might leave valuable credentials on
the device, and this may be unacceptable to some owners.

As a third option, the manufacturer's trust anchors could be entirely overwritten with local trust anchors. A factory default would
never restore those anchors. This option comes with a lot of power but is also a lot of responsibility: if access to the private part of
the new anchors are lost, the manufacturer may be unable to help.

8. IANA Considerations

Per this document, IANA has completed the following actions.
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8.1. The IETF XML Registry

This document registers a URI in the "IETF XML Registry" [RFC3688]. IANA has registered the following:
« URL
urn:ietf:params:xml:ns:yang:ietf-voucher-request
« Registrant Contact:
The ANIMA WG of the IETF.
o XML:

N/A; the requested URI is an XML namespace.

8.2. YANG Module Names Registry

This document registers a YANG module in the "YANG Module Names" registry [RFC6020]. IANA has registered the following:
« Name:
ietf-voucher-request
« Namespace:
urn:ietf:params:xml:ns:yang:ietf-voucher-request
o Prefix:
vch
« Reference:

RFC 8995

8.3. BRSKI Well-Known Considerations

8.3.1. BRSKI .well-known Registration

To the "Well-Known URIS" registry at https://www.iana.org/assignments/well-known-uris/, this document registers the well-known
name "brski" with the following filled-in template from [RFC8615]:

« URI Suffix:

brski
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« Change Controller:
IETF

IANA has changed the registration of "est" to now only include [RFC7030] and no longer this document. Earlier draft versions of this
document used "/.well-known/est" rather than "/.well-known/brski".

8.3.2. BRSKI .well-known Registry

IANA has created a new registry entitled: "BRSKI Well-Known URIs". The registry has three columns: URI, Description, and
Reference. New items can be added using the Specification Required [RFC8126] process. The initial contents of this registry are:

Description Reference

requestvoucher pledge to registrar, and from registrar to MASA RFC 8995
voucher_status pledge to registrar RFC 8995
requestauditlog registrar to MASA RFC 8995
enrollstatus pledge to registrar RFC 8995

8.4. PKIX Registry

IANA has registered the following:
a number for id-mod-MASAURLExtn2016(96) from the pkix(7) id-mod(0) Registry.

IANA has assigned a number from the id-pe registry (Structure of Management Information (SMI) Security for PKIX Certificate
Extension) for id-pe-masa-url with the value 32, resulting in an OID of 1.3.6.1.5.5.7.1.32.

8.5. Pledge BRSKI Status Telemetry

IANA has created a new registry entitled "BRSKI Parameters" and has created, within that registry, a table called: "Pledge BRSKI
Status Telemetry Attributes"”. New items can be added using the Specification Required process. The following items are in the initial
registration, with this document (see Section 5.7) as the reference:

« version
« Status

« Reason
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« reason-context

8.6. DNS Service Names

IANA has registered the following service names:
« Service Name:
brski-proxy
« Transport Protocol(s):
tcp
« Assignee:
IESG <iesg@ietf.org>
« Contact:
IESG <iesg@ietf.org>
« Description:
The Bootstrapping Remote Secure Key Infrastructure Proxy
« Reference:
RFC 8995
« Service Name:
brski-registrar
« Transport Protocol(s):
tcp
« Assignee:
IESG <iesg@ietf.org>
« Contact:
IESG <iesg@ietf.org>
« Description:

The Bootstrapping Remote Secure Key Infrastructure Registrar
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8.7. GRASP Objective Names

IANA has registered the following GRASP Objective Names:

IANA has registered the value "AN_Proxy" (without quotes) to the "GRASP Objective Names" table in the GRASP Parameter
registry. The specification for this value is Section 4.1.1 of this document.

The IANA has registered the value "AN_join_registrar" (without quotes) to the "GRASP Objective Names" table in the GRASP
Parameter registry. The specification for this value is Section 4.3 of this document.

9. Applicability To The Autonomic
Control Plane (ACP)

This document provides a solution to the requirements for secure bootstrapping as defined in "Using an Autonomic Control Plane for
Stable Connectivity of Network Operations, Administration, and Maintenance (OAM)" [RFC8368], "A Reference Model for Autonomic
Networking" [RFC8993], and specifically "An Autonomic Control Plane (ACP)" [RFC8994]; see Sections 3.2 ("Secure Bootstrap over
an Unconfigured Network™") and 6.2 ("ACP Domain, Certificate, and Network").

The protocol described in this document has appeal in a number of other non-ANIMA use cases. Such uses of the protocol will be
deployed into other environments with different tradeoffs of privacy, security, reliability, and autonomy from manufacturers. As such,
those use cases will need to provide their own applicability statements and will need to address unique privacy and security
considerations for the environments in which they are used.

The ACP that is bootstrapped by the BRSKI protocol is typically used in medium to large Internet service provider organizations.
Equivalent enterprises that have significant Layer 3 router connectivity also will find significant benefit, particularly if the enterprise
has many sites. (A network consisting of primarily Layer 2 is not excluded, but the adjacencies that the ACP will create and maintain
will not reflect the topology until all devices participate in the ACP.)

In the ACP, the Join Proxy is found to be proximal because communication between the pledge and the Join Proxy is exclusively on
IPv6 link-local addresses. The proximity of the Join Proxy to the registrar is validated by the registrar using ANI ACP IPv6 ULAs.
ULAs are not routable over the Internet, so as long as the Join Proxy is operating correctly, the proximity assertion is satisfied. Other
uses of BRSKI will need similar analysis if they use proximity assertions.

As specified in the ANIMA charter, this work "focuses on professionally-managed networks." Such a network has an operator and
can do things like install, configure, and operate the registrar function. The operator makes purchasing decisions and is aware of
what manufacturers it expects to see on its network.

Such an operator is also capable of performing bootstrapping of a device using a serial console (craft console). The zero-touch
mechanism presented in this and the ACP document [RFC8994] represents a significant efficiency: in particular, it reduces the need
to put senior experts on airplanes to configure devices in person.

As the technology evolves, there is recognition that not every situation may work out, and occasionally a human may still have to
visit. Given this, some mechanisms are presented in Section 7.2. The manufacturer MUST provide at least one of the one-touch
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mechanisms described that permit enroliment to proceed without the availability of any manufacturer server (such as the MASA).

The BRSKI protocol is going into environments where there have already been quite a number of vendor proprietary management
systems. Those are not expected to go away quickly but rather to leverage the secure credentials that are provisioned by BRSKI.
The connectivity requirements of the said management systems are provided by the ACP.

9.1. Operational Requirements

This section collects operational requirements based upon the three roles involved in BRSKI: the MASA, the (domain) owner, and
the device. It should be recognized that the manufacturer may be involved in two roles, as it creates the software/firmware for the
device and may also be the operator of the MASA.

The requirements in this section are presented using BCP 14 language [RFC2119] [RFC8174]. These do not represent new
normative statements, just a review of a few such things in one place by role. They also apply specifically to the ANIMA ACP use
case. Other use cases likely have similar, but MAY have different, requirements.

9.1.1. MASA Operational Requirements

The manufacturer MUST arrange for an online service called the MASA to be available. It MUST be available at the URL that is
encoded in the IDevID certificate extensions described in Section 2.3.2.

The online service MUST have access to a private key with which to sign voucher artifacts [RFC8366]. The public key, certificate, or
certificate chain MUST be built into the device as part of the firmware.

It is RECOMMENDED that the manufacturer arrange for this signing key (or keys) to be escrowed according to typical software
source code escrow practices [softwareescrow].

The MASA accepts voucher-requests from domain owners according to an operational practice appropriate for the device. This can
range from any domain owner (first-come first-served, on a TOFU-like basis), to full sales channel integration where domain owners
need to be positively identified by TLS pinned Client Certificates or an HTTP authentication process. The MASA creates signed
voucher artifacts according to its internally defined policies.

The MASA MUST operate an audit-log for devices that is accessible. The audit-log is designed to be easily cacheable, and the
MASA MAY find it useful to put this content on a Content Delivery Network (CDN).

9.1.2. Domain Owner Operational Requirements

The domain owner MUST operate an EST [RFC7030] server with the extensions described in this document. This is the JRC or
registrar. This JRC/EST server MUST announce itself using GRASP within the ACP. This EST server will typically reside with the
Network Operations Center for the organization.

The domain owner MAY operate an internal CA that is separate from the EST server, or it MAY combine all activities into a single
device. The determination of the architecture depends upon the scale and resiliency requirements of the organization. Multiple JRC
instances MAY be announced into the ACP from multiple locations to achieve an appropriate level of redundancy.

In order to recognize which devices and which manufacturers are welcome on the domain owner's network, the domain owner
SHOULD maintain an acceptlist of manufacturers. This MAY extend to integration with purchasing departments to know the serial
numbers of devices.

The domain owner SHOULD use the resulting overlay ACP network to manage devices, replacing legacy out-of-band mechanisms.
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The domain owner SHOULD operate one or more EST servers that can be used to renew the domain certificates (LDevIDs), which
are deployed to devices. These servers MAY be the same as the JRC or MAY be a distinct set of devices, as appropriate for
resiliency.

The organization MUST take appropriate precautions against loss of access to the CA private key. Hardware security modules
and/or secret splitting are appropriate.

9.1.3. Device Operational Requirements
Devices MUST come with built-in trust anchors that permit the device to validate vouchers from the MASA.
Devices MUST come with (unique, per-device) IDevID certificates that include their serial numbers and the MASA URL extension.

Devices are expected to find Join Proxies using GRASP, and then connect to the JRC using the protocol described in this
document.

Once a domain owner has been validated with the voucher, devices are expected to enroll into the domain using EST. Devices are
then expected to form ACPs using IPsec over IPv6 link-local addresses as described in [RFC8994].

Once a device has been enrolled, it SHOULD listen for the address of the JRC using GRASP, and it SHOULD enable itself as a
Join Proxy and announce itself on all links/interfaces using GRASP DULL.

Devices are expected to renew their certificates before they expire.

10. Privacy Considerations

10.1. MASA Audit-Log

The MASA audit-log includes the domainID for each domain a voucher has been issued to. This information is closely related to the
actual domain identity. A MASA may need additional defenses against Denial-of-Service attacks (Section 11.1), and this may involve
collecting additional (unspecified here) information. This could provide sufficient information for the MASA service to build a detailed
understanding of the devices that have been provisioned within a domain.

There are a number of design choices that mitigate this risk. The domain can maintain some privacy since it has not necessarily
been authenticated and is not authoritatively bound to the supply chain.

Additionally, the domainID captures only the unauthenticated subject key identifier of the domain. A privacy-sensitive domain could
theoretically generate a new domainID for each device being deployed. Similarly, a privacy-sensitive domain would likely purchase
devices that support proximity assertions from a manufacturer that does not require sales channel integrations. This would result in
a significant level of privacy while maintaining the security characteristics provided by the registrar-based audit-log inspection.

10.2. What BRSKI-EST Reveals

During the provisional phase of the BRSKI-EST connection between the pledge and the registrar, each party reveals its certificates
to each other. For the pledge, this includes the serialNumber attribute, the MASA URL, and the identity that signed the IDevID
certificate.
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TLS 1.2 reveals the certificate identities to on-path observers, including the Join Proxy.

TLS 1.3 reveals the certificate identities only to the end parties, but as the connection is provisional; an on-path attacker (MITM) can
see the certificates. This includes not just malicious attackers but also registrars that are visible to the pledge but are not part of the
intended domain.

The certificate of the registrar is rather arbitrary from the point of view of the BRSKI protocol. As no validations [RFC6125] are
expected to be done, the contents could be easily pseudonymized. Any device that can see a Join Proxy would be able to connect
to the registrar and learn the identity of the network in question. Even if the contents of the certificate are pseudonymized, it would
be possible to correlate different connections in different locations that belong to the same entity. This is unlikely to present a
significant privacy concern to ANIMA ACP uses of BRSKI, but it may be a concern to other users of BRSKI.

The certificate of the pledge could be revealed by a malicious Join Proxy that performed a MITM attack on the provisional TLS
connection. Such an attacker would be able to reveal the identity of the pledge to third parties if it chose to do so.

Research into a mechanism to do multistep, multiparty authenticated key agreement, incorporating some kind of zero-knowledge
proof, would be valuable. Such a mechanism would ideally avoid disclosing identities until the pledge, registrar, and MASA agree to
the transaction. Such a mechanism would need to discover the location of the MASA without knowing the identity of the pledge or
the identity of the MASA. This part of the problem may be unsolvable.

10.3. What BRSKI-MASA Reveals To The Manufacturer

With consumer-oriented devices, the "call-home" mechanism in 10T devices raises significant privacy concerns. See [livingwithloT]
and [loTstrangeThings] for exemplars. The ACP usage of BRSKI is not targeted at individual usage of loT devices but rather at the
enterprise and ISP creation of networks in a zero-touch fashion where the "call-home" represents a different class of privacy and
life-cycle management concerns.

It needs to be reiterated that the BRSKI-MASA mechanism only occurs once during the commissioning of the device. It is well
defined, and although encrypted with TLS, it could in theory be made auditable as the contents are well defined. This connection
does not occur when the device powers on or is restarted for normal routines. (It is conceivable, but remarkably unusual, that a
device could be forced to go through a full factory reset during an exceptional firmware update situation, after which enroliment
would have to be repeated, and a new connection would occur.)

The BRSKI call-home mechanism is mediated via the owner's registrar, and the information that is transmitted is directly auditable
by the device owner. This is in stark contrast to many "call-home" protocols where the device autonomously calls home and uses an
undocumented protocol.

While the contents of the signed part of the pledge voucher-request cannot be changed, they are not encrypted at the registrar. The
ability to audit the messages by the owner of the network is a mechanism to defend against exfiltration of data by a nefarious
pledge. Both are, to reiterate, encrypted by TLS while in transit.

The BRSKI-MASA exchange reveals the following information to the manufacturer:

« the identity of the device being enrolled. This is revealed by transmission of a signed voucher-request containing the serial-
number. The manufacturer can usually link the serial number to a device model.

« an identity of the domain owner in the form of the domain trust anchor. However, this is not a global PKl-anchored name
within the WebPKI, so this identity could be pseudonymous. If there is sales channel integration, then the MASA will have
authenticated the domain owner, via either a pinned certificate or perhaps another HTTP authentication method, as per
Section 5.5.4.

« the time the device is activated.

« the IP address of the domain owner's registrar. For ISPs and enterprises, the IP address provides very clear geolocation of
the owner. No amount of IP address privacy extensions [RFC8981] can do anything about this, as a simple whois lookup
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likely identifies the ISP or enterprise from the upper bits anyway. A passive attacker who observes the connection definitely
may conclude that the given enterprise/ISP is a customer of the particular equipment vendor. The precise model that is being
enrolled will remain private.

Based upon the above information, the manufacturer is able to track a specific device from pseudonymous domain identity to the
next pseudonymous domain identity. If there is sales-channel integration, then the identities are not pseudonymous.

The manufacturer knows the IP address of the registrar, but it cannot see the IP address of the device itself. The manufacturer
cannot track the device to a detailed physical or network location, only to the location of the registrar. That is likely to be at the
enterprise or ISP's headquarters.

The above situation is to be distinguished from a residential/individual person who registers a device from a manufacturer.
Individuals do not tend to have multiple offices, and their registrar is likely on the same network as the device. A manufacturer that
sells switching/routing products to enterprises should hardly be surprised if additional purchases of switching/routing products are
made. Deviations from a historical trend or an established baseline would, however, be notable.

The situation is not improved by the enterprise/ISP using anonymization services such as Tor [Dingledine], as a TLS 1.2 connection
will reveal the ClientCertificate used, clearly identifying the enterprise/ISP involved. TLS 1.3 is better in this regard, but an active
attacker can still discover the parties involved by performing a MITM attack on the first attempt (breaking/killing it with a TCP reset
(RST)), and then letting subsequent connection pass through.

A manufacturer could attempt to mix the BRSKI-MASA traffic in with general traffic on their site by hosting the MASA behind the
same (set) of load balancers that the company's normal marketing site is hosted behind. This makes a lot of sense from a straight
capacity planning point of view as the same set of services (and the same set of Distributed Denial-of-Service mitigations) may be
used. Unfortunately, as the BRSKI-MASA connections include TLS ClientCertificate exchanges, this may easily be observed in TLS
1.2, and a traffic analysis may reveal it even in TLS 1.3. This does not make such a plan irrelevant. There may be other
organizational reasons to keep the marketing site (which is often subject to frequent redesigns, outsourcing, etc.) separate from the
MASA, which may need to operate reliably for decades.

10.4. Manufacturers And Used Or Stolen Equipment

As explained above, the manufacturer receives information each time a device that is in factory-default mode does a zero-touch
bootstrap and attempts to enroll into a domain owner's registrar.

The manufacturer is therefore in a position to decline to issue a voucher if it detects that the new owner is not the same as the
previous owner.

1. This can be seen as a feature if the equipment is believed to have been stolen. If the legitimate owner notifies the
manufacturer of the theft, then when the new owner brings the device up, if they use the zero-touch mechanism, the new
(illegitimate) owner reveals their location and identity.

2. In the case of used equipment, the initial owner could inform the manufacturer of the sale, or the manufacturer may just
permit resales unless told otherwise. In which case, the transfer of ownership simply occurs.

3. A manufacturer could, however, decide not to issue a new voucher in response to a transfer of ownership. This is essentially
the same as the stolen case, with the manufacturer having decided that the sale was not legitimate.

4. There is a fourth case, if the manufacturer is providing protection against stolen devices. The manufacturer then has a
responsibility to protect the legitimate owner against fraudulent claims that the equipment was stolen. In the absence of such
manufacturer protection, such a claim would cause the manufacturer to refuse to issue a new voucher. Should the device go
through a deep factory reset (for instance, replacement of a damaged main board component), the device would not
bootstrap.

5. Finally, there is a fifth case: the manufacturer has decided to end-of-line the device, or the owner has not paid a yearly
support amount, and the manufacturer refuses to issue new vouchers at that point. This last case is not new to the industry:
many license systems are already deployed that have a significantly worse effect.

Page 137 of 247

This document is the property of nquiringMinds. It contains confidential and proprietary information for the individual or entity to which it was provided by nquiringMinds, only for the
purposes expressly communicated by nquiringMinds. If you are not the intended recipient, you are hereby notified that any disclosure, copying, distribution, dissemination or use of the
contents of this document is strictly prohibited. If you have received this document in error, please notify the sender immediately and delete the document. nquiringMinds cannot accept
any liability for loss or damage resulting from the use of the information in this document. Copyright (c) 2024, nquiringMinds. All rights reserved.


https://www.rfc-editor.org/rfc/rfc8995.html#Dingledine
https://www.rfc-editor.org/rfc/rfc8995.html#section-10.4
https://www.rfc-editor.org/rfc/rfc8995.html#name-manufacturers-and-used-or-s

This section has outlined five situations in which a manufacturer could use the voucher system to enforce what are clearly license
terms. A manufacturer that attempted to enforce license terms via vouchers would find it rather ineffective as the terms would only
be enforced when the device is enrolled, and this is not (to repeat) a daily or even monthly occurrence.

10.5. Manufacturers And Grey Market Equipment

Manufacturers of devices often sell different products into different regional markets. Which product is available in which market can
be driven by price differentials, support issues (some markets may require manuals and tech support to be done in the local
language), and government export regulation (such as whether strong crypto is permitted to be exported or permitted to be used in
a particular market). When a domain owner obtains a device from a different market (they can be new) and transfers it to a different
location, this is called a Grey Market.

A manufacturer could decide not to issue a voucher to an enterprise/ISP based upon their location. There are a number of ways that
this could be determined: from the geolocation of the registrar, from sales channel knowledge about the customer, and from what
products are available or unavailable in that market. If the device has a GPS, the coordinates of the device could even be placed
into an extension of the voucher.

The above actions are not illegal, and not new. Many manufacturers have shipped crypto-weak (exportable) versions of firmware as
the default on equipment for decades. The first task of an enterprise/ISP has always been to login to a manufacturer system, show
one's "entitlement" (country information, proof that support payments have been made), and receive either a new updated firmware
or a license key that will activate the correct firmware.

BRSKI permits the above process to be automated (in an autonomic fashion) and therefore perhaps encourages this kind of
differentiation by reducing the cost of doing it.

An issue that manufacturers will need to deal with in the above automated process is when a device is shipped to one country with
one set of rules (or laws or entitlements), but the domain registry is in another one. Which rules apply is something that will have to
be worked out: the manufacturer could believe they are dealing with Grey Market equipment when they are simply dealing with a
global enterprise.

10.6. Some Mitigations For Meddling By Manufacturers

The most obvious mitigation is not to buy the product. Pick manufacturers that are up front about their policies and who do not
change them gratuitously.

Section 7.4.3 describes some ways in which a manufacturer could provide a mechanism to manage the trust anchors and built-in
certificates (IDevID) as an extension. There are a variety of mechanisms, and some may take a substantial amount of work to get
exactly correct. These mechanisms do not change the flow of the protocol described here but rather allow the starting trust
assumptions to be changed. This is an area for future standardization work.

Replacement of the voucher validation anchors (usually pointing to the original manufacturer's MASA) with those of the new owner
permits the new owner to issue vouchers to subsequent owners. This would be done by having the selling (old) owner run a MASA.

The BRSKI protocol depends upon a trust anchor and an identity on the device. Management of these entities facilitates a few new
operational modes without making any changes to the BRSKI protocol. Those modes include: offline modes where the domain
owner operates an internal MASA for all devices, resell modes where the first domain owner becomes the MASA for the next
(resold-to) domain owner, and services where an aggregator acquires a large variety of devices and then acts as a pseudonymized
MASA for a variety of devices from a variety of manufacturers.
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Although replacement of the IDevID is not required for all modes described above, a manufacturer could support such a thing.
Some may wish to consider replacement of the IDevID as an indication that the device's warranty is terminated. For others, the
privacy requirements of some deployments might consider this a standard operating practice.

As discussed at the end of Section 5.8.1, new work could be done to use a distributed consensus technology for the audit-log. This
would permit the audit-log to continue to be useful, even when there is a chain of MASA due to changes of ownership.

10.7. Death Of A Manufacturer

A common concern has been that a manufacturer could go out of business, leaving owners of devices unable to get new vouchers
for existing products. Said products might have been previously deployed but need to be reinitialized, used, or kept in a warehouse
as long-term spares.

The MASA was named the Manufacturer Authorized Signing Authority to emphasize that it need not be the manufacturer itself that
performs this. It is anticipated that specialist service providers will come to exist that deal with the creation of vouchers in much the
same way that many companies have outsourced email, advertising, and janitorial services.

Further, it is expected that as part of any service agreement, the manufacturer would arrange to escrow appropriate private keys
such that a MASA service could be provided by a third party. This has routinely been done for source code for decades.

11. Security Considerations

This document details a protocol for bootstrapping that balances operational concerns against security concerns. As detailed in the
introduction, and touched on again in Section 7, the protocol allows for reduced security modes. These attempt to deliver additional
control to the local administrator and owner in cases where less security provides operational benefits. This section goes into more
detail about a variety of specific considerations.

To facilitate logging and administrative oversight, in addition to triggering registrar verification of MASA logs, the pledge reports on
the voucher parsing status to the registrar. In the case of a failure, this information is informative to a potentially malicious registrar.
This is mandated anyway because of the operational benefits of an informed administrator in cases where the failure is indicative of
a problem. The registrar is RECOMMENDED to verify MASA logs if voucher status telemetry is not received.

To facilitate truly limited clients, EST requires that the client MUST support a client authentication model (see [RFC7030], Section
3.3.2); Section 7 updates these requirements by stating that the registrar MAY choose to accept devices that fail cryptographic
authentication. This reflects current (poor) practices in shipping devices without a cryptographic identity that are NOT
RECOMMENDED.

During the provisional period of the connection, the pledge MUST treat all HTTP header and content data as untrusted data. HTTP
libraries are regularly exposed to non-secured HTTP traffic: mature libraries should not have any problems.

Pledges might chose to engage in protocol operations with multiple discovered registrars in parallel. As noted above, they will only
do so with distinct nonce values, but the end result could be multiple vouchers issued from the MASA if all registrars attempt to
claim the device. This is not a failure, and the pledge chooses whichever voucher to accept based on internal logic. The registrars
verifying log information will see multiple entries and take this into account for their analytic purposes.

11.1. Denial Of Service (DoS) Against MASA
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There are use cases where the MASA could be unavailable or uncooperative to the registrar. They include active DoS attacks,
planned and unplanned network partitions, changes to MASA policy, or other instances where MASA policy rejects a claim. These
introduce an operational risk to the registrar owner in that MASA behavior might limit the ability to bootstrap a pledge device. For
example, this might be an issue during disaster recovery. This risk can be mitigated by registrars that request and maintain long-
term copies of "nonceless" vouchers. In that way, they are guaranteed to be able to bootstrap their devices.

The issuance of nonceless vouchers themselves creates a security concern. If the registrar of a previous domain can intercept
protocol communications, then it can use a previously issued nonceless voucher to establish management control of a pledge
device even after having sold it. This risk is mitigated by recording the issuance of such vouchers in the MASA audit-log that is
verified by the subsequent registrar and by pledges only bootstrapping when in a factory default state. This reflects a balance
between enabling MASA independence during future bootstrapping and the security of bootstrapping itself. Registrar control over
requesting and auditing nonceless vouchers allows device owners to choose an appropriate balance.

The MASA is exposed to DoS attacks wherein attackers claim an unbounded number of devices. Ensuring a registrar is
representative of a valid manufacturer customer, even without validating ownership of specific pledge devices, helps to mitigate this.
Pledge signatures on the pledge voucher-request, as forwarded by the registrar in the prior-signed-voucher-request field of the
registrar voucher-request, significantly reduce this risk by ensuring the MASA can confirm proximity between the pledge and the
registrar making the request. Supply-chain integration ("know your customer") is an additional step that MASA providers and device
vendors can explore.

11.2. DomainID Must Be Resistant To Second-Preimage Attacks

The domainlID is used as the reference in the audit-log to the domain. The domainID is expected to be calculated by a hash that is
resistant to a second-preimage attack. Such an attack would allow a second registrar to create audit-log entries that are fake.

11.3. Availability Of Good Random Numbers

The nonce used by the pledge in the voucher-request SHOULD be generated by a Strong Cryptographic Sequence ([RFC4086],
Section 6.2). TLS has a similar requirement.

In particular, implementations should pay attention to the advance in [RFC4086]; see Sections 3 and, in particular, 3.4. The random
seed used by a device at boot MUST be unique across all devices and all bootstraps. Resetting a device to factory default state
does not obviate this requirement.

11.4. Freshness In Voucher-Requests

A concern has been raised that the pledge voucher-request should contain some content (a nonce) provided by the registrar and/or
MASA in order for those actors to verify that the pledge voucher-request is fresh.

There are a number of operational problems with getting a nonce from the MASA to the pledge. It is somewhat easier to collect a
random value from the registrar, but as the registrar is not yet vouched for, such a registrar nonce has little value. There are privacy
and logistical challenges to addressing these operational issues, so if such a thing were to be considered, it would have to provide
some clear value. This section examines the impacts of not having a fresh pledge voucher-request.

Because the registrar authenticates the pledge, a full MITM attack is not possible, despite the provisional TLS authentication by the
pledge (see Section 5.) Instead, we examine the case of a fake registrar (Rm) that communicates with the pledge in parallel or in
close-time proximity with the intended registrar. (This scenario is intentionally supported as described in Section 4.1.)

Page 140 of 247

This document is the property of nquiringMinds. It contains confidential and proprietary information for the individual or entity to which it was provided by nquiringMinds, only for the
purposes expressly communicated by nquiringMinds. If you are not the intended recipient, you are hereby notified that any disclosure, copying, distribution, dissemination or use of the
contents of this document is strictly prohibited. If you have received this document in error, please notify the sender immediately and delete the document. nquiringMinds cannot accept
any liability for loss or damage resulting from the use of the information in this document. Copyright (c) 2024, nquiringMinds. All rights reserved.


https://www.rfc-editor.org/rfc/rfc8995.html#section-11.2
https://www.rfc-editor.org/rfc/rfc8995.html#name-domainid-must-be-resistant-
https://www.rfc-editor.org/rfc/rfc8995.html#section-11.3
https://www.rfc-editor.org/rfc/rfc8995.html#name-availability-of-good-random
https://www.rfc-editor.org/rfc/rfc8995.html#RFC4086
https://www.rfc-editor.org/rfc/rfc4086#section-6.2
https://www.rfc-editor.org/rfc/rfc8995.html#RFC4086
https://www.rfc-editor.org/rfc/rfc4086#section-3
https://www.rfc-editor.org/rfc/rfc4086#section-3.4
https://www.rfc-editor.org/rfc/rfc8995.html#section-11.4
https://www.rfc-editor.org/rfc/rfc8995.html#name-freshness-in-voucher-reques
https://www.rfc-editor.org/rfc/rfc8995.html#ProtocolDetails
https://www.rfc-editor.org/rfc/rfc8995.html#discovery

The fake registrar (Rm) can obtain a voucher signed by the MASA either directly or through arbitrary intermediaries. Assuming that
the MASA accepts the registrar voucher-request (because either the Rm is collaborating with a legitimate registrar according to
supply-chain information or the MASA is in audit-log only mode), then a voucher linking the pledge to the registrar Rm is issued.

Such a voucher, when passed back to the pledge, would link the pledge to registrar Rm and permit the pledge to end the provisional
state. It now trusts the Rm and, if it has any security vulnerabilities leverageable by an Rm with full administrative control, can be
assumed to be a threat against the intended registrar.

This flow is mitigated by the intended registrar verifying the audit-logs available from the MASA as described in Section 5.8. The Rm
might chose to collect a voucher-request but wait until after the intended registrar completes the authorization process before
submitting it. This pledge voucher-request would be "stale" in that it has a nonce that no longer matches the internal state of the
pledge. In order to successfully use any resulting voucher, the Rm would need to remove the stale nonce or anticipate the pledge's
future nonce state. Reducing the possibility of this is why the pledge is mandated to generate a strong random or pseudo-random
number nonce.

Additionally, in order to successfully use the resulting voucher, the Rm would have to attack the pledge and return it to a
bootstrapping-enabled state. This would require wiping the pledge of current configuration and triggering a rebootstrapping of the
pledge. This is no more likely than simply taking control of the pledge directly, but if this is a consideration, it is RECOMMENDED
that the target network take the following steps:

« Ongoing network monitoring for unexpected bootstrapping attempts by pledges.

« Retrieval and examination of MASA log information upon the occurrence of any such unexpected events. The Rm will be
listed in the logs along with nonce information for analysis.

11.5. Trusting Manufacturers

The BRSKI extensions to EST permit a new pledge to be completely configured with domain-specific trust anchors. The link from
built-in manufacturer-provided trust anchors to domain-specific trust anchors is mediated by the signed voucher artifact.

If the manufacturer's IDevID signing key is not properly validated, then there is a risk that the network will accept a pledge that
should not be a member of the network. As the address of the manufacturer's MASA is provided in the IDevID using the extension
from Section 2.3, the malicious pledge will have no problem collaborating with its MASA to produce a completely valid voucher.

BRSKI does not, however, fundamentally change the trust model from domain owner to manufacturer. Assuming that the pledge
used its IDevID with EST [RFC7030] and BRSKI, the domain (registrar) still needs to trust the manufacturer.

Establishing this trust between domain and manufacturer is outside the scope of BRSKI. There are a number of mechanisms that
can be adopted including:

« Manually configuring each manufacturer's trust anchor.

« A TOFU mechanism. A human would be queried upon seeing a manufacturer's trust anchor for the first time, and then the
trust anchor would be installed to the trusted store. There are risks with this; even if the key to name mapping is validated
using something like the WebPKIl, there remains the possibility that the name is a look alike: e.g., dem0.example. vs.
demO.example.

« scanning the trust anchor from a QR code that came with the packaging (this is really a manual TOFU mechanism).

« some sales integration processing where trust anchors are provided as part of the sales process, probably included in a
digital packing "slip", or a sales invoice.

« consortium membership, where all manufacturers of a particular device category (e.g, a light bulb or a cable modem) are
signed by a CA specifically for this. This is done by CableLabs today. It is used for authentication and authorization as part of
[docsisroot] and [TRO69].
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The existing WebPKI provides a reasonable anchor between manufacturer name and public key. It authenticates the key. It does not
provide a reasonable authorization for the manufacturer, so it is not directly usable on its own.

11.6. Manufacturer Maintenance Of Trust Anchors

BRSKI depends upon the manufacturer building in trust anchors to the pledge device. The voucher artifact that is signed by the
MASA will be validated by the pledge using that anchor. This implies that the manufacturer needs to maintain access to a signing
key that the pledge can validate.

The manufacturer will need to maintain the ability to make signatures that can be validated for the lifetime that the device could be
onboarded. Whether this onboarding lifetime is less than the device lifetime depends upon how the device is used. An inventory of
devices kept in a warehouse as spares might not be onboarded for many decades.

There are good cryptographic hygiene reasons why a manufacturer would not want to maintain access to a private key for many
decades. A manufacturer in that situation can leverage a long-term CA anchor, built-in to the pledge, and then a certificate chain
may be incorporated using the normal CMS certificate set. This may increase the size of the voucher artifacts, but that is not a
significant issue in non-constrained environments.

There are a few other operational variations that manufacturers could consider. For instance, there is no reason that every device
need have the same set of trust anchors preinstalled. Devices built in different factories, or on different days, or in any other
consideration, could have different trust anchors built in, and the record of which batch the device is in would be recorded in the
asset database. The manufacturer would then know which anchor to sign an artifact against.

Aside from the concern about long-term access to private keys, a major limiting factor for the shelf life of many devices will be the
age of the cryptographic algorithms included. A device produced in 2019 will have hardware and software capable of validating
algorithms common in 2019 and will have no defense against attacks (both quantum and von Neumann brute-force attacks) that
have not yet been invented. This concern is orthogonal to the concern about access to private keys, but this concern likely
dominates and limits the life span of a device in a warehouse. If any update to the firmware to support new cryptographic
mechanisms were possible (while the device was in a warehouse), updates to trust anchors would also be done at the same time.

The set of standard operating procedures for maintaining high-value private keys is well documented. For instance, the WebPKI
provides a number of options for audits in [cabforumaudit], and the DNSSEC root operations are well documented in [dnssecroot].

It is not clear if manufacturers will take this level of precaution, or how strong the economic incentives are to maintain an appropriate
level of security.

The next section examines the risk due to a compromised manufacturer IDevID signing key. This is followed by examination of the
risk due to a compromised MASA key. The third section below examines the situation where a MASA web server itself is under
attacker control, but the MASA signing key itself is safe in a not-directly connected hardware module.

11.6.1. Compromise of Manufacturer IDevID Signing Keys

An attacker that has access to the key that the manufacturer uses to sign IDevID certificates can create counterfeit devices. Such
devices can claim to be from a particular manufacturer but can be entirely different devices: Trojan horses in effect.

As the attacker controls the MASA URL in the certificate, the registrar can be convinced to talk to the attacker's MASA. The registrar
does not need to be in any kind of promiscuous mode to be vulnerable.

In addition to creating fake devices, the attacker may also be able to issue revocations for existing certificates if the 1DevID
certificate process relies upon CRL lists that are distributed.
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There does not otherwise seem to be any risk from this compromise to devices that are already deployed or that are sitting locally in
boxes waiting for deployment (local spares). The issue is that operators will be unable to trust devices that have been in an
uncontrolled warehouse as they do not know if those are real devices.

11.6.2. Compromise of MASA Signing Keys

There are two periods of time in which to consider: when the MASA key has fallen into the hands of an attacker and after the MASA
recognizes that the key has been compromised.

11.6.2.1. Attacker Opportunities with a Compromised MASA Key

An attacker that has access to the MASA signing key could create vouchers. These vouchers could be for existing deployed devices
or for devices that are still in a warehouse. In order to exploit these vouchers, two things need to occur: the device has to go through
a factory default boot cycle, and the registrar has to be convinced to contact the attacker's MASA.

If the attacker controls a registrar that is visible to the device, then there is no difficulty in delivery of the false voucher. A possible
practical example of an attack like this would be in a data center, at an ISP peering point (whether a public IX or a private peering
point). In such a situation, there are already cables attached to the equipment that lead to other devices (the peers at the 1X), and
through those links, the false voucher could be delivered. The difficult part would be to put the device through a factory reset. This
might be accomplished through social engineering of data center staff. Most locked cages have ventilation holes, and possibly a
long "paperclip” could reach through to depress a factory reset button. Once such a piece of ISP equipment has been compromised,
it could be used to compromise equipment that it was connected to (through long haul links even), assuming that those pieces of
equipment could also be forced through a factory reset.

The above scenario seems rather unlikely as it requires some element of physical access; but if there was a remote exploit that did
not cause a direct breach, but rather a fault that resulted in a factory reset, this could provide a reasonable path.

The above deals with ANI uses of BRSKI. For cases where |IEEE 802.11 or 802.15.4 is involved, the need to connect directly to the
device is eliminated, but the need to do a factory reset is not. Physical possession of the device is not required as above, provided
that there is some way to force a factory reset. With some consumer devices that have low overall implementation quality, end users
might be familiar with the need to reset the device regularly.

The authors are unable to come up with an attack scenario where a compromised voucher signature enables an attacker to
introduce a compromised pledge into an existing operator's network. This is the case because the operator controls the
communication between registrar and MASA, and there is no opportunity to introduce the fake voucher through that conduit.

11.6.2.2. Risks after Key Compromise is Known
Once the operator of the MASA realizes that the voucher signing key has been compromised, it has to do a few things.

First, it MUST issue a firmware update to all devices that had that key as a trust anchor, such that they will no longer trust vouchers
from that key. This will affect devices in the field that are operating, but those devices, being in operation, are not performing
onboarding operations, so this is not a critical patch.

Devices in boxes (in warehouses) are vulnerable and remain vulnerable until patched. An operator would be prudent to unbox the
devices, onboard them in a safe environment, and then perform firmware updates. This does not have to be done by the end-
operator; it could be done by a distributor that stores the spares. A recommended practice for high-value devices (which typically
have a <4hr service window) may be to validate the device operation on a regular basis anyway.

If the onboarding process includes attestations about firmware versions, then through that process, the operator would be advised
to upgrade the firmware before going into production. Unfortunately, this does not help against situations where the attacker
operates their own registrar (as listed above).
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The need for short-lived vouchers is explained in [RFC8366], Section 6.1. The nonce guarantees freshness, and the short-lived
nature of the voucher means that the window to deliver a fake voucher is very short. A nonceless, long-lived voucher would be the
only option for the attacker, and devices in the warehouse would be vulnerable to such a thing.

A key operational recommendation is for manufacturers to sign nonceless, long-lived vouchers with a different key than what is used
to sign short-lived vouchers. That key needs significantly better protection. If both keys come from a common trust-anchor (the
manufacturer's CA), then a compromise of the manufacturer's CA would compromise both keys. Such a compromise of the
manufacturer's CA likely compromises all keys outlined in this section.

11.6.3. Compromise of MASA Web Service

An attacker that takes over the MASA web service can inflict a number of attacks. The most obvious one is simply to take the
database listing of customers and devices and sell the data to other attackers who will now know where to find potentially vulnerable
devices.

The second most obvious thing that the attacker can do is to kill the service, or make it operate unreliably, making customers
frustrated. This could have a serious effect on the ability to deploy new services by customers and would be a significant issue
during disaster recovery.

While the compromise of the MASA web service may lead to the compromise of the MASA voucher signing key, if the signing occurs
offboard (such as in a hardware signing module (HSM)), then the key may well be safe, but control over it resides with the attacker.

Such an attacker can issue vouchers for any device presently in service. Said device still needs to be convinced to go through a
factory reset process before an attack.

If the attacker has access to a key that is trusted for long-lived nonceless vouchers, then they could issue vouchers for devices that
are not yet in service. This attack may be very hard to verify as it would involve doing firmware updates on every device in
warehouses (a potentially ruinously expensive process); a manufacturer might be reluctant to admit this possibility.

11.7. YANG Module Security Considerations

As described in Section 7.4 (Security Considerations) of [RFC8366], the YANG module specified in this document defines the
schema for data that is subsequently encapsulated by a CMS signed-data content type, as described in Section 5 of [RFC5652]. As
such, all of the YANG-modeled data is protected from modification.

The use of YANG to define data structures, via the "yang-data" statement, is relatively new and distinct from the traditional use of
YANG to define an API accessed by network management protocols such as NETCONF [RFC6241] and RESTCONF [RFC8040].
For this reason, these guidelines do not follow the template described by Section 3.7 of [RFC8407].
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Appendix A. IPv4 And Non-AN|
Operations

The specification of BRSKI in Section 4 intentionally covers only the mechanisms for an IPv6 pledge using link-local addresses. This
section describes non-normative extensions that can be used in other environments.

A.1l. IPv4 Link-Local Addresses

Instead of an IPv6 link-local address, an IPv4 address may be generated using "Dynamic Configuration of IPv4 Link-Local
Addresses" [RFC3927].

In the case where an IPv4 link-local address is formed, the bootstrap process would continue, as in an IPv6 case, by looking for a
(circuit) proxy.

A.2. Use Of DHCPv4

The pledge MAY obtain an IP address via DHCP ([RFC2131]. The DHCP-provided parameters for the Domain Name System can
be used to perform DNS operations if all local discovery attempts fail.

Appendix B. MDNS / DNS-SD Proxy
Discovery Options

Pledge discovery of the proxy (Section 4.1) MAY be performed with DNS-based Service Discovery [RFC6763] over Multicast DNS
[RFC6762] to discover the proxy at"_brski-proxy._tcp.local.".

Proxy discovery of the registrar (Section 4.3) MAY be performed with DNS-based Service Discovery over Multicast DNS to discover
registrars by searching for the service "_brski-registrar._tcp.local.".

To prevent unacceptable levels of network traffic, when using mDNS, the congestion avoidance mechanisms specified in
[RFC6762], Section 7 MUST be followed. The pledge SHOULD listen for an unsolicited broadcast response as described in
[RFC6762]. This allows devices to avoid announcing their presence via mDNS broadcasts and instead silently join a network by
watching for periodic unsolicited broadcast responses.

Discovery of the registrar MAY also be performed with DNS-based Service Discovery by searching for the service " brski-
registrar._tcp.example.com”. In this case, the domain "example.com" is discovered as described in [RFC6763], Section 11
(Appendix A.2 of this document suggests the use of DHCP parameters).

If no local proxy or registrar service is located using the GRASP mechanisms or the above-mentioned DNS-based Service
Discovery methods, the pledge MAY contact a well-known manufacturer-provided bootstrapping server by performing a DNS lookup
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using a well-known URI such as "brski-registrar.manufacturer.example.com". The details of the URI are manufacturer specific.
Manufacturers that leverage this method on the pledge are responsible for providing the registrar service. Also see Section 2.7.

The current DNS services returned during each query are maintained until bootstrapping is completed. If bootstrapping fails and the
pledge returns to the Discovery state, it picks up where it left off and continues attempting bootstrapping. For example, if the first
Multicast DNS _bootstrapks._tcp.local response doesn't work, then the second and third responses are tried. If these fail, the pledge
moves on to normal DNS-based Service Discovery.

Appendix C. Example Vouchers

Three entities are involved in a voucher: the MASA issues (signs) it, the registrar's public key is mentioned in it, and the pledge
validates it. In order to provide reproducible examples, the public and private keys for an example MASA and registrar are listed
first.

The keys come from an open source reference implementation of BRSKI, called "Minerva" [minerva]. It is available on GitHub
[minervagithub]. The keys presented here are used in the unit and integration tests. The MASA code is called "highway", the
registrar code is called "fountain”, and the example client is called "reach".

The public key components of each are presented as base64 certificates and are decoded by openssl's x509 utility so that the
extensions can be seen. This was version 1.1.1c of the library and utility of [openssl].

C.1. Keys Involved

The manufacturer has a CA that signs the pledge's IDevID. In addition, the Manufacturer's signing authority (the MASA) signs the
vouchers, and that certificate must distributed to the devices at manufacturing time so that vouchers can be validated.

C.1.1. Manufacturer Certification Authority For IDevID Signatures

This private key is the CA that signs IDevID certificates:

\<CODE BEGINS> file "vendor.key"

MIGKAgQEBBDCAYKOLW1IEA5SKKhMMdKTK7sJIxk5ybKgYq9Yr5aR7 tNwgXyLGS7z8G
8S4w/UJ58BgqgBwWYFK4EEACKhZANiAAQuU5/yktIbFLjMC87h7b+yTreFuF8GwewKH

L4mSOrodVAQubgDUQCTrjvpXrXCpTojiLCzgp8fzkcUDkZ9LD/MOOLDipiLNIOKkP
juF8QkoAbT8pMryY83MS8y76wzZ7AaLNQ=

\<CODE ENDS>
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This public key validates IDevID certificates:

file: examples/vendor.key

\<CODE BEGINS> file "vendor.cert"

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1216069925 (0x487bc125)
Signature Algorithm: ecdsa-with-SHA256
Issuer: CN = highway-test.example.com CA
Validity
Not Before: Apr 13 20:34:24 2021 GMT
Not After : Apr 13 20:34:24 2023 GMT
Subject: CN = highway-test.example.com CA
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (384 bit)
pub:
04:2e:e7:fc:a4:b4:
ec:93:ad:el:6e:17:
bd:1d:54:04:2¢e:6e€:
70:a9:4e:88:e2:2c:
9f:4b:0f:f3:3d:d0:
el:7c:42:4a:00:6d:
be:b0:67:b0:1a:94:
ASN1 OID: secp384ril
NIST CURVE: P-384
X509v3 extensions:
X509v3 Basic Constraints: critical
CA: TRUE
X509v3 Key Usage: critical
Certificate Sign, CRL Sign
X509v3 Subject Key Identifier:
S5E:0C:A9:52:5A:8C:DF:A9:0F:03:14:E9:96:F1:80:76:
8C:53:8A:08
X509v3 Authority Key Identifier:
keyid:5E:0C:A9:52:5A:8C:DF:A9:0F:03:14:E9:96:F1:
80:76:8C:53:8A:08

Signature Algorithm: ecdsa-with-SHA256
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07:
31:
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16:
e9:
11:
69:

02:
of:
6e:
3:
ef:
6f:

30:

72

15:
12:
66:
(o

60:
:6d:
de:
bb:
8f:
db:

1a0.
:e9
:CC:
1C6:
tbf:
161

66:
:ch:
es:
24
c8:
7b:

89:
84.:
3e:
00:
be:
c85

80:
a5:
61:
2b:
fo:
24

27:
cb6:
9.
41:
58:
31:

el:
:d3:
03:
aa:
74:

44

ff

od:

7c:

24:

MIIB3TCCAWSQAWIBAgIESHVBJTAKBggqhkjOPQQDAjAMMSQwIgYDVQQDDBtoawdo
d2F5LXR1c3QuzXhhbXBsZS5jb20gQOEWHhCNMjEWNDEZMjAzNDIOWhCcNM]jMwNDEzZ
MjAzNDIOWjAMMSQwIgYDVQQDDBtoaWdod2F5LXR1c3QuzXhhbXBsZS5jb20gQOEw
djAQBgcghkjOPQIBBgUrgQQAIgNiAAQuUS5/yktIbFLjMC87h7b+yTreFuF8GwewKH

L4mSOrodVAQubgDUQCTr jvpXrXCpTojilLCzgp8fzkcUDkZOLD/MIOOLDipiLNIOKP
juF8QKkoAbT8pMrY83MS8y76wZ7AalNS]jYzBhMABGA1UJEWEB/WQFMAMBAT8wDQYD
VROPAQH/BAQDAGEGMBOGA1UdDgQWBBReDK 1SWoz fqQ8DFOMW8YB2jFOKCDATFBgNV
HSMEGDAWgBReDK1SWoz fqQ8DFOmW8YB2j FOKCDAKBggahk jOPQQDAgNNADBKA]Bg
N6BmiYAN4Q31Q5pi8QK8D3JtqenLhKXGRNNBN130fUYWbhXe98zoPmH5A3wgxLcC
MH/p8xK7BsYKACtBgiFr2CXtgQcR72aPBr/IvvBYdCRFOUGE/DFpb8/b/mF7wyQx

END CERTIFICATE

\<CODE ENDS>

C.1.2. MASA Key Pair For Voucher Signatures

The MASA is the Manufacturer Authorized Signing Authority. This key pair signs vouchers. An example TLS certificate (see Section

5.4) HTTP authentication is not provided as it is a common form.

This private key signs the vouchers that are presented below:

\<CODE BEGINS> file "masa.key"

MHCCAQEEIFhdd@eDdzip67kXx72K+KHGJIQY JHNy8pkil J6CCVXMGOAOGCCQGSMA9
AWEHOUQDQQAEQgQV00S54k T4y fkbBxumdHOCHr psgbOpMKmiM Ln30B1HAW25MIV+

gqi4tMFFfSJI0iEwt8kszfWXK4rLgJS2mnpQ==

\<CODE ENDS>
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This public key validates vouchers, and it has been signed by the CA above:

file: examples/masa.key

\<CODE BEGINS> file "masa.cert"

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 193399345 (0xb870a31)
Signature Algorithm: ecdsa-with-SHA256
Issuer: CN = highway-test.example.com CA
Validity
Not Before: Apr 13 21:40:16 2021 GMT
Not After : Apr 13 21:40:16 2023 GMT
Subject: CN = highway-test.example.com MASA
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:
04:aa:04:15:a3:44:b9:e€2:44:f8:¢c9:f9:1b:07:1b:
a6:74:73:9c:1le:ba:6c:a9:b3:a9:30:a9:a2:32:59:
f7:20:1d:47:01:6d:b9:30:95:7e:82:a8:b8:b4:c1l:
5f:48:9d:22:13:0b:7c:92:cc:df:59:72:b8:ac:h8:
09:4b:69:a7:a5
ASN1 0ID: prime256vi
NIST CURVE: P-256
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:FALSE
Signature Algorithm: ecdsa-with-SHA256
30:66:02:31:00:ae:ch:61:2d:d4:5c:8d:6€:86:
€6:d3:60:ba:32:73:36:25:d3:23:85:49:87:1c:
la:9e:41:55:24:1d:15:22:a1:48:bb:0a:cO:ab:
31:00:86:3c:67:b3:95:a2:e2:e5:f9:ad:f9:1d:
78:f5:cf:ea:d5:47:03:9f:00:bf:d0:59:cb:51:
24:8a:51:13:50:b1:75:b2:2f:9d:a8:b4:f4:b9

MIIBcDCB9QADAQECAgQLhwoxMA0OGCCqGSM49BAMCMCYxJDA1IBgNVBAMMG2hpZ2h3
YXktdGVzdC5leGFtcGx LLmNvbSBDQTAeFWOYMTAOMTMYMTQWMTZaFwOyMzAOMTMy
MTQwMTZaMCgxJjAkBgNVBAMMHWhpZ2h3YXktdGVzdC5 LleGFtcGx LLmNvbSBNQVNB
MFkwEwWYHK0ZIz]jOCAQYIK0ZIZzjODAQCcDQQAEQQQVo0S54kT4yfkbBxumdHOCHrps
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qbOpMKMiM1n30B1HAW25MIV+gqi4tMFfSIOiEWt8kszfWXK4rLglS2mnpaMQMA4w
DAYDVROTAQH/BAIWADAKBggqhk jOPQQDAgNpPADBMAJEArsthLdRcjW6GqgsSGHehT
YLoyczY1l0yOFSYcczpQjeRgeQVUkHRU1IoU17CsCrPBNzAjEAhjxns5Wid4uX5rfkd
NMEOMNnj1z+rVRwOTAL/QWCtRwpgEgSSKURNQsXWyL520tPS5

END CERTIFICATE

\<CODE ENDS>

C.1.3. Registrar Certification Authority

This CA enrolls the pledge once it is authorized, and it also signs the registrar's certificate.

\<CODE BEGINS> file "ownerca_secp384rili.key"

MIGKAGEBBDCHNLIOMSOLf8XndiZqozdgblcPR5YSOPGhPOUFxXWy1gFi9HbWv8b/R
EGARYGEVSjKgBwYFK4EEACKhZANiAAQbf1m6F8MavGaNjGzgw/oxcQ919ikRvbdw
gAfb37h6pUVNeYpG1x1Z1j6xj219Mr48yD5bY7VGIqjVb5v5wPPTURQ/ ckdRpHbd
OVC/9CcqPMAF/+MJIfO/UgA@SLi/IHbLQ=

\<CODE ENDS>

The public key is indicated in a pledge voucher-request to show proximity.

file: examples/ownerca_secp384rl.key

\<CODE BEGINS> file "ownerca_secp384ril.cert"

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 694879833 (0x296b0659)
Signature Algorithm: ecdsa-with-SHA256
Issuer: DC = ca, DC = sandelman,

CN = fountain-test.example.com Unstrung Fountain Root CA
Validity
Not Before: Feb 25 21:31:45 2020 GMT
Not After : Feb 24 21:31:45 2022 GMT
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Subject: DC = ca, DC = sandelman,
CN = fountain-test.example.com Unstrung Fountain Root CA
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (384 bit)
pub:
04:1b:7f:59:ba:17:
fa:31:71:0f:65:T6:
b8:7a:a5:45:4d:79:
69:7d:32:be:3c:c8:
9b:f9:c0:f3:d3:b9:
fO:bf:f5:ca:8f:30:
44:8b:8b:f2:07:6cC:
ASN1 OID: secp384ril
NIST CURVE: P-384
X509v3 extensions:
X509v3 Basic Constraints: critical
CA: TRUE
X509v3 Key Usage: critical
Certificate Sign, CRL Sign
X509v3 Subject Key Identifier:
B9:A5:F6:CB:11:E1:07:A4:49:2C:A7:08:C6:7C:10:BC:
87:B3:74:26
X509v3 Authority Key Identifier:
keyid:B9:A5:F6:CB:11:E1:07:A4:49:2C:A7:08:C6:7C:
10:BC:87:B3:74:26

Signature Algorithm: ecdsa-with-SHA256
30:64:02:30:20:83:06:ce:8d:98:a4:54:
€2:52:36:5a:52:8d:59:7d:20:9b:2a:69:
79:dd:fd:29:38:95:1€:91:93:76:b4:f5:
67:38:f9:af:12:ed:30:d5:85:29:7c:b1l:
c4:0d:30:f9:d8:1c:ac:2f:06:dd:bc:d5:
ea:02:a4:5f:17:51:26:fb:d9:2f:d2:5c

MIICazCCAfKgAWIBAgIEKWSGWTAKBggqhkjOPQQDAjBtMRIWEAYKCZImiZPyLGQB
GRYCY2EXGTAXBgoJdkiaJdk/ISZAEZFglzYW5kZWxtYW4xPDA6BgNVBAMMM2ZvdW50
YWLuLXRLc3QuzXhhbXBszZS5jb20gVW5zdHJ1bmcgRm91bnRhaw4gUm9vdCBDQTAe
FwOyMDAYMJjUyMTMXNDVaFwOyMjAyMjQyMTMxXNDVaMGOXEjAQBgoJkiaJlk/IsSZAEZ
FgJjYTEZMBcGCgmSJomT8ixkARKWCXNhbmR1bG1hbjES8MDOGAIUEAWwWzZm91bnRh
aw4tdGVzdC51leGFtcGx LLmNvbSBYbnNOcnVuzyBGb3VudGFpbiBSh290IENBMHYw
EAYHK0ZIzjOCAQYFK4EEACIDYgAEG39ZuhfDGrxmjYxs4MP6MXEPZTYikb23VoAH
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29+4eqVFTXmKRpCcZWZYxsY9pfTK+PMg+W201RvaolwW+b+cDz07kUP3JHUaR23dLw
V/XKjzABf/jCX9P1IANEi4vyB2y0o2MwYTAPBgNVHRMBAT8EBTADAQH/MA4GA1Ud
DWEB/WQEAWIBBjAdBgNVHQ4EFgQUuaX2yxHhB6RJILKcIxnwQvIezdCYwHwWYDVRO ]
BBgwFoAUuaX2yxHhB6RJLKcIxnwQvIezdCYwCgYIK0oZIz]jOEAWIDZWAWZAIWIIMG
Z02YpPFR6ZkxKONDCUjZaUolZfSChbKmkUWIc42FV53TfOp0JUekZN2tPVMKUSOA]BV

OPMVEUOW1YUpfLEWWL1nkUPEDTD52BysLwbdvNUGQiyEogTqAqRFF1EM+9kvO lw=
END CERTIFICATE

\<CODE ENDS>

C.1.4. Registrar Key Pair

The registrar is the representative of the domain owner. This key signs registrar voucher-requests and terminates the TLS
connection from the pledge.

\<CODE BEGINS> file "jrc_prime256vl.key"

MHCCAQEEIFZodk+PC5Mu24+ra0sb0jKzan+dwW5rvDAR7YuJUOC1Y0A0GCCgGSM49
AWEHOUQDQQAE LmVQcjS6n+Xd51/28IFv6UiegQwSBztGj5dkK2MAJQIPV8 18 LH+E
jLIOYdbJ1iIOVtEIf1/Jqt+TOBTfinTNOLOg==

\<CODE ENDS>

The public key is indicated in a pledge voucher-request to show proximity.

\<CODE BEGINS> file "jrc_prime256vl.cert"

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1066965842 (0x3f989b52)

Signature Algorithm: ecdsa-with-SHA256
Issuer: DC = ca, DC = sandelman,
CN = fountain-test.example.com Unstrung Fountain Root CA
Validity
Not Before: Feb 25 21:31:54 2020 GMT
Not After : Feb 24 21:31:54 2022 GMT
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Subject: DC = ca, DC = sandelman,
CN = fountain-test.example.com
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:
04:96:65:50:72:34:ba:9f:e5:dd:e6:5f:f6:f0:81:
67:€9:48:9€:81:0c:12:07:3b:46:8f:97:64:2b:63:
00:8d:02:0f:57:¢c9:7c:94:7f:84:8c:b2:0e:61:d6:
c9:88:8d:15:b4:42:1f:d7:f2:6a:b7:e4:ce:05:f8:
a7:4c:d3:8b:3a
ASN1 0ID: prime256vi
NIST CURVE: P-256
X509v3 extensions:
X509v3 Extended Key Usage: critical
CMC Registration Authority
X509v3 Key Usage: critical
Digital Signature
Signature Algorithm: ecdsa-with-SHA256
30:65:02:30:66:4f:60:4c:55:48:1€:96:07:
12:8d:45:36:87:9b:23:c0:bc:bb:f1l:cb:3d:
1f:bf:d5:1c:0e:6a:09:af:1b:76:97:99:19:
00:bc:ac:c3:41:b0:ba:0d:af:52:f9:9c:6e:
€8:62:01:61:bc:4b:c5:c0:47:99:35:0a:0c:
07:52:70:57:00:75:ff:be:07:0e:98:ch:eb5

MIIB/DCCAYKgAWIBAQIEP5ibUjAKBggqhkjOPQQDAjBtMRIWEAYKCZImiZPyLGQB
GRYCY2EXGTAXBgoJdkiaJdk/ISZAEZFglzYW5kZWxtYW4xPDA6BgNVBAMMM2ZvdW50
YWLuLXR1c3QuzXhhbXBsZS5jb20gVW5zdHJ1bmcgRm91bnRhaw4gUmOvdCBDQTAe
FwOYMDAYMjUYMTMXNTRaFwOYyMjAyMjQyMTMXNTRaMFMXE jAQBgoJkiaJk/ISZAEZ
FgJjYTEZMBcGCgmSJomT81XxkARKWCXNhbmR1bG1hbjEiMCAGALUEAWWZZm91bnRh
aw4tdGVzdC51leGFtcGx LLmMNvbTBZMBMGBYqGSM49AgEGCCqGSM49AWEHAGIABJIZ 1
UHIOup/13eZf9vCBb+1INOEMEgC7R0+XZCt JAIOCDA1fIFfIR/hIyyDmHWYYiNFbRC
HO9fyarfkzgX4p0zTizqjKjAoMBYGA1UdJQEB/wWQMMAOGCCsSGAQUFBWMCMA4GA1Ud
DWEB/wQEAWIHgDAKBggghk jOPQQDAgNOADB LAjBmT2BMVUge Lgf43R+5yBKNRTaH
myPAvVLVXyzOmMFVZvXx+/1RwOagmvG3axXmRkj/X4CMQC8rMNBsLoNr1L5nG56TwAd
I8h1AWG8S8XAR5k1Cgx3YUQBSgdScFcAdf++Bw6Yy+U=

\<CODE ENDS>
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C.1.5. Pledge Key Pair

The pledge has an IDevID key pair built in at manufacturing time:

\<CODE BEGINS> file "idevid_00-DO-E5-F2-00-02.key"

MHCCAQEEIBHNh6r8QRevRuo+tEmMBJeFjQKf6bpFA/9NGO 1tv+9sNoA0GCCqGSM49
AWEHOUQDQQAEA6N1Q4ezfMAKmoecr fbOOBMc1AYEH+BATKF58FSTSYyBxsOSbSWL X
FjDOuwB9gLGN2TsTUJumI6VPW5Z/TP4hJw==

\<CODE ENDS>

The certificate is used by the registrar to find the MASA.

\<CODE BEGINS> file "idevid_0O0O-DO-E5-F2-00-02.cert"

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 521731815 (0x1f18fee7)
Signature Algorithm: ecdsa-with-SHA256
Issuer: CN = highway-test.example.com CA
Validity
Not Before: Apr 27 18:29:30 2021 GMT
Not After : Dec 31 00:00:00 2999 GMT
Subject: serialNumber = 00-DO-E5-F2-00-02
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:
04:03:a3:75:43:87:b3:7c:cO0:0a:9a:87:9c:ad:f6:
f4:38:13:1c:d4:0c:84:1f:€0:40:4e:41:79:f0:5b:
13:4b:20:71:b3:44:9b:49:62:11:16:30:ce:bb:00:
7d:80:b1:a7:d9:3b:13:50:9b:a6:27:a5:4f:c3:96:
7f:4c:fe:21:27
ASN1 0ID: prime256vi
NIST CURVE: P-256
X509v3 extensions:
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X509v3 Subject Key Identifier:
45:88:CC:96:96:00:64:37:B0:BA:23:65:64:64:54:08:
06:6C:56:AD

X509v3 Basic Constraints:

CA:FALSE

1.3.6.1.5.5.7.1.32:

..highway-test.example.com:9443

Signature Algorithm: ecdsa-with-SHA256

30:65:02:30:62:2a:db:be:34:f7:1b:cb:85:
f9:0d:88:¢c8:77:a8:dd:3c:08:40:54:bc:ec:
c3:7f:ca:19:21:9a:a0:ab:c5:51:8e:aa:df:
00:b2:5d:59:f8:47:c7:ed:03:97:a8:c0:c7:
ed:67:64:37:51:7a:6e:9c:a3:82:4d:6d:ad:
6a:a2:6d:7f:7f:25:1c:03:ef:f0:ba:9b:71

MIIBrzCCATWgAwWIBAQIEHX]j+5zAKBgggqhkjOPQQDAjAMMSQwIgYDVQQDDBtoawdo
d2F5LXR1c3QuzXhhbXBszZS5jb20gQOEwWIBCNMJEWNDI3MTgyOTMWWhgPMjk50TEY
MzEwMDAWMDBaMBwxGjAYBgNVBAUTETAWLUQWLUULLUYYLTAWLTAYMFKWEWYHK0OZI
ZjOCAQYIKoZIZz]jODAQCcDQUAEA6N1Q4ezfMAKmoecr fbOOBMc1AYEH+BATKF58FST
SyBxsOSbSWLXFjDOuwB9gLGN2TsTUJumJ6VPwW5Z/TP4hJ6NZMFcwHQYDVROOBBYE
FEWIzJaWAGQ3sLojZWRkVAgGbFatMAKGA1UdEWQCMAAWKwWY IKwYBBQUHASAEHXYd
aGlnaHdheS10ZXNOLmV4YWiwbGUuY29t0jKkONDMwWCgYIK0ZIz]jOEAWIDaAAWZQIw
YirbvjT3G8uF31a0QwD5DY]jId6]jdPAhAVLzsPbbccCvDf80Z2IZqgq8VRjqrfNt6L
AJEAS11Z+EfH7Q0XgMDHQIH6qIbtZ2Q3UXpunKOCTW2tvPM1inplgoml/fyUcA+/w

END CERTIFICATE

\<CODE ENDS>

C.2. Example Process

The JSON examples below are wrapped at 60 columns. This results in strings that have newlines in them, which makes them invalid
JSON as is. The strings would otherwise be too long, so they need to be unwrapped before processing.

For readability, the output of the asnlparse has been truncated at 68 columns rather than wrapped.

C.2.1. Pledge To Registrar
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As described in Section 5.2, the pledge will sign a pledge voucher-request containing the registrar's public key in the proximity-
registrar-cert field. The base64 has been wrapped at 60 characters for presentation reasons.

\<CODE BEGINS> file "vr_00-DO-E5-F2-00-02.b64"

MIIGCAYJK0ZIhvcNAQCcCOIIGYTCCBLOCAQEXDTALBglghkgBZQMEAgQEWggOJBgkghkiG
9wOBBwWGgggN6BIIDdNnsiaWVveZil12b3VjaGVyLXJlcXV1c3Q6dm91Y2hlciI6eyJhc3Nl
cnRpb24i0iJwcm94aWilpdHkilLCJjcmVhdGVKLWOUIjoiMjAyMSOWNCOXM1QXxNzoOMzoy
My43NDc tMDQ6MDALLCJIzZXIpYWwtbnVtYmVyIjoiMDAtRDAtRTUtRjItMDAtMDIiLCJu
b25jZSI6I11fWEUSeks5cThMbDFxeWXNdEXLZWcilCIJwcm94awWlpdHktcmVnaXNecmFy
LWN1cnQi0iJNSULCLORDQOFZS2dBdO LCQWdIRVAlaWIVakFLQmdncWhrak9QUVFEQWpC
dE1SSXdFQV1LQ1pJbWlaUHIMR1IFCR1JZQ1kyRXhHVEFYQmdvSmtpYUprLOlzWkFFWkZn
bHpzZVzVrWld4dF LXNHhQREE2QmdOVkJBTULINM1p2ZFc1MF LXbHVMWFJsYzNRdVpYaGhi
WEJzW1IM1amIyMGdWVzV6ZEhKMWJItY2dSbTkxYm5SaGFXNGAVbT L2ZENCRFFUQWVGdzB5
TURBeU1qVXINVE14T1RSYUZ3MHINakF5TWpReU1UTXhOVFIhTUZNeEVQQVFCZ29Ka21h
SmsvSXNaQUVaRmdKallURVpNQmNHQ2dtUBOpvbVQ4aXhrQVJIrVONYTmhibVJIsYkcxaGJdq
RWINQOFHQTFVRUF3d1pabTkxYm5SaGFXNHRKR1Z6ZEM1bGVHRNRjR3hsTG10dmJUQ LpN
Qk1HQN1XRINNND1BZOVHQONXRINNND 1BAdOVIQTBJIQUJIKWMXVSEKkwdXAvbDN LWmY5dkNC
YitsSW5VRU1FZ2M3Um8rWFpDdGpBSTBDRDFMSMZKUi90SX15RG1IV31ZaU5GY LIDSD1m
eWFyZmt621g0cDB6VGl6cWpLakFvTUJZROEXVWRKUUVCL3dRTU1BbOdDQ3NHQVFVRKJI3
TWNNQTRHQTFVZER3RUIVA1FFQXdJSGAEQUtCZ2dxaGtqT1BRUURBZO5VQURChEFqQm1U
MkINV1VnZWxnZjQzUis1eUJLT LIJUYUhteVBBdkx2eH16MG1GV 1p2WHgrLzFSd@9hz212
RzNhWG1Sa20vWDRDTVFDOHJINTkJZTG90c jFMNW5HNTZmdOFkSThoaUFXRzhTOFhBUjVr
MUNNeDNZVVFCU2dkU2NGYOFkZisrQnc2wXkrVTOifX2gggGyMIIBrjCCATWgAWIBAQIE
DYOV2TAKBggqhkjOPQQDAjAMMSQwIgYDVQQDDBtoawWdod2F5LXR1c3QuzZXhhbXBsZS5j
b20gQOEWIBCNMjEWNDEZMjAZNzM5WhgPMj k50 TEyMZEWMDAWMDBaMBwWxXGjAYBgNVBAUM
ETAWLUQWLUU1LUYYLTAWLTAYMFKWEWYHK0ZIZjOCAQYIK0ZIZjODAQCDQQUAEAGN1Q4ez
fMAKmoecrfbOOBMc1AYyEH+BATKF58FSTSYyBxsOSbSWLXFjDOuwB9gLGN2TsTUJumJ6VP
w5Z/TP4hJ6NZMFcwHQYDVROOBBYEFEWIZzJaWAGQ3sLojZWRkVAgGbFatMAKGA1UdEWQC
MAAWKwWY IKwYBBQUHASAEHXxYdaGlnaHdheS10ZXNOLmV4YWiwbGUuY29t0jkONDMwCgYI
KoZIz]jOEAWIDZWAWZAIWTMLG8sXkKGNbwbKQcYMapFbmSbnHHURFUoOFURqvbgYX7F LXp
BczfwF2k LINuujigAjAowlkc4r55EmiH+OMEX BN 1IW1BSZC5QuJjEf@Jsmxssc+pucjo
J4ShgqnexMEy7bjAXggEEMIIBAAIBATAUMCYXxJDAiBgNVBAMMG2hpZ2h3YXktdGVzdC51
eGFtcGXx LLmMNvbSBDQQIEDYOV2TALBg LlghkgBZQMEAgGgaTAYBgkghkiGOwOBCQMXCwY J
KoZIhvcNAQCBMBWGCSQGSIb3DQEJBTEPFWOYMTAOMTMYMTQzMjNaMC8GCSqGSIb3DQE]
BDEiBCBJwhyYibIjeqeR3b0aLURzM1Grc3F2X+kvJlerrtoCtTAKBggqhkjOPQQDAgRH
MEUCIQCmYuUCE61HFQXH/E16GDOCsVquDtgr+Q/6/Du/9QkzA79Igf7MFhAIPW2PNwRa2
VZFQAKXUbimkiHKzXBA8mdOVHbU=

\<CODE ENDS>

The ASN1 decoding of the artifact:
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file: examples/vr_00-D0-E5-F2-00-02.b64

h1=4 : SEQUENCE

h1=2 : OBJECT :pkcs7-signedData
h1=4 : cont [ © ]

h1=4 : SEQUENCE

h1=2 : INTEGER

h1=2 : SET

h1=2 : SEQUENCE

h1=2 : OBJECT :sha256

h1=4 : SEQUENCE

h1=2 : OBJECT :pkcs7-data

h1=4 : cont [ O ]

h1=4 : OCTET STRING :{"ietf-voucher-

O O O O O O O QO O 9O 9 o

request:
950:
954:
958:
962:
964 :
967:
973:
975:
985:
987:

h1=4 : cont [ © ]
h1=4 : SEQUENCE
h1=4 : SEQUENCE
h1=2 : cont [ O
h1=2 : INTEGER 102
h1=2 : INTEGER :OD83AFD9
h1=2 : SEQUENCE
h1=2 : OBJECT :ecdsa-with-SHA256
h1=2 : SEQUENCE
h1=2 . SET
989: h1=2 : SEQUENCE
991: h1=2 : OBJECT :commonName
996:d=9 hl=2 : UTF8STRING :highway -
test.example.com
1025:d=6 hl=2 : SEQUENCE
1027: h1=2 : UTCTIME :210413203739Z
1042: h1=2 : GENERALIZEDTIME :2999123100000060Z
1059: h1=2 : SEQUENCE
1061: h1=2 . SET
1063: h1=2 : SEQUENCE
1065: h1=2 : OBJECT :serialNumber
1070: h1=2 : UTF8STRING :00-DO-E5-F2-00-02
1089: h1=2 : SEQUENCE
1091: h1=2 : SEQUENCE
1093: h1=2 : OBJECT :id-ecPublicKey
1102: h1=2 : OBJECT :prime256vi
1112: h1=2 : BIT STRING

© 0O NOoOONOOOONOOO W< O0Ob>owodb~owowdNMNRERELRO

d
d
d
d
d
d
d
d
d
d
d
d

O O O O O O O O 0 9O a9 o

~N 00 0 N OO © © 0N o NN
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1180:
1182:
1184:
1186:

Ident

1191:
:04144588CC9696

DUMP]

1215:
:d=9
Constraints
1222:
1226:
1228:
1238:
:161D6869676877
:d=5
1273:
1283:
1388:
1392:
1396:
1399:
1401:
1403:
1405:
1407:
:d=9
test.example.com
1441:
1447 :
1449:
1460:
1462:
1464:
1475:
1477 :
1488:
1490:
1501 :
1503:
1518:
1520:

1217

DUMP]
1271

1412
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d=9

d=8

d=9
d=8
d=9
d=9

11
© 00 N O 01 o W OO

d
d
d
d
d
d
d
d
d
d

d=6

O O 0O 0O O 90 9O 9 9 9 9 9 Q9
11
N O 00N NO 0NN O oo O

h1=2
h1=2
h1=2
h1=2

h1=2

h1=2
h1=2

h1=2
h1=2
h1=2
h1=2

h1=2
h1=2
h1=2
h1=4
h1=4
h1=2
h1=2
h1=2
h1=2
h1=2
h1=2
h1=2

h1=2
h1=2
h1=2
h1=2
h1=2
h1=2
h1=2
h1=2
h1=2
h1=2
h1=2
h1=2
h1=2
h1=2

22

1=
1=

1= 2
1= 43
1= 8
1= 31

1= 10
1= 8
1= 1063
1= 260

cont [ 3 ]
SEQUENCE
SEQUENCE
OBJECT

OCTET STRING

SEQUENCE
OBJECT

OCTET STRING

SEQUENCE
OBJECT

OCTET STRING

SEQUENCE
OBJECT

BIT STRING
SET
SEQUENCE
INTEGER
SEQUENCE
SEQUENCE
SET
SEQUENCE
OBJECT
UTF8STRING

INTEGER
SEQUENCE
OBJECT
cont [ O
SEQUENCE
OBJECT
SET
OBJECT
SEQUENCE
OBJECT
SET
UTCTIME
SEQUENCE
OBJECT
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:X509v3 Subject Key

[HEX

:X509v3 Basic
[HEX DUMP] :3000
:1.3.6.1.5.5.7.1.32

[HEX

:ecdsa-with-SHA256

:commonName
:highway -

:OD83AFD9

:sha256

:contentType

:pkcs7-data

:signingTime

12104132143232

:messageDigest
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d=7 hl=2 1= 34 cons: SET

d=8 hl=2 1= 32 prim: OCTET STRING [HEX
49C21C9889B223

d=5 hl=2 1= 10 cons: SEQUENCE

d=6 hl=2 1= 8 prim: OBJECT :ecdsa-with-SHA256
d=5 hl1=2 1= 71 prim: OCTET STRING [HEX
3045022100A662

The JSON contained in the voucher-request:

{"ietf-voucher-request:voucher":{"assertion":"proximity", "cr
eated-on":"2021-04-13T17:43:23.747-04:00", "serial-number":"0
0-DO-E5-F2-00-02", "nonce":"-_XE9zK9q8L1l1qylMtLKeg", "proximit
y-registrar-cert":"MIIB/DCCAYKgAWIBAgIEP5ibUjAKBggqhkjOPQQDA
jBtMRIWEAYKCZImiZPyLGQBGRYCY2EXGTAXBgoJkiaJk/ISZAEZFglzYW5kZ
WxtYW4xXPDA6BgNVBAMMM2ZvdW50YWLuLXR1c3QuzXhhbXBsZS5jb20gVvw5zd
HJ1bmcgRm91bnRhawW4gUm9vdCBDQTAeFwWOYMDAYMjUyMTMXNTRaFWOYMjAyM
jQYMTMXNTRaMFMXEjAQBgoJkiaJk/ISZAEZFgJjYTEZMBcGCgmSJomT8ixkA
RKWCXNhbmR1bG1hbjEiMCAGALUEAWWZZm91bnRhaW4tdGVzdC5leGFtcGx 1L
mNvbTBZMBMGBYqGSM49AgEGCCqGSM49AWEHAGIABIZTUHIOuUp/ 13eZf9vCBb
+1INOEMEQC7R0+XZCtjAIOCD1fJIfIR/hIyyDmHWYYiNFbRCHOfyarfkzgX4p
0zTizgqjKjAoMBYGA1UdJQEB/wWQMMA0OGCCSGAQUFBWMCMA4GA1UdDWEB/WQEA
wIHgDAKBggqhkjOPQQDAgNOADB1AjBmMT2BMVUge 1gf43R+5yBKNRTaHmyPAv
LvXyzOmFVZvXx+/1RwOagmvG3aXmRkj/X4CMQC8rMNBSLONr1L5nG56 fwAdI
8hiAWG8S8XAR5k1Cgx3YUQBSgdScFcAdf++Bw6Yy+U="}}

C.2.2. Registrar To MASA

As described in Section 5.5, the registrar will sign a registrar voucher-request and will include the pledge's voucher-request in the
prior-signed-voucher-request.

\<CODE BEGINS> file "parboiled_vr_00-DO-E5-F2-00-02.b64"

MIIPYwYJKoZIhvcNAQcCoIIPVDCCD1ACAQEXDTALBglghkgBZQMEAgEwWggl4BgkghkiG
9wOBBwWGggQg LpBIIJZXsiaWV0Zzi12b3VjaGVyLXJlcXV1lc3Q6dm9lY2hlciI6eyJhc3NL

cnRpb2410iJwcm94aWlpdHkilLCJjcmVhdGVKLWIOUIjoiMjAyMSOWNCOXM1QyMToOMzoy
My430DdaIiwic2VyaWFsLW51bWJ1lciI6IjAWLUQWLUULLUYYLTAWLTAYyIiwibmOuY2Ui
O1ItX1hFOXpLOXE4TGWXCXLSTXRMS2VnIiwicHJIpb3Itc2lnbmVkLXZvdWNOZXItcmVx
dwWVzdCI6Ik1JSUd]jQV1KS29aSwh2YO5BUWNDbO LIR1LUQONCbhDBDQVFFeERUQUXCZ2XN
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aGtnQlpRTUVBZOV3Z2dPSkJna3Foa21lHOXcwQkJI3R2dnZ042Qk LIJRGRuc2 LhV1YwWmkx
MmIzVmphR1Z5TFhKbGNYVmxjM1E2ZGO5MVKkyaGxjaUk2ZX1KaGMzTmxjb1JIwYjIQau9p
SndjbTkOYVcxcGRIa21MQOpqY21WaGRHVMtMVz 11SWpvaUlgQX1NUzB3TkMweEOXUXhO
em8wTXpveU15NDNORGNOTURRNKIEQW LMQOp6W LhKcF1Xd3Rib1ZowwlwWeUlqb2 INREFO
UKRBAFJUVXRSak LOTURBAE1ESWIMQOp1YjI1lalpTSTZJaTFmVOVVNWVrczVjVGhNYKRG
eGVXeE5KkRXhMW1djauxDSndjbTkOYVcxcGRIa3RjbVZuYVhOMGNtRNIMVO5sY25Rau9p
Sk5TVWXDTDBSRFEWR LpTMMRCZDBSQ1FXZEpSVKEXYVAKVmMFrRkxRbWRuY1docmFrOVFV
VKZFUVdwQ2RFMVNTWGRGUVZSTFEXCEpiV2xhVUhsTVIXRkNSMUpaUTFreVJYaEhWRUZZ
UW1kdINtdHBZVXByYTDBse ldrRkzZXalpuYkhwwW1Z6VnJIXbGQOZEZSWE5IaFFSRUUyUW1k
T1ZrSKkJUVTFOTWXWMLpGYZFNRmXYYKhWTVdGSNNZek5SZFZwWWFHaG LXRUp6V2XNMWF t
SXINR2RXVNpWNLpFaEtNVOpOWTJIKkU2JUa3hZbTVTYUdGWESHZFZiVGwyWkVOQ1JGR1VR
V1ZHZHpCNVRVUKJLVTFXV1hsT1ZFMTRUbFJTWVVaMO@1IbE5ha@Y1VFdwUmVVMVVUWGhP
VkZKaFRVWk51RVZXxUVZGQ1oyOUthMmxoU21zd INYTmFRVVZhUm1kS2FsbFVSVnBOUW10
SFEYyZHRVMHB2Y 1ZRNGFYaHJRVkpyVjBOWVRtaGliVkpzwWWt jeGFHSNFSV2xOUTBGSFFU
R1ZSVUYzZDFwYWJUa3hZbTVTYUdGWESIUmtSMVo2WkVNMWJIHVKhSb1JqUjNoc1RHMU9k
bUpVUWXWT LFrMUhRbmx4UjFOTK5EbEJaMFZIUTBOeFIXTk50RGXCZDBWSVFUQKpRVUpL
V214V 1INFa3dkWEF2YKRObFdtWTVka@5DWWLOCINXNXZSVTFGW] IJNM1VtOHJIXRNBEZEdw
QLNUQKRSREZtU21aS1VpOWITWGWI1UkcxSVYzbFphVTVHWWXKRFNEbG1 1VOZ5Wm10N Lox
ZzBJREI2VkdsNmNXcExha®Z2VFVKWLIWRXhWV1JLVVVWQOwWzZFJUVTFCY jBkRFEzTKhR
VKZWUmMtKMARXTK5RVFJIIUVRGV 1pFUJNSVU12ZDFGR1FYZEpTR2RFUVVOQ10yZHhhR3RX
VDFCU1VVUkJaMDV2UVVSQ2JFRNFRbTFVTWtKT LZsVm5aV3huWmpRe LVpczF LVUpMVGXK
VV1VaHR1VkJCZGt4MmVIbDZNRzZFHVmxwM1dIZ3JIMekZTZDA5aFoyMTJSek50VOCcxXU2EyY
b3ZXRFJEVFZGRE9ISk5UaOp6VEC5T2NgRk10VZzVIT LRabWQWRMtTVGhvYVVGWFJ6aFRP
RmhCVWpWck1VTm51RE5aV12GQ1UyZGtVMk5HWTBGalppc3JIRbmMyV1ihrc 1ZUMG LmWDJn
Z2dHeU1JSUJyakNDQVRXZOF3SUJBZO LFRF1PdjJuQuUtCZ2dxaGtgT1BRUURBakFtTVNR
dO LnNWURWUVFERE JOb2FXZG9kMkY1TFhSbGMzUXVawWGhoY LhCc1pTNWpiMjBnUTBFdO1C
YO5NakV3TkRFek1gQXp0Oek@1V2hnUE1qazVPVEV5TXpFdO1EQXANREJhTUJ3eEdgQV1lC
ZO5WQKFVTUVUQXdMVVF3TFVVMUXVWX IMVEF3TFRBeU1Ga3dFd11I1S29aSXpgMENBUV1J
S29aSXpqMERBUWNEUWABRUE2TjFRNGV6Zk1BS21vZWNyZmIwTOJINYzFBeUVIKOJIBVGtLG
NThGCc1RTeUJ4czBTY INXTHhGakRPdXdCOWdMR24yVHNUVUp1lbUo2V1B3NVovVFAGaE02
TLpNRMN3SFFZRFZSMEQCQ L LFRKVXSXpKYVdBR1EzcOxvalpXUmtWQWdHYkZhdE1Ba®dB
MVVKRXdRQO1BQXdLd11JS3dZQk JRVUhBUOFFSHhZZGFHbG5hSGROZVMXMFpYT jBMbVYO
WVecxd2 JHVXVZM] LOT2prMESETXdDZ11JS29aSXpgMEVBAO LEWNndBd1pBSXdUbWXHOHNY
aOtHTMJI3YKtRYLINYXBGYMITYM5ISFVSRLVVRNVScXZiZ11YNOZSWHBCY3pmd@Yya2xs
TnVlamlnQWpBb3cxa2MOcjUIRW1pSCtPTUVYakJObFdsQLNaQzVRdAUpgRWYwSnNNteHNz
YytwdWNQTOoOU2hxbmV4TUV5N2JqQXhnZOVFTU LIQkFBSUJBVEF1TUNZeEpEQWLCZO5W
QkFNTUcyaHBaMmgzWVhrdGRHVnpkQzVsZUdGdGNHeGxMbU52Y INCRFFRSUVEWU92MLRB
TEJnbGdoa2dCWLFNRUFnR2dhVEFZQmdrcWhralc5dzBCQ1FNeEN3WUpLb1pJaHZjTKFR
YOJINQNAHQINXRINJIYJNEUUVKQ LRFUEZ3MH LNVEEWTVRNeU1UUXpNak5hTUM4RONTcUdT
SWIZRFFFSKJERW1CQOJKd2h5WWLiSWp LcWVSM2JIPYUXxVUNpNbEdyYzNGMLlgra3ZKMWVy
cnRvQ3RUQUtCZ2dxaGtqT1BRUURBZ1JITUVVQO LRQ21ZdUNFNjFIRLFYSCOFMTZHRESD
c1ZxdURGZ3IrUS82L0OR1LZz1Ra3pBN2dJZ2Y3TUZoQULQVZzJIQTNdSYTJI2WkZRQUtYVWJIp
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bWt pSEt6WEJBOG1kMFZIY1U9IN190IIEbzCCAfwwggGCOAMCAQICBD+YmM1IwCgYIKo0ZI
ZjOEAWIWbTESMBAGCgmMSJomT8ixKARKWAMNhMRKWFWYKCZImiZPyLGQBGRYJC2FuUZGVs
bWFuMTwwOgYDVQQDDDNmb3VudGFpbi10ZXNOLMV4YW1wbGUuUY29tIFVuc3RydW5SnIEZv
dW50YWLUuIFJvb3QgQOEWHhCcNMjAWMjI1MjEZMTUGWhCNM)j IwM]jIOMjEZMTUOW])BTMRIw
EAYKCZImiZPyLGQBGRYCY2EXGTAXBgoJkiaJk/ISZAEZFglzYW5kZWxtYW4xIjAgBgNV
BAMMGWZvdW50YWLuLXR1c3QuzZXhhbXBsZS5jb20wWTATBgcqhk jOPQIBBggghkjOPQMB
BWNCAASWZVBYNLgf5d3mX/bwgwW/pSJ6BDBIHO00aP 12QrYwWCNAg9OXyXyUf4SMsg5hlsmI
JRWOQh/X8mq35M4F+KdMO4s60yowKDAWBgNVHSUBATSEDDAKBggrBgEFBQCDHDAOBGNY
HQ8BATS8EBAMCB4AWCYIK0ZIZjOEAWIDaAAWZQIWZKIgTFVIHPpYH+NOfucgSjuU2h5s]
wLy78cs9JhVWb18fvoUcDmoJrxt215kZI/1+AjEAVKzDQbC6Da9S+Zxuen8AHSPIYgFh
VEVFWEeZNQoMd2FEAUOHUNBXAHX/vgcOmMy IMIICazCCAfKgAWIBAgIEKWSGWTAKBgQq
hkjOPQQDAjBtMRIWEAYKCZImiZPyLGQBGRYCY2EXGTAXBgoJkiaJk/ISZAEZFglzYW5K
ZWxtYW4XxPDA6BgNVBAMMM2ZvdW50YWLuLXR1c3QuzZXhhbXBsZS5jb20gvVW5zdHJ1bmcg
Rm91bnRhaW4gUm9vdCBDQTAeFwOyMDAYMjUyMTMXNDVaFwOyMjAyMjQyMTMXNDVaMGOXx
EjAQBgoJkiaJk/IsZAEZFgJjYTEZMBcGCgmSJomT8ixkARKWCXNhbmRlbG1lhbjE8BMDOG
A1UEAwwzZm91bnRhaW4tdGVzdC51eGFtcGXx LLMNvbSBVbnNOcnVuzZyBGb3VudGFpbiBS
b290IENBMHYWEAYHK0ZIZ]jOCAQYFK4EEACIDYgAEG39ZuhfDGrxmjYxs4MP6MXEPZTY1
kb23VoAH29+4eqVFTXmKRpCcZWZYXsY9pTTK+PMg+W201RvaolW+b+cDz07kUP3JHUaR2
3dLwv/XKjzABf/jCX9P1IANEi4vyB2y0o2MwYTAPBgNVHRMBAT8EBTADAQH/MA4GA1Ud
DWEB/wWQEAwWIBBjAdBgNVHQ4EFgQUuaX2yxHhB6RJILKcIxnwQvIezdCYwHwWYDVROjBBgw
FoAUuaX2yxHhB6RJLKcIxnwQvIezdCYwCgYIKoZIz]jOEAWIDZWAWZAIWIIMGZ02YPFR6
ZkxKOnDCUjZaUo1lZfSCbhKmkUWIc42FV53fOp0JUekZN2tPVMKUSOA]jBvOPmMVEUOW1YUp
TLEWWL1nkUPEDTD52BysLwbdvNUGQiyEogTgAqQRTF1EM+9kvO lwxggFLMIIBRWIBATB1
MGOXEjAQBgoJkiaJlk/IsZAEZFgJjYTEZMBcGCgmSJomT8ixkARKWCXNhbmR1bG1hbjE8
MDOGA1UEAwWwzZm91bnRhaW4tdGVzdC5leGFtcGx LLmNvbSBVbnNOcnVuzZyBGb3VudGFp
biBSb290IENBAgQ/mJt SMASGCWCGSAF LAWQCAaBpMBgGCSqGSIb3DQEJAZELBgkghkiG
9wOBBWEWHAY JKOZIhvcNAQkFMQ8XDTIXMDQXMzIXNDMyMlowlLwYJKoZIhvcNAQKEMSIE
IENOrdwjlG70K74IhCJ7UXi+wPS+r2C8DFEQjabGP+G8MA0GCCqGSM49BAMCBECWRQIh
AMhO3M+t SWbh2wKTBOXPArN+XvjSzAhaQA/uLj3qhPwi/AiBDDthfémjMuirgXEQyjMif
C2UY90NUFFON LOWEQpPBBAA==

\<CODE ENDS>

The ASN1 decoding of the artifact:

file: examples/parboiled_vr_00_DO0-E5-02-00-2D.b64

h1=4 1=3939 cons: SEQUENCE

h1=2 1= 9 prim: OBJECT :pkcs7-signedData
h1=4 1=3924 cons: cont [ 0 ]

h1=4 1=3920 cons: SEQUENCE
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h1=2
h1=2
h1=2
h1=2
h1=4
h1=2
h1=4
h1=4

23.

26:

28.:

30:

41:

45:

56:

60:
request:
2469:
2473:
2477 :
2481:
2483:
2486:
2492:
2494 :
2504:
2506:
2508:
2510:
2522:
2526:
2528:
2530:
2542:
2553 -
2555:
2557: h1=2
2562: h1=2
test.example.co
2615:d=6 hl=2
2617: h1=2
2632: h1=2
2647: h1=2
2649: h1=2
2651: h1=2
2653: h1=2
2665: h1=2
2669: h1=2
2671: h1=2
2673: h1=2

O O O 0O O 9 o o
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h1=4
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©
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SET
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cont [ 0 ]
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SEQUENCE
SEQUENCE
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SEQUENCE
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IAS5STRING
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OBJECT
IAS5STRING
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2685: h1=2 : IAS5STRING :sandelman

2696: h1=2 . SET

2698: h1=2 : SEQUENCE

2700: h1=2 : OBJECT :commonName
2705:d=9 hl=2 : UTF8STRING :fountain-
test.example.co

2732:d=6 hl=2 : SEQUENCE

2734 : h1=2 : SEQUENCE

2736: h1=2 : OBJECT :id-ecPublicKey
2745: h1=2 : OBJECT :prime256vi1

2755: hl1=2 : BIT STRING

2823: h1=2 : cont [ 3 ]

2825: h1=2 : SEQUENCE

2827 : h1=2 : SEQUENCE

2829: h1=2 : OBJECT :X509v3 Extended Key
Usag

2834 : h1=2 : BOOLEAN 2255

2837 :d= hl=2 1= 12 : OCTET STRING [HEX

DUMP] : 300A06082B0601

2851:d=8 hl=2 14 : SEQUENCE

2853:d=9 hl=2 : OBJECT :X509v3 Key Usage
2858: h1=2 : BOOLEAN 2 255

2861: h1=2 : OCTET STRING [HEX DUMP]:03020780
2867 : h1=2 : SEQUENCE

2869: h1=2 : OBJECT :ecdsa-with-SHA256
2879: h1=2 : BIT STRING

2985: hl=4 : SEQUENCE

2989: hl=4 : SEQUENCE

2993: h1=2 : cont [ O

2995: h1=2 : INTEGER 102

2998: h1=2 : INTEGER :296B0659

3004 : h1=2 : SEQUENCE

3006: h1=2 : OBJECT :ecdsa-with-SHA256
3016: h1=2 : SEQUENCE

3018: h1=2 : SET

3020: h1=2 : SEQUENCE

3022: h1=2 : OBJECT :domainComponent
3034: h1=2 : IAS5STRING :ca

3038: h1=2 . SET

3040: h1=2 : SEQUENCE

3042: h1=2 : OBJECT :domainComponent
3054: h1=2 : IASSTRING :sande lman

O O 0O O o o a9 o
11
© 00 N O N 00 00 N

O O 0O 0O O 90 9O 9 90 90 90 90 90 90 0 o0 a0 o a9 oo
11
© © 0 N © © 0 ~NO ~NO O N O 01 O O ©O O
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3065:d=7 hl=2
3067:d=8 hl=2
3069:d=9 hl=2
3074:d=9 hl=2
test.example.co
3127:d=6 hl=2
3129: h1=2
3144.: h1=2
3159: h1=2
3161: h1=2
3163: h1=2
3165: h1=2
3177: h1=2
3181: h1=2
3183: h1=2
3185: h1=2
3197: h1=2
3208: h1=2
3210: h1=2
3212: h1=2
3217:d=9 hl=2
test.example.co
3270:d=6 hl=2
3272:d= h1=2
3274 h1=2
3283: h1=2
3290: h1=2
3390: h1=2
3392: h1=2
3394 :d= h1=2
3396:d=9 hl=2
Constraints
3401:d=9 hl=2

O O O O O O O Q0 O O 0 O a9 o

11
© 00 N © © 0 N © © 0N O N N
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UTF8STRING
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IASSTRING
SET
SEQUENCE
OBJECT
IASSTRING
SET
SEQUENCE
OBJECT
UTF8STRING

SEQUENCE
SEQUENCE
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BIT STRING
cont [ 3 ]
SEQUENCE
SEQUENCE
OBJECT

BOOLEAN

:commonName
:fountain-

1200225213145Z2
12202242131457

:domainComponent
:ca

:domainComponent
:sande lman

:commonName
:fountain-

:id-ecPublicKey
:secp384ri

:X509v3 Basic

1 255

3404 :d= h1=2 OCTET STRING
3411: h1=2 : SEQUENCE
3413: h1=2 : OBJECT :X509v3 Key Usage
3418: h1=2 : BOOLEAN :255

3421: h1=2 OCTET STRING [HEX DUMP]:03020106
3427: h1=2 : SEQUENCE
3429: h1=2 : OBJECT
Ident

3434: h1l=

[HEX DUMP]:30030101FF

:X509v3 Subject Key

OCTET STRING [HEX
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d=8 hl1=2 1= 32 prim: OCTET STRING [HEX
49CEADD5A3946E

d=5 hl=2 1= 10 cons: SEQUENCE

d=6 hl=2 1= 8 prim: OBJECT :ecdsa-with-SHA256
d=5 hl1=2 1= 71 prim: OCTET STRING [HEX
3045022100C84E

The JSON contained in the voucher-request. Note that the previous voucher-request is in the prior-signed-voucher-request attribute.

{"ietf-voucher-request:voucher":{"assertion":"proximity",6 "cr
eated-on":"2021-04-13T21:43:23.787Z2", "serial-number":"00-DO-
E5-F2-00-02", "nonce":"-_XE9zK9q8L1l1lqylMtLKeg", "prior-signed-
voucher-request":"MIIGCAYJKoZIhvcNAQcCoIIGYTCCBLOCAQEXDTALBg
1ghkgBZQMEAgQEwgg0JBgkghkiGOwOBBwWGgggN6BIIDdnsiaWVv0zZzil2b3VjaG
VyLXJ1lcXV1c3Q6dm91Y2hlciI6eyJhc3N1lcnRpb24i10iJwecm94awWipdHkilC
JjcmVhdGVKLWOUIjoiMjAyMSOWNCOXM1QXxNzoOMzoyMy43NDctMDQ6MDAILC
JzZXJIpYWwtbnVtYmVyIjoiMDAtRDAtRTUtRjItMDAtMDIiLCJub25jZSI6Ii
1fWEUS5eks5cThMbDFxeWXNdEXLZWcilCIwcm94awWlpdHktcmVnaXNOcmFyLW
N1cnQiOiJNSULCLORDQOFZS2dBdO1CQWdJIRVAlawIVakFLQmdncWhrak9QuV
FEQWpPCAE1SSXdFQV1LQ1pJbWlaUH1IMR1FCR1JZQ1kyRXhHVEFYQmdvSmtpYU
prLO1zWkFFWkZnbHpZVzVrW1ld4dF LXNHhQREE2QmdOVkJBTUINMLp2ZFc1MF
1XbHVMWFJsYzNRdVpYaGhiWEJzWIM1amIyMGdwWVzV6ZEhKMWJItY2dSbTkxYm
5SaGFXNGdVbT12ZENCRFFUQWVGdzB5TURBeU1qVX1INVE14T LRSYUZ3MH INak
F5TWpReU1UTXhOVFJIhTUZNeEVgQVFCZ29Ka2 LhSmsvSXNaQUVaRmdKa 1 LURV
PNQMNHQ2d tUOpvbVQ4aXhrQVJIrVONYTmhibVJIsYkcxaGJgRWINQOFHQTFVRU
F3d1pabTkxYm5SaGFXNHRKR1Z6ZEM1bGVHRNRjR3hsTG10dmIUQ1pNQk1HQN
1XR1INNND1BZOVHQONXRINNND 1BAOVIQTBJIQUIKWmMXVSEKwdXAvbDN LWmY5dk
NCYitsSW5vVRU1FZ2M3Um8rWFpDdGpBSTBDRDFMSMZKU190SX15RG1IV31ZaU
5GY1JDSD lmeWFyZmt6Z2190cDB6VGl6cWpLakFvTUJZROEXVWRKUUVCL3dRTU
1BbOdDQ3NHQVFVRkJI3TWNNQTRHQTFVZER3RUIVA1FFQXdJSGAEQUtCZ2dxaG
tqT1BRUURBZO5VQURCbEFgQmM1UMkINV1VNZWXxnZjQzUis1eUJLTLIJUYUhteV
BBdkx2eH16MG1GV 1p2WHgrLzFSdO9hZ212RzNhWG1Sa20vWDRDTVFDOHJINTk
JzTG90c jFMNWSHNTZmdOFkSThoaUFXRzhTOFhBUjVrMUNneDNZVVFCU2dkU2
NGYOFkZisrQnc2WXkrVT0ifX2gggGyMIIBr jCCATWgAWIBAQIEDYOV2TAKBg
gghkjOPQQDAjAMMSQwIgYDVQQDDBtoaWdod2F5LXR1c3QuzXhhbXBsZS5jb2
0gQOEWIBCNM]jEWNDEZM]jAzNzM5WhgPMjk50TEYyMzEWMDAWMDBaMBwWXxGjAYBg
NVBAUMETAWLUQWLUULLUYYLTAWLTAYMFKkWEWYHK0ZIZjOCAQYIK0ZIZjODAQ
CcDQQAEA6N1Q4ezfMAKmoecr fbOOBMc1AYEH+BATKF58FSTSYBxsOSbSWLXF j
DOuwB9gLGN2TsTUJumJ6VPW5Z/TP4hJ6NZMFcwHQYDVROOBBYEFEWIZ JaWAG
Q3sLojZWRkVAgGbFatMAkGALUdEWQCMAAWKWY IKwYBBQUHASAEHXxYdaG LhaH
dheS10ZXNOLmV4YW1wbGUuY29t0]jkONDMwCgYIK0ZIZzjOEAWIDZWAWZAIWTM
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1G8sXkKGNbwbKQcYMapFbmSbnHHURFUOFURgqvbgYX7F LXpBczfwF2k LINuuj
igAjAowlkc4r55EmiH+OMEXjBNIW1BSZC5QuJjEfO@Jsmxssc+pucj0J4Shgn
eXMEy7bjAxXggEEMIIBAAIBATAUMCYXJDAiBgNVBAMMG2hpZ2h3YXktdGVzdC
51eGFtcGx LLmNvbSBDQQIEDYOV2TALBg lghkgBZQMEAgGgaTAYBgkghkiG9Ow
OBCQMXCwYJKoZIhvcNAQCcBMBWGCSqGSIb3DQEJBTEPFWOYMTAOMTMYMTQzM]
NaMC8GCSqGSIb3DQEJBDEiBCBJwhyYibIjeqeR3b0aLURzM1Grc3F2X+kvJl
errtoCtTAKBggghkjOPQQDAgRHMEUCIQCmYuUCE61HFQXH/E16GDOCsVquDtg
r+Q/6/Du/9QkzA79Igf7MFhAIPW2PNwRa2vZFQAKXUbimkiHKzXBASMdOVHb

U="}}

C.2.3. MASA To Registrar

The MASA will return a voucher to the registrar, which is to be relayed to the pledge.

\<CODE BEGINS> file "voucher_00-DO-E5-F2-00-02.b64"

MIIGIgYJKoZIhvcNAQcCoIIGEzCCBg8CAQEXDTALBglghkgBZQMEAgEWggN4BgkghkiG
9wOBBWGgggNpBIIDZXsiaWV0Zi12b3VjaGVyonZvdwWNoZXIi0nsiYXNzZzXJ0awouIljoi
bGI9NZ2VKkIiwiY3J1YXR1ZC1vbiI6IjIwMjEtMDQtMTNUMTCc6NDMEMjQUNTG5LTAOOjAW
Tiwic2VyaWFsLW51bWJ1ciI6IjAWLUQWLUULLUYYLTAWLTAYIiwibmOuY2Ui0iItX1hF
OXpLOXE4TGWXCX1LSTXRMS2VnIiwicGlubmVkLWRVbWFpbil1jZXJOIjoiTULJQi9EQONB
WUtnQXdJQkFnSUVQNW1iVWpBS0JInZ3Foa2pPUFFRREFgQNRNUK L3RUFZSONaSW1pW1B5
TEdRQkdSWUNZMkV4R1RBWE JnbOprawWFKay9Jc1pBRVpGZ2x6WVclalpXeHRZVzR4UERB
NkJINT1ZCQUINTTJadmRXNTBZV2x1TFhSbGMzUXVawWGhoY1lhCclpTNWpiMjBnV1lclemRI
SjFibWNnUmO5SMWJIuUmhhVzRnVWO5dmRDQKRRVEF LIRncweU1EQX1NalV5TVRNeESUUMFG
dzB5TWpBeU1qUXINVE14T LRSYU1GTXhFakFRQmdvSmtpYUprLOlzWkFFWkZnSmpZVEVa
TUJJRONNbVNKb21UOG14a0FSaldDWE50Ym1SbGJHMWhiakVpTUNBROEXVUVBd3daWmO5
MWJuUmhhVzROZEdWemRDNWX LROZOYOd4bEXtTnZiVEJaTUINROJIS5cUdATTTQ5QWAFROND
cUdTTTQ5QXdFSEEWSUFCS 1psVUhJIMHVwL2wzZVpmOXZDQmIrbE lubOVNRWdjN1JIvKiha
Q3RgQUkwQOQxZkpmS1IvaE1l5eURtSFA5WWLORMISQOg5ZnlhecmZremdYNHAwe LRpenFq
S2pBbO1CWUABMVVKS LFFQi93UUINQWIOHQONZROFRVUZCAO1j TUEOROEXVWREAOVCL3dR
RUF3SUhNREFLQmMdncWhrak9QUVFEQWdObOFEQmxBakJtVDJICTVZVZ2VSZ2YOM1IrNX1C
SO5SVGFIbX1QQXZMdnh5ejBtR1Zad Lh4Ky8xUndPYWdtdkczYVhtUmtgL1g®QO1RQzhy
TU5CcOXvTNIXTDVUuRzU2ZndBZEk4aG1BVOc4UzhYQVIlazFDZ3gzWVVRQLNNZFNjRmNB
ZGYrKOJ3N115K1U9In190IIBdDCCAXAwgTagAwIBAgIEC4cKMTAKBggghkjOPQQDAjAM
MSQwIgYDVQQDDBtoaWdod2F5LXR1c3QuzXhhbXBszZS5jb20gQOEWHhCcNMjEWNDEZMjEO
MDE2WhcNMjMwNDEZzMjEGMDE2WjAoMSYwJAYDVQQDDBloaWdod2F5LXR1c3QuzXhhbXBs
ZS5jb20gTUFTQTBZMBMGBY(qGSM49AgEGCCqGSM49AWEHAOIABKOEFaNEue JE+Mn5Gwch
pnRznB66bKmzgTCpojJZ96AdRWFtuTCVToKouLTBX01idIhMLTJILM31 lyuKy4CUtpp6W]
EDAOMAWGA1UdJEWEB/WQCMAAWCQYIK0ZIzjOEAWIDaQAwWZgIXAK7LYS3UXI1uhqoLBh3G
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https://www.rfc-editor.org/rfc/rfc8995.html#section-c.2.3
https://www.rfc-editor.org/rfc/rfc8995.html#name-masa-to-registrar

02C6MNM2JdMjhUmHHM6UI3kankFVJIBOVIqFIuwrAqzwTcwIXAIY8Z70VoulL 1+a35HZzB
NDJ49c/q1lUcDnwC/OFNLUCKYBIEKilETULF1si+dqLTOUTGCAQUWggEBAQEBMC4wJjEk
MCIGA1UEAwwbaGlnaHdheS10ZXNOLmMV4YW1lwbGUuUY29t IENBAgQLhwOXMASGCWCGSAF 1
AwQCAaBpMBgGCSqGSIb3DQEJAZELBgkqhkiGOwOBBWEWHAY JKOZIhvcNAQKFMQ8XDTIX
MDQXxMzIXNDMyNFowLwYJKoZIhvcNAQKEMSIEIFUU]jg4WYVO+MpX122Qfk/7zm/G6/B59
HD/XrVRO1GIjMA0oGCCqGSM49BAMCBEgWRgIhAOhUTxbH2dwpB2BrTDcsYSjRkCCk/WE6
Mdt+y4z5KDOIAIEAphwdIUb40AONONIUPH7N2 L TYAFZgyn11INHTteY9DmYI=

\<CODE ENDS>

The ASN1 decoding of the artifact:

file: examples/voucher_00-D0-E5-F2-00-02.b64

hl=4 1=1570 : SEQUENCE
hl=2 1= 9 : OBJECT :pkcs7-signedData
h1=4 1=1555 : cont [ O ]
h1l=4 1=1551 : SEQUENCE
hl=2 1= 1 : INTEGER
h1=2 1= 13 : SET
hl=2 1= 11 : SEQUENCE
hl=2 1= 9 : OBJECT :sha256
hl=4 1= 888 : SEQUENCE
hl=2 1= 9 : OBJECT :pkcs7-data
hl=4 1= 873 : cont [ O ]
hl=4 1= 869 : OCTET STRING {"ietf-
voucher :voucher":
933: hl=4 1= 372 : cont [ O ]
937: hl=4 1= 368 : SEQUENCE
941.: h1=3 1= 246 : SEQUENCE
944: hl=2 1= g : cont [ O
946: hl=2 1= 1 : INTEGER 102
949: hl=2 1= 4 : INTEGER :0B870A31
955: hl=2 1= 10 : SEQUENCE
957: h1=2 1= 8 : OBJECT :ecdsa-with-SHA256
967: h1l=2 1= 38 : SEQUENCE
969: h1l=2 1= 36 . SET
971: hl=2 1= 34 : SEQUENCE
973: h1=2 1= 3 : OBJECT :commonName
978:d=9 hl=2 1= 27 : UTF8STRING :highway -
test.example.com

:d
:d
:d
:d
:d
:d
:d
:d
:d
:d
:d
:d

11
a &~ b WO A WOWWDNERO

o)
L1 | S I A | B |
w

O O O 0O O 9O 9 Q9 9 9 Q9
11
© 00 N O N O O ~N O O &
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1007: h1=2
1009: h1=2
1024: h1=2
1039: h1=2
1041: h1=2
1043: h1=2
1045: h1=2
1050:d=9 hl=2
test.example.com
1081:d=6 hl=2
1083:d= h1=2
1085: h1=2
1094.: h1=2
1104: h1=2
1172: h1=2
1174 h1=2
1176:d= h1=2
1178:d=9 hl=2
Constraints
1183:d=9 hl=2
1186:d=9 hl=2
1190: h1=2
1192: h1=2
1202: h1=2
1309: h1=4
NRCHRCE: hl=4
1317: h1=2
1320: hl1=2
1322: h1=2
1324: h1=2
1326: h1=2
1328: h1=2
1333:d=9 hl=2
test.example.com
1362:d=6 hl=2
1368:d=5 hl=2
1370: h1=2
1381: hl1=2
1383: hl1=2
1385: h1=2
1396: h1=2
1398: h1=2

O O O 0O O 0O 9O 9 9 a9 a9
11
© 00 N O O o A W Ol O O

SEQUENCE
UTCTIME
UTCTIME
SEQUENCE
SET
SEQUENCE
OBJECT
UTF8STRING

SEQUENCE
SEQUENCE
OBJECT
OBJECT

BIT STRING
cont [ 3 ]
SEQUENCE
SEQUENCE
OBJECT

BOOLEAN

OCTET STRING

SEQUENCE
OBJECT

BIT STRING
SET
SEQUENCE
INTEGER
SEQUENCE
SEQUENCE
SET
SEQUENCE
OBJECT
UTF8STRING

INTEGER
SEQUENCE
OBJECT
cont [ O ]
SEQUENCE
OBJECT
SET
OBJECT
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1210413214016Z
1230413214016Z

:commonName
:highway -

:id-ecPublicKey
:prime256vi1

:X509v3 Basic

1255

[HEX DUMP]:3000

:ecdsa-with-SHA256

:commonName
:highway-

:0B870A31

:sha256

:contentType

:pkcs7-data
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h1=2 28 : SEQUENCE

h1=2 9 : OBJECT :signingTime
h1=2 15 : SET

h1=2 13 : UTCTIME 12104132143247
h1=2 47 : SEQUENCE

h1=2 9 : OBJECT :messageDigest
h1=2 34 . SET

:d=8 hl=2 B2 : OCTET STRING [HEX
55148EQE166153

d=5 hl=2 1= 10 : SEQUENCE

d=6 hl=2 1= 8 : OBJECT :ecdsa-with-SHA256
d=5 hl=2 1= 72 : OCTET STRING [HEX
3046022100E854
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BRSKI Over Wifi

BRSKI over IEEE 802.11
draft-friel-brski-over-802dotl11-01

Abstract

This document outlines the challenges associated with implementing

Bootstrapping Remote Secure Key Infrastructures over IEEE 802.11
and

IEEE 802.1x networks. Multiple options are presented for
discovering

and authenticating to the correct IEEE 802.11 SSID. This initial

draft is a discussion document and no final recommendations are
made

on the recommended approaches to take.

Status of This Memo

This Internet-Draft is submitted in full conformance with the
provisions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering

Task Force (IETF). Note that other groups may also distribute

working documents as Internet-Drafts. The list of current
Internet-

Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maximum of six
months

and may be updated, replaced, or obsoleted by other documents at
any

time. It is inappropriate to use Internet-Drafts as reference

material or to cite them other than as "work in progress."

This Internet-Draft will expire on January 3, 2019.
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Copyright Notice

Copyright (c) 2018 IETF Trust and the persons identified as the
document authors. All rights reserved.

This document is subject to BCP 78 and the IETF Trust's Legal

Provisions Relating to IETF Documents

(https://trustee.ietf.org/license-info) in effect on the date of

publication of this document. Please review these documents

carefully, as they describe your rights and restrictions with
respect

Friel, et al. Expires January 3, 2019
1]

Internet-Draft BRSKI-WIFI
2018

to this document. Code Components extracted from this document
must

include Simplified BSD License text as described in Section 4.e of

the Trust Legal Provisions and are provided without warranty as

described in the Simplified BSD License.
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1.1. Terminology
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Incorrect SSID Discovery

Leveraging BRSKI MASA
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IEEE 802.11aq
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Reusing Existing IEEE 802.11u Elements

IEEE 802.11u Interworking Information - Internet

Define New IEEE 802.11u Extensions

Wi-Fi Protected Setup

Define and Advertise a BRSKI-specific AKM in RSNE

Wi-Fi Device Provisioning Profile
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Unauthenticated Pre-BRSKI and EAP-TLS Post-BRSKI

PSK or SAE Pre-BRSKI and EAP-TLS Post-BRSKI

MAC Address Bypass Pre-BRSKI and EAP-TLS Post-BRSKI
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New TEAP BRSKI mechanism

New IEEE 802.11 Authentication Algorithm for BRSKI and
EAP-TLS Post-BRSKI

New IEEE 802.1X EAPOL-Announcements to encapsulate BRSKI
and EAP-TLS Post-BRSKI

IANA Considerations

Security Considerations

Informative References

Appendix A. IEEE 802.11 Primer

A.1. IEEE 802.11i

A.2. TIEEE 802.11u
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Introduction

Bootstrapping Remote Secure Key Infrastructures (BRSKI)
[I-D.ietf-anima-bootstrapping-keyinfra] describes how a device can
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bootstrap against a local network using an Initial Device Identity

X.509 [IEEE802.1AR] IDevID certificate that is pre-installed by the

vendor on the device in order to obtain an [IEEE802.1AR] LDevID.
The

BRSKI flow assumes the device can obtain an IP address, and thus

assumes the device has already connected to the local network.

Further, the draft states that BRSKI use of IDevIDs:

allows for alignment with [IEEE802.1X] network access control
methods, its use here is for Pledge authentication rather than
network access control. Integrating this protocol with network
access control, perhaps as an Extensible Authentication Protocol
(EAP) method (see [RFC3748], is out-of-scope.

The draft does not describe any mechanisms for how an [IEEE802.11]
enabled device would discover and select a suitable [IEEE802.11]
SSID
when multiple SSIDs are available. A typical deployment scenario
could involve a device begin deployed in a location were twenty or
more SSIDs are being broadcast, for example, in a multi-tenanted
building or campus where multiple independent organizations operate
[IEEE802.11] networks.

In order to reduce the administrative overhead of installing new

devices, it is desirable that the device will automatically
discover

and connect to the correct SSID without the installer having to

manually provision any network information or credentials on the

device. It is also desirable that the device does not discover,

connect to, and automatically enroll with the wrong network as this

could result in a device that is owned by one organization
connecting

to the network of a different organization in a multi-tenanted

building or campus.

Additionally, as noted above, the BRSKI draft does not describe how
BRSKI could potentially align with [IEEE802.1X] authentication
mechanisms.

This document outlines multiple different potential mechanisms that
would enable a bootstrapping device to choose between different
available [IEEE802.11] SSIDs in order to execute the BRSKI flow.
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This document also outlines several options for how [IEEE802.11]

networks enforcing [IEEE802.1X] authentication could enable the
BRSKI

flow, and describes the required device behaviour.

This document presents both [IEEE802.11] mechanisms and Wi-Fi
Alliance (WFA) mechanisms. An important consideration when
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determining what the most appropriate solution to device onboarding
should be is what bodies need to be involved in standardisation
efforts: IETF, IEEE and/or WFA.

1.1. Terminology

IEEE 802.11u: an amendment to the IEEE 802.11-2007 standard to add
features that improve interworking with external networks.

ANI: Autonomic Networking Infrastructure
ANQP: Access Network Query Protocol

AP: IEEE 802.11 Access Point

CA: Certificate Authority

EAP: Extensible Authentication Protocol

EST: Enrollment over Secure Transport

HotSpot 2.0 / HS2.0: An element of the Wi-Fi Alliance Passpoint
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certificatoin program that enables cell phones to automatically
discover capabilities and enroll into IEEE 802.11 guest networks
(hotspots).

IE: Information Element

IDevID: Initial Device Identifier

LDevID: Locally Significant Device Identifier

OI: Organization Identifier

MASA: BRSKI Manufacturer Authorized Signing Authority service
SSID: IEEE 802.11 Service Set Identifier

STA: IEEE 802.11 station

WFA: Wi-Fi Alliance

WLC: Wireless LAN Controller

WPA/WPA2: Wi-Fi Protected Access / Wi-Fi Protected Access version 2

WPS: Wi-Fi Protected Setup

Friel, et al. Expires January 3, 2019
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Discovery and Authentication Design Considerations

Incorrect SSID Discovery
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As will be seen in the following sections, there are several

discovery scenarios where the device can choose an incorrect SSID
and

attempt to join the wrong network. For example, the device is
being

deployed by one organization in a multi-tenant building, and
chooses

to connect to the SSID of a neighbor organization. The device is

dependent upon the incorrect network rejecting its BRSKI enrollment

attempt. It is possible that the device could end up enrolled with

the wrong network.

Leveraging BRSKI MASA
2.1.1.1. Prevention

BRSKI allows optional sales channel integration which could be used

to ensure only the "correct" network can claim the device. 1In

theory, this could be achieved if the BRSKI MASA service has
explicit

knowledge of the network where every single device will be
deployed.

After connecting to the incorrect SSID and possibly authenticating
to

the network, the device would present network TLS information in
its

voucher-request, and the MASA server would have to reject the
request

based on this network TLS information and not issue a voucher. The

device could then reject that SSID and attempt to bootstrap against

the next available SSID.

This could possibly be acheieved via sales channel integration,
where

devices are tracked through the supply chain all the way from

manufacturer factory to target deployment network operator. 1In

practice, this approach may be challenging to deploy as it may be

extremely difficult to implement this tightly coupled sales channel

integration and ensure that the MASA actually has accurate
deployment

network information.
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An alternative to sales channel integration is to provide the

device
owners with a, possibly authenticated, interface or API to the MASA
service whereby they would have to explicitly claim devices prior

to
the MASA issuing vouchers for that device. There are similar
problems with this approach, as there could be a complex sales and
channel partner chain between the MASA service operator and the
device operator who owns and deploys the device. This could make
exposure of APIs by the MASA operator to the device operator
untenable.
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2.1.1.2. Detection

If a device connects to the wrong network, the correct network
operator could detect this after the fact by integration with MASA
and checking audit logs for the device. The MASA audit logs should
indicate all networks that have been issued vouchers for a specific
device. This mechanism also relies on the correct network operater
having a list, bill or materials, or similar of all device
identities
that should be connecting to their network in order to check MASA
logs for devices that have not come online, but are known to be
physically deployed.

Relying on the Network Administrator
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An obvious mechanism is to rely on network administrators to be
good

citizens and explicitly reject devices that attempt to bootstrap

against the wrong network. This is not guaranteed to work for two

main reasons:

Some network administrators will configure an open policy on

network. Any device that attempts to connect to the network

be automatically granted access.

Some network administrators will be bad actors and will
intentionally attempt to onboard devices that they do not own

that are in range of their networks.

Requiring the Network to Demonstrate Knowledge of Device

Protocols such as the WFA Device Provisioning Profile [DPP] require
that a network provisoining entity demonstrate knowledge of device
information such as the device's bootstrapping public key prior to
the device attempting to connect to the network. This gives a
higher
level of confidence to the device that it is connecting to the
correct SSID. These mechanisms could leverage a key that is
printed
on the device label, or included in a sales channel bill of
materials. The security of these types of key distribution
mechanisms relies on keeping the device label or bill of materials
content from being compromised prior to device installation.

IEEE 802.11 Authentication Mechanisms

[IEEE802.111i] allows an SSID to advertise different authentication

mechanisms via the AKM Suite list in the RSNE. A very brief

introduction to [IEEE802.11i] is given in the appendices. An SSID

could advertise PSK or [IEEE802.1X] authentication mechanisms.
When

a network operator needs to enforce two different authentication
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mechanisms, one for pre-BRSKI devices and one for post-BRSKI
devices,
the operator has two options:

configure two SSIDs with the same SSID string value, each one
advertising a different authentication mechanism

configure two different SSIDs, each with its own SSID string
value, with each one advertising a different authentication
mechanism

If devices have to be flexible enough to handle both options, then

this adds complexity to the device firmware and internal state

machines. Similarly, if network infrastructure (APs, WLCs, AAAS)

potentially needs to support both options, then this adds
complexity

to network infrastructure configuration flexibility, software and

state machines. Consideration must be given to the practicalities
of

implementation for both devices and network infrastructure when
designing the final bootstrap mechanism and aligning [IEEE8602.11],
[IEEE802.1X] and BRSKI protocol interactions.

Devices should be flexible enough to handle potential options
defined

by any final draft. When discovering a pre-BRSKI SSID, the device

should also discover the authentication mechanism enforced by the

SSID that is advertising BRSKI support. If the device supports the

authentication mechanism being advertised, then the device can
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connect to the SSID in order to initiate the BRSKI flow. For
example, the device may support [IEEE802.1X] as a pre-BRSKI
authentication mechanism, but may not support PSK as a pre-BRSKI
authentication mechanism.

Once the device has completed the BRKSI flow and has obtained an
LDevID, a mechanism is needed to tell the device which SSID to use
for post-BRSKI network access. This may be a different SSID to the
pre-BRSKI SSID. The mechanism by which the post-BRSKI SSID is
advertised to the device is out-of-scope of this version of this
document.

IP Address Assignment Considerations

If a device has to perform two different authentications, one for
pre-BRSKI and one for post-BRSKI, network policy will typically
assign the device to different VLANs for these different stages,
and
may assign the device different IP addresses depending on which
network segment the device is assigned to. This could be true even
if a single SSID is used for both pre-BRSKI and post-BRSKI
connections. Therefore, the bootstrapping device may need to
completely reset its network connection and network software stack,

Friel, et al. Expires January 3, 2019
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and obtain a new IP address between pre-BRSKI and post-BRSKI
connections.

Client and Server Implementations
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When evaluating all possible SSID discovery mechanism and
authentication mechanisms outlined in this document, consideration
must be given to the complexity of the required client and server
implementation and state machines. Consideration must also be

given
to the network operator configuration complexity if multiple
permutations and combinations of SSID discovery and network
authentication mechanisms are possible.

Potential SSID Discovery Mechanisms

This section outlines multiple different mechanisms that could
potentially be leveraged that would enable a bootstrapping device

choose between multiple different available [IEEE802.11] SSIDs. As
noted previously, this draft does not make any final
recommendations.

The discovery options outlined in this document include:
0 Well-known BRSKI SSID
[IEEE802.11aq]
[IEEE802.11] Vendor Specific Information Element
Reusing Existing [IEEE802.11u] Elements
[IEEE802.11u] Interworking Information - Internet
Define New [IEEE802.11u] Extensions
Wi-Fi Protected Setup
Define and Advertise a BRSKI-specific AKM in RSNE
Wi-Fi Device Provisioning Profile

These mechanisms are described in more detail in the following
sections.

3.1. Well-known BRSKI SSID
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A standardized naming convention for SSIDs offering BRSKI services
is
defined such as:

Friel, et al. Expires January 3, 2019
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0 BRSKI%ssidname

Where:

0 BRSKI: is a well-known prefix string of characters. This prefix
string would be baked into device firmware.

0 %: 1s a well known delimiter character. This delimiter
character
would be baked into device firmware.

0 ssidname: 1is the freeform SSID name that the network operator
defines.

Device manufacturers would bake the well-known prefix string and
character delimiter into device firmware. Network operators
configuring SSIDs which offer BRSKI services would have to ensure
that the SSID of those networks begins with this prefix. On
bootstrap, the device would scan all available SSIDs and look for
ones with this given prefix.

If multiple SSIDs are available with this prefix, then the device
could simply round robin through these SSIDs and attempt to start
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BRSKI flow on each one in turn until it succeeds.
This mechanism suffers from the limitations outlined in Section 2.1

it does nothing to prevent a device enrolling against an incorrect
network.

Another issue with defining a specific naming convention for the
SSID
is that this may require network operators to have to deploy a new
SSID. 1In general, network operators attempt to keep the number of
unique SSIDs deployed to a minimum as each deployed SSID eats up a
percentage of available air time and network capacity. A good
discussion of SSID overhead and an SSID overhead [calculator] is
available.

IEEE 802.11aq
[IEEE802.11aq] is currently being worked by the IEEE, but is not

yet
finalized, and is not yet supported by any vendors in shipping

product. [IEEE802.1l1aq] defines new elements that can be included

[IEEE802.11] Beacon, Probe Request and Probe Response frames, and
defines new elements for ANQP frames.

The extensions allow an AP to broadcast support for backend
services,

where allowed services are those registered in the [IANA] Service

Name and Transport Protocol Port Number Registry. The services can

be advertised in [IEEE802.11] elements that include either:

Friel, et al. Expires January 3, 2019
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0 SHA256 hashes of the registered service names

o a bloom filter of the SHA256 hashes of the registered service
names

Bloom filters simply serve to reduce the size of Beacon and Probe
Response frames when a large number of services are advertised. If

bloom filter is used by the AP, and a device discovers a potential
service match in the bloom filter, then the device can query the AP
for the full list of service name hashes using newly defined ANQP
elements.

If BRSKI were to leverage [IEEE802.11aq], then the [IEEE802.1l1aq]
specification would need to be pushed and supported, and a BRSKI
service would need to be defined in [IANA].

This mechanism suffers from the limitations outlined in Section 2.1

it does nothing to prevent a device enrolling against an incorrect
network.

TEEE 802.11 Vendor Specific Information Element

[IEEEB02.11] defines Information Element (IE) number 221 for
carrying

Vendor Specific information. The purpose of this document is to

define an SSID discovery mechanism that can be used across all

devices and vendors, so use of this IE is not an appropriate long
term solution.

3.4. Reusing Existing IEEE 802.11u Elements

[IEEE802.11u] defines mechanisms for interworking. An introduction
to [IEEE802.11u] is given in the appendices. Existing IEs in
[IEEE802.11u] include:

0 Roaming Consortium IE

o NAI Realm IE
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These existing IEs could be used to advertise a well-known, logical
service that devices implicitly know to look for.

In the case of NAI Realm, a well-known service name such as

" _bootstrapks" could be defined and advertised in the NAI Realm IE.
In the case of Roaming Consortium, a well-known Organization
Identifier (0I) could be defined and advertised in the Roaming
Consortium IE.

Friel, et al. Expires January 3, 2019
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Device manufacturers would bake the well-known NAI Realm or Roaming
Consortium OI into device firmware. Network operators configuring
SSIDs which offer BRSKI services would have to ensure that the SSID
offered this NAI Realm or OI. On bootstrap, the device would scan
all available SSIDs and use ANQP to query for NAI Realms or Roaming
Consortium OI looking for a match.

The key concept with this proposal is that BRSKI uses a well-known
NAI Realm name or Roaming Consortium OI more as a logical service
advertisement rather than as a backhaul internet provider
advertisement. This is conceptually very similar to what
[IEEE802.11aq] is attempting to achieve.

Leveraging NAI Realm or Roaming Consortium would not require any
[IEEE802.11] specification changes, and could possibly be defined

this IETF draft. Note that the authors are not aware of any
currently defined IETF or IANA namespaces that define NAI Realms or
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OIs.

Additionally (or alternatively...) as NAI Realm includes
advertising

the EAP mechanism required, if a new EAP-BRSKI were to be defined,

then this could be advertised. Devices could then scan for an NAI

Realm that enforced EAP-BRSKI, and ignore the realm name.

This mechanism suffers from the limitations outlined in Section 2.1

it does nothing to prevent a device enrolling against an incorrect
network.

Additionally, as the IEEE is attempting to standardize logical
service advertisement via [IEEE802.11aq], [IEEE802.11aq] would seem
to be the more appropriate option than overloading an existing IE.
However, it is worth noting that configuration of these IEs is
supported today by WLCs, and this mechanism may be suitable for
demonstrations or proof-of-concepts.

TEEE 802.11u Interworking Information - Internet

It is possible that an SSID may be configured to provide
unrestricted

and unauthenticated internet access. This could be advertised in
the

Interworking Information IE by including:

o internet bit = 1

0 ASRA bit =0

If such a network were discovered, a device could attempt to use
the
BRSKI well-known vendor cloud Registrar. Possibly this could be a

Expires January 3, 2019
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default fall back mechanism that a device could use when
determining
which SSID to use.

Define New IEEE 802.11u Extensions

Of the various elements currently defined by [IEEE802.11u] for
potentially advertising BRSKI, NAI Realm and Roaming Consortium IE
are the two existing options that are a closest fit, as outlined
above. Another possibility that has been suggested in the IETF
mailers is defining an extension to [IEEE802.11u] specifically for
advertising BRSKI service capability. Any extensions should be
included in Beacon and Probe Response frames so that devices can
discover BRSKI capability without the additional overhead of having
to explicitly query using ANQP.

[IEEE802.11aq] appears to be the proposed mechanism for generically

advertising any service capability, provided that service 1is

registered with [IANA]. It is probably a better approach to

encourage adoption of [IEEE802.1l1aq] and register a service name
for

BRSKI with [IANA] rather than attempt to define a completely new

BRSKI-specific [IEEE802.11u] extension.

Wi-Fi Protected Setup

Wi-Fi Protected Setup (WPS) only works with Wi-Fi Protected Access

(WPA) and WPA2 when in Personal Mode. WPS does not work when the

network is in Enterprise Mode enforcing [IEEE802.1X]
authentication.

WPS is intended for consumer networks and does not address the

security requirements of enterprise or IoT deployments.

Define and Advertise a BRSKI-specific AKM in RSNE

[IEEE802.11i] introduced the RSNE element which allows an SSID to
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advertise multiple authentication mechanisms. A new Authentication

and Key Management (AKM) Suite could be defined that indicates the

STA can use BRSKI mechanisms to authenticate against the SSID. The

authentication handshake could be an [IEEE802.1X] handshake,
possibly

leveraging an EAP-BRSKI mechanism, the key thing here is that a new

AKM is defined and advertised to indicate the specific BRSKI-
capable

EAP method that is supported by [IEEE802.1X], as opposed to the

current [IEEE802.1X] AKMs which give no indication of the supported

EAP mechanisms. It is clear that such method would limit the SSID
to

BRSKI-supporting clients. This would require an additional SSID

specifically for BRSKI clients.
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Wi-Fi Device Provisioning Profile

The [DPP] specification defines how an entity that is already
trusted

by a network can assist an untrusted entity in enrolling with the

network. The description below assumes the [IEEE802.11] network is

in infrastructure mode. DPP introduces multiple key roles
including:

0 Configurator: A logical entity that is already trusted by the
network that has capabilities to enroll and provision devices
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called Enrollees. A Configurator may be a STA or an AP.

Enrollee: A logical entity that is being provisioned by a
Configurator. An Enrollee may be a STA or an AP.

o Initiator: A logical entity that initiates the DPP
Authentication
Protocol. The Initiator may be the Configurator or the
Enrollee.

0 Responder: A logical entity that responds to the Initiator of
the
DPP Authentication Protocol. The Responder may be the
Configurator or the Enrollee.

In order to support a plug and play model for installation of

devices, where the device is simply powered up for the first time
and

automatically discovers the network without the need for a helper

supervising application, for example an application running on a

smart cell phone or tablet that performs the role of Configurator,
then this implies that the AP must perform the role of the
Configurator and the device or STA performs the role of Enrollee.
Note that the AP may simply proxy DPP messages through to a backend
WLC, but from the perspective of the device, the AP is the
Configurator.

The DPP specification also mandates that the Initiator must be
bootstrapped the bootstrapping public key of the Responder. For
BRSKI purposes, the DPP bootstrapping public key will be the
[IEEE802.1AR] IDevID of the device. As the boostrapping device
cannot know in advance the bootstrapping public key of a specific
operators network, this implies that the Configurator must take on
the role of the Initiator. Therefore, the AP must take on the
roles
of both the Configurator and the Initiator.

More details to be added...

Potential Authentication Options
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When the bootstrapping device determines which SSID to connect to,
there are multiple potential options available for how the device
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authenticates with the network while bootstrapping. Several
options
are outlined in this section. This list is not exhaustive.

At a high level, authentication can generally be split into two
phases using two different credentials:

0 Pre-BRSKI: The device can use its [IEEE802.1AR] IDevID to
connect
to the network while executing the BRSKI f low
0 Post-BRSKI: The device can use its [IEEE802.1AR] LDevID to
connect
to the network after completing BRSKI enrollment
The authentication options outlined in this document include:

Unauthenticated Pre-BRSKI and EAP-TLS Post-BRSKI

PSK or SAE Pre-BRSKI and EAP-TLS Post-BRSKI

MAC Address Bypass Pre-BRSKI and EAP-TLS Post-BRSKI

EAP-TLS Pre-BRSKI and EAP-TLS Post-BRSKI

New TEAP BRSKI mechanism
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New [IEEE802.11] Authentication Algorithm for BRSKI and EAP-TLS
Post -BRSKI

New [IEEE802.1X] EAPOL-Announcements to encapsulate BRSKI prior

EAP-TLS Post-BRSKI

These mechanisms are described in more detail in the following
sections. Note that any mechanisms leveraging [IEEE802.1X] are
[IEEE802.11] MAC layer authentication mechanisms and therefore the
SSID must advertise WPA2 capability.

When evaluating the multiple authentication options outlined below,
care and consideration must be given to the complexity of the
software state machine required in both devices and services for
implementation.

4.1. Unauthenticated Pre-BRSKI and EAP-TLS Post-BRSKI
The device connects to an unauthenticated network pre-BRSKI. The
device connects to a network enforcing EAP-TLS post-BRSKI. The

device uses its LDevID as the post-BRSKI EAP-TLS credential.

To be completed..
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PSK or SAE Pre-BRSKI and EAP-TLS Post-BRSKI
The device connects to a network enforcing PSK pre-BRSKI. The
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mechanism by which the PSK is provisioned on the device for pre-
BRSKI

authentication is out-of-scope of this version of this document.
The

device connects to a network enforcing EAP-TLS post-BRSKI. The

device uses the LDevID obtained via BRSKI as the post-BRSKI EAP-TLS

credential.

When the device connects to the post-BRSKI network that is
enforcing

EAP-TLS, the device uses its LDevID as its credential. The device

should verify the certificate presented by the server during that

EAP-TLS exchange against the trusted CA list it obtained during

BRSKI.

If the [IEEE802.1X] network enforces a tunneled EAP method, for

example [RFC7170], where the device must present an additional

credential such as a password, the mechanism by which that
additional

credential is provisioned on the device for post-BRSKI
authentication

is out-of-scope of this version of this document. NAI Realm may be

used to advertise the EAP methods being enforced by an SSID. It is

to be determined if guidelines should be provided on use of NAI
Realm

for advertising EAP method in order to streamline BRSKI.

4.3. MAC Address Bypass Pre-BRSKI and EAP-TLS Post-BRSKI

Many AAA server state machine logic allows for the network to

fallback to MAC Address Bypass (MAB) when initial authentication

against the network fails. If the device does not present a valid

credential to the network, then the network will check if the

device's MAC address is whitelisted. If it is, then the network
may

grant the device access to a network segment that will allow it to

complete the BRSKI flow and get provisioned with an LDevID. Once
(4[]

device has an LDevID, it can then reauthenticate against the
network

using its EAP-TLS and its LDevID.
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4.4. EAP-TLS Pre-BRSKI and EAP-TLS Post-BRSKI

The device connects to a network enforcing EAP-TLS pre-BRSKI. The
device uses its IDevID as the pre-BRSKI EAP-TLS credential. The
device connects to a network enforcing EAP-TLS post-BRSKI. The
device uses its LDevID as the post-BRSKI EAP-TLS credential.

When the device connects to a pre-BRSKI network that is enforcing

EAP-TLS, the device uses its IDevID as its credential. The deivce

should not attempt to verify the certificate presented by the
server

during that EAP-TLS exchange, as it has not yet discovered the
local

domain trusted CA list.

Friel, et al. Expires January 3, 2019
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When the device connects to the post-BRSKI network that is
enforcing

EAP-TLS, the device uses its LDevID as its credential. The device

should verify the certificate presented by the server during that

EAP-TLS exchange against the trusted CA list it obtained during

BRSKI.

Again, if the post-BRSKI network enforces a tunneled EAP method,
the

mechanism by which that second credential is provisioned on the

device is out-of-scope of this version of this document.

New TEAP BRSKI mechanism

New TEAP TLVs are defined to transport BRSKI messages inside an
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outer
EAP TLS tunnel such as TEAP [RFC7170]. [I-D.lear-eap-teap-brski]
outlines a proposal for how BRSKI messages could be transported
inside TEAP TLVs. At a high level, this enables the device to
obtain
an LDevID during the Layer 2 authentication stage. This has
multiple
advantages including:

avoids the need for the device to potentially connect to two
different SSIDs during bootstrap

the device only needs to handle one authentication mechanism
during bootstrap

the device only needs to obtain one IP address, which it obtains
after BRSKI is complete

avoids the need for the device to have to disconnect from the
network, reset its network stack, and reconnect to the network

potentially simplifies network policy configuration

There are two suboptions to choose from when tunneling BRSKI
messages
inside TEAP:

define new TLVs for transporting BRSKI messages inside the TEAP
tunnel

define a new EAP BRSKI method type that is tunneled within the
outer TEAP method

This section assumes that new TLVs are defined for transporting
BRSKI

messages inside the TEAP tunnel and that a new EAP BRSKI method
type

is not defined.

The device discovers and connects to a network enforcing TEAP. A
high level TEAP with BRSKI extensions flow would look something
like:
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Device starts the EAP flow by sending the EAP TLS ClientHello
message

EAP server replies and includes CertificateRequest message, and
may specify certificate_authorities in the message

if the device has an LDevID and the LDevID issuing CA is allowed
by the certificate_authorities list (i.e. the issuing CA is
explicitly included in the 1list, or else the list is empty) then
the device uses its LDevID to establish the TLS tunnel

o 1if the device does not have an LDevID, or
certificate_authorities
prevents it using its LDevID, then the device uses its IDevID to
establish the TLS tunnel

if certificate_authorities prevents the device from using 1its
IDevID (and its LDevID if it has one) then the device fails to

connect

The EAP server continues with TLS tunnel establishment:

if the device certificate is invalid or expired, then the EAP
server fails the connection request.

if the device certificate is valid but is not allowed due to a
configured policy on the EAP server, then the EAP server fails

connection request
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if the device certificate is accepted, then the EAP server
establishes the TLS tunnel and starts the tunneled EAP-BRSKI
procedures

this stage, the EAP server has some policy decisions to make:

if network policy indicates that the device certificate is
sufficient to grant network access, whether it is an LDevID or

IDevID, then the EAP server simply initiates the Crypto-Binding

TLV and 'Success' Result TLV exchange. The device can now
obtain

an IP address and connect to the network.

the EAP server may instruct the device to initialise a full

flow. Typically, the EAP server will instruct the device to
initialize a BRSKI flow when it presents an IDevID, however, the
EAP server may instruct the device to initialize a BRSKI flow

if it presented a valid LDevID. The device sends all BRSKI
messages, for example 'requestvoucher', inside the TLS tunnel
using new TEAP TLVs. Assuming the BRSKI flow completes
successfully and the device is issued an LDevID, the EAP server

Friel, et al. Expires January 3, 2019
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completes the exchange by initiating the Crypto-Binding TLV and
'Success' Result TLV exchange.

Once the EAP flow has successfully completed, then:
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0 network policy will automatically assign the device to the

correct
network segment

o the device obtains an IP address

0 the device can access production service

It is assumed that the device will automatically handle LDevID

certificate reenrolment via standard EST [RFC7030] outside the

context of the EAP tunnel.

An item to be considered here is what information is included in

Beacon or Probe Response frames to explicitly indicate that

[IEEE802.1X] authentication using TEAP supporting BRSKI extensions

allowed. Currently, the RSNE included in Beacon and Probe Response
frames can only indicate [IEEE802.1X] support.

New IEEE 802.11 Authentication Algorithm for BRSKI and EAP-TLS
Post -BRSKI

[IEEE802.11] supports multiple authentication algorithms in its
Authentication frame including:

Open System

Shared Key

Fast BSS Transition

Simultaneous Authentication of Equals

Shared Key authentication is used to indicate that the legacy WEP
authentication mechanism is to be used. Simultaneous

Authentication
of Equals 1s used to indicate that the Dragonfly-based shared
passphrase authentication mechanism introduced in [IEEE802.11s] 1is
to
be used. One thing that these two methods have in common is that a
series of handshake data exchanges occur between the device and the
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AP as elements inside Authentication frames, and these
Authentication
exchanges happen prior to [IEEE802.11] Association.

It would be possible to define a new Authentication Algorithm and

define new elements to encapsulate BRSKI messages inside

Authentication frames. For example, new elements could be defined
to

Friel, et al. Expires January 3, 2019
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encapsulate BRSKI requestvoucher, voucher and voucher telemetry
JSON

messages. The full BRSKI flow completes and the device gets issued

an LDevID prior to associating with an SSID, and prior to doing
full

[IEEE802.1X] authentication using its LDevID.

The high level flow would be something like:

SSID Beacon / Probe Response indicates in RSNE that it supports
BRSKI based Authentication Algorithm

SSIDs could also advertise that they support both BRSKI based
Authentication and [IEEE802.1X]

device discovers SSID via suitable mechanism

device completes BRSKI by sending new elements inside
Authentication frames and obtains an LDevID

device associates with the AP
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device completes [IEEE802.1X] authentication using its LDevID as
credential for EAP-TLS or TEAP

New IEEE 802.1X EAPOL-Announcements to encapsulate BRSKI and

TLS Post-BRSKI

[IEEE802.1X] defines multiple EAPOL packet types, including EAPOL -
Announcement and EAPOL-Announcement-Req messages. EAPOL-
Annoncement
and EAPOL-Announcement-Req messages can include multiple TLVs.
EAPOL-Annoncement messages can be sent prior to starting any EAP
authentication flow. New TLVs could be defined to encapsulate
BRSKI
messages inside EAPOL-Announcement and EAPOL-Announcement-Req TLVs.
For example, new TLVs could be defined to encapsulate BRSKI
requestvoucher, voucher and voucher telemetry JSON messages. The
full BRSKI flow could complete inside EAPOL-Announcement exchanges
prior to sending EAPOL-Start or EAPOL-EAP messages.

The high level flow would be something like:

SSID Beacon / Probe Response indicates somehow in RSNE that it
supports [IEEE802.1X] including BRSKI extensions.

device connects to SSID and completes standard Open System
Authentication and Association

device starts [IEEE802.1X] EAPOL flow and uses new EAPOL-
Announcement frames to encapsulate and complete BRSKI flow to
obtain an LDevID

Friel, et al. Expires January 3, 2019
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0 device completes [IEEE802.1X] authentication using its LDevID as
credential for EAP-TLS or TEAP

IANA Considerations

[[ TODO ]]

Security Considerations
[[ TODO ]]
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Appendix A. IEEE 802.11 Primer
A.1. IEEE 802.111i

802.111-2004 is an IEEE standard from 2004 that improves connection
security. 802.111-2004 is incorporated into 802.11-2014. 802.111
defines the Robust Security Network IE which includes information

o0 Pairwise Cipher Suites (WEP-40, WEP-104, CCMP-128, etc.)

0 Authentication and Key Management Suites (PSK, 802.1X, etc.)
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The RSN IEs are included in Beacon and Probe Response frames. STAs
can use this frame to determine the authentication mechanisms
offered

by a particular AP e.g. PSK or 802.1X.
IEEE 802.11u

802.11u-2011 is an IEEE standard from 2011 that adds features that
improve interworking with external networks. 802.11u-2011 is
incorporated into 802.11-2016.

STAs and APs advertise support for 802.11u by setting the
Interworking bit in the Extended Capabilities IE, and by including
the Interworking IE in Beacon, Probe Request and Probe Response
frames.

The Interworking IE includes information on:

Access Network Type (Private, Free public, Chargeable public,
etc.)

Internet bit (yes/no)

ASRA (Additional Step required for Access - e.g. Acceptance of
terms and conditions, On-1line enrollment, etc.)

802.11u introduced Access Network Query Protocol (ANQP) which
enables

STAs to query APs for information not present in Beacons/Probe

Responses.

ANQP defines these key IEs for enabling the STA to determine which
network to connect to:

0 Roaming consortium IE: includes the Organization Identifier(s)
of

the roaming consortium(s). The 0I is typically provisioned on
cell phones by the SP, so the cell phone can automatically
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detect
802.11 networks that provide access to its SP's consortium.

3GPP Cellular Network IE: includes the Mobile Country Code (MCC)
and Mobile Network Code (MNC) of the SP the AP provides access

Network Access Identifier Realm IE: includes [RFC4282] realm

that the AP provides access to (e.g. wifi.service-provider.com).
The NAI Realm IE also includes info on the EAP type required to
access that realm e.g. EAP-TLS.

Domain name IE: the domain name(s) of the local AP operator.

purpose is to enable a STA to connect to a domain operator that
may have a roaming agreement with STA's Service Provider.

Friel, et al. Expires January 3, 2019
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STAs can use one or more of the above IEs to make a suitable
decision
on which SSID to pick.

HotSpot 2.0 is an example of a specification built on top of
802.11u

and defines 10 additional ANQP elements using the standard vendor

extensions mechanisms defined in 802.11. It also defines a HS2.0

Indication element that is included in Beacons and Probe Responses

that STAs can immediately tell if an SSID supports HS2.0.
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BRSKI-AE: Alternative
Enrollment Protocols In
BRSKI

Abstract

This document enhances Bootstrapping Remote Secure Key Infrastructure (BRSKI, RFC 8995) to allow employing alternative
enroliment protocols, such as CMP.

Using self-contained signed objects, the origin of enrollment requests and responses can be authenticated independently of
message transfer. This supports end-to-end security and asynchronous operation of certificate enroliment and provides flexibility
where to authenticate and authorize certification requests.
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BRSKI, as defined in [RFC8995], specifies a solution for secure automated zero-touch bootstrapping of new devices, so-called
pledges. This includes the discovery of the registrar in the target domain, time synchronization, and the exchange of security
information necessary to establish mutual trust between pledges and the target domain.

A pledge gains trust in the target domain via the domain registrar as follows. It obtains security information about the domain,
specifically a domain certificate to be trusted, by requesting a voucher object defined in [RFC8366]. Such a voucher is a self-
contained signed object originating from a Manufacturer Authorized Signing Authority (MASA). Therefore, the voucher may be
provided in online mode (synchronously) or offline mode (asynchronously). The pledge can authenticate the voucher because it is
shipped with a trust anchor of its manufacturer such that it can validate signatures (including related certificates) by the MASA.

Trust by the target domain in a pledge is established by providing the pledge with a domain-specific LDevID certificate. The
certification request of the pledge is signed using its IDevID secret and can be validated by the target domain using the trust anchor
of the pledge manufacturer, which needs to pre-installed in the domain.

For enrolling devices with LDevID certificates, BRSKI typically utilizes Enroliment over Secure Transport (EST) [RFC7030]. EST has
its specific characteristics, detailed in Appendix A. In particular, it requires online or on-site availability of the RA for performing the
data origin authentication and final authorization decision on the certification request. This type of enrollment can be called
‘'synchronous enroliment'. For various reasons, it may be preferable to use alternative enrollment protocols such as the Certificate
Management Protocol (CMP) [RFC4210] profiled in [I-D.ietf-lamps-lightweight-cmp-profile] or Certificate Management over CMS
(CMC) [RFC5272]. that are more flexible and independent of the transfer mechanism because they represent certification request
messages as authenticated self-contained objects.

Depending on the application scenario, the required RA/CA components may not be part of the registrar. They even may not be
available on-site but rather be provided by remote backend systems. The registrar or its deployment site may not have an online
connection with them or the connectivity may be intermittent. This may be due to security requirements for operating the backend
systems or due to site deployments where on-site or always-online operation may be not feasible or too costly. In such scenarios,
the authentication and authorization of certification requests will not or can not be performed on-site at enrollment time. In this
document, enrollment that is not performed in a (time-wise) consistent way is called 'asynchronous enrollment’. Asynchronous
enrollment requires a store-and-forward transfer of certification requests along with the information needed for authenticating the
requester. This allows offline processing the request.

Application scenarios may also involve network segmentation, which is utilized in industrial systems to separate domains with
different security needs. Such scenarios lead to similar requirements if the TLS connection carrying the requester authentication is
terminated and thus request messages need to be forwarded on further channels before the registrar/RA can authorize the
certification request. In order to preserve the requester authentication, authentication information needs to be retained and ideally
bound directly to the certification request.

There are basically two approaches for forwarding certification requests along with requester authentication information:

« A trusted component (e.g., a local RA) in the target domain is needed that forwards the certification request combined with
the validated identity of the requester (e,g., its IDevID certificate) and an indication of successful verification of the proof-of-
possession (of the corresponding private key) in a way preventing changes to the combined information. When connectivity is
available, the trusted component forwards the certification request together with the requester information (authentication and
proof-of-possession) for further processing. This approach offers only hop-by-hop security. The backend PKI must rely on the
local pledge authentication result provided by the local RA when performing the authorization of the certification request. In
BRSKI, the EST server is such a trusted component, being co-located with the registrar in the target domain.

« Involved components use authenticated self-contained objects for the enroliment, directly binding the certification request and
the requester authentication in a cryptographic way. This approach supports end-to-end security, without the need to trust in
intermediate domain components. Manipulation of the request and the requester identity information can be detected during
the validation of the self-contained signed object.

Focus of this document is the support of alternative enrollment protocols that allow using authenticated self-contained objects for
device credential bootstrapping. This enhancement of BRSKI is nhamed BRSKI-AE, where AE stands for alternative enroliment
protocols and for asynchronous enrollment. This specification carries over the main characteristics of BRSKI, namely that the pledge
obtains trust anchor information for authenticating the domain registrar and other target domain components as well as a domain-
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specific X.509 device certificate (the LDevID certificate) along with the corresponding private key (the LDevID secret) and certificate
chain.

The goals are to enhance BRSKI to

« support alternative enrollment protocols,
« support end-to-end security for enroliment, and
« make it applicable to scenarios involving asynchronous enroliment.

This is achieved by

« extending the well-known URI approach with an additional path element indicating the enroliment protocol being used, and

« defining a certificate waiting indication and handling, for the case that the certifying component is (temporarily) not available.
This specification can be applied to both synchronous and asynchronous enrollment.

In contrast to BRSKI, this specification supports offering multiple enrollment protocols on the infrastructure side, which enables
pledges and their developers to pick the preferred one.

1.2. Supported Environment

BRSKI-AE is intended to be used in domains that may have limited support of on-site PKI services and comprises application
scenarios like the following.

« There are requirements or implementation restrictions that do not allow using EST for enrolling an LDevID certificate.

« Pledges and/or the target domain already have an established certificate management approach different from EST that shall
be reused (e.g., in brownfield installations).

« There is no registration authority available on site in the target domain. Connectivity to an off-site RA is intermittent or entirely
offline. A store-and-forward mechanism is used for communicating with the off-site services.

« Authoritative actions of a local RA are limited and may not be sufficient for authorizing certification requests by pledges. Final
authorization is done by an RA residing in the operator domain.

1.3. List Of Application Examples

Bootstrapping can be handled in various ways, depending on the application domains. The informative Appendix B provides
illustrative examples from various industrial control system environments and operational setups. They motivate the support of
alternative enrollment protocols, based on the following examples of operational environments:

« Rolling stock

« Building automation

« Electrical substation automation

« Electric vehicle charging infrastructures
« Infrastructure isolation policy

« Sites with insufficient level of operational security
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2. Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED",
"NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in BCP 14 [RFC2119]
[RFC8174] when, and only when, they appear in all capitals, as shown here.

This document relies on the terminology defined in [RFC8995] and [IEEE.802.1AR_2009]. The following terms are defined in
addition:

« EE:

End entity, in the BRSKI context called pledge. It is the entity that is bootstrapped to the target domain. It holds a public-
private key pair, for which it requests a public-key certificate. An identifier for the EE is given as the subject name of the
certificate.

« RA:

Registration authority, an optional system component to which a CA delegates certificate management functions such as
authenticating requesters and performing authorization checks on certification requests.

« CA:

Certification authority, issues certificates and provides certificate status information.
« target domain:

The set of entities that share a common local trust anchor, independent of where the entities are deployed.
o site:

Describes the locality where an entity, e.g., pledge, registrar, RA, CA, is deployed. Different sites can belong to the same
target domain.

« on-site:
Describes a component or service or functionality available in the target deployment site.
« off-site:

Describes a component or service or functionality available in an operator site different from the target deployment site. This
may be a central site or a cloud service, to which only a temporary connection is available.

« asynchronous communication:
Describes a time-wise interrupted communication between a pledge (EE) and a registrar or PKI component.
« synchronous communication:

Describes a time-wise uninterrupted communication between a pledge (EE) and a registrar or PKI component.
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« authenticated self-contained object:

Describes in this context an object that is cryptographically bound to the IDevID certificate of a pledge. The binding is
assumed to be provided through a digital signature of the actual object using the IDevID secret.

3. Requirements And Mapping To
Solutions

3.1. Basic Requirements

There were two main drivers for the definition of BRSKI-AE:

« The solution architecture may already use or require a certificate management protocol other than EST. Therefore, this other
protocol should be usable for requesting LDevID certificates.

« The domain registrar may not be the (final) point that authenticates and authorizes certification requests and the pledge may
not have a direct connection to it. Therefore, certification requests should be self-contained signed objects.

Based on the intended target environment described in Section 1.2 and the application examples described in Appendix B, the
following requirements are derived to support authenticated self-contained objects as containers carrying certification requests.

At least the following properties are required:

« proof-of-possession: demonstrates access to the private key corresponding to the public key contained in a certification
request. This is typically achieved by a self-signature using the corresponding private key.

« proof-of-identity: provides data origin authentication of the certification request. This typically is achieved by a signature using
the IDevID secret of the pledge.

The rest of this section gives an incomplete list of solution examples, based on existing technology described in IETF documents:

3.2. Solution Options For Proof-Of-Possession

Certification request objects: Certification requests are data structures protecting only the integrity of the contained data and
providing proof-of-possession for a (locally generated) private key. Examples for certification request data structures are:

« PKCS#10 [RFC2986]. This certification request structure is self-signed to protect its integrity and prove possession of the
private key that corresponds to the public key included in the request.

« CRMF [RFC4211]. Also this certificate request message format supports integrity protection and proof-of-possession, typically
by a self-signature generated over (part of) the structure with the private key corresponding to the included public key. CRMF
also supports further proof-of-possession methods for types of keys that do not support any signature algorithm.

The integrity protection of certification request fields includes the public key because it is part of the data signed by the
corresponding private key. Yet note that for the above examples this is not sufficient to provide data origin authentication, i.e., proof-
of-identity. This extra property can be achieved by an additional binding to the IDevID of the pledge. This binding to source
authentication supports the authorization decision for the certification request. The binding of data origin authentication to the
certification request may be delegated to the protocol used for certificate management.
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3.3. Solution Options For Proof-Of-Identity

The certification request should be bound to an existing authenticated credential (here, the IDevID certificate) to enable a proof of
identity and, based on it, an authorization of the certification request. The binding may be achieved through security options in an
underlying transport protocol such as TLS if the authorization of the certification request is (completely) done at the next
communication hop. This binding can also be done in a transport-independent way by wrapping the certification request with
signature employing an existing IDevID. the BRSKI context, this will be the IDevID. This requirement is addressed by existing
enrollment protocols in various ways, such as:

« EST [RFC7030] utilizes PKCS#10 to encode the certification request. The Certificate Signing Request (CSR) optionally
provides a binding to the underlying TLS session by including the tls-unique value in the self-signed PKCS#10 structure. The
tls-unique value results from the TLS handshake. Since the TLS handshake includes client authentication and the pledge
utilizes its IDevID for it, the proof-of-identity is provided by such a binding to the TLS session. This can be supported using
the EST /simpleenroll endpoint. Note that the binding of the TLS handshake to the CSR is optional in EST. As an alternative
to binding to the underlying TLS authentication in the transport layer, [RFC7030] sketches wrapping the CSR with a Full PKI
Request message using an existing certificate.

« SCEP [RFCB8894] supports using a shared secret (passphrase) or an existing certificate to protect CSRs based on SCEP
Secure Message Objects using CMS wrapping ([RFC5652]). Note that the wrapping using an existing IDevID in SCEP is
referred to as renewal. Thus SCEP does not rely on the security of the underlying transfer.

« CMP [RFC4210] supports using a shared secret (passphrase) or an existing certificate, which may be an IDevID credential,
to authenticate certification requests via the PKIProtection structure in a PKIMessage. The certification request is typically
encoded utilizing CRMF, while PKCS#10 is supported as an alternative. Thus CMP does not rely on the security of the
underlying transfer protocol.

« CMC [RFC5272] also supports utilizing a shared secret (passphrase) or an existing certificate to protect certification requests,
which can be either in CRMF or PKCS#10 structure. The proof-of-identity can be provided as part of a FullCMCRequest,
based on CMS [RFC5652] and signed with an existing IDevID secret. Thus CMC does not rely on the security of the
underlying transfer protocol.

4. Adaptations To BRSKI

In order to support alternative enrollment protocols, asynchronous enrollment, and more general system architectures, BRSKI-AE
lifts some restrictions of BRSKI [RFC8995]. This way, authenticated self-contained objects such as those described in Section 3
above can be used for certificate enrollment.

The enhancements needed are kept to a minimum in order to ensure reuse of already defined architecture elements and
interactions. In general, the communication follows the BRSKI model and utilizes the existing BRSKI architecture elements. In
particular, the pledge initiates communication with the domain registrar and interacts with the MASA as usual.

4.1. Architecture

The key element of BRSKI-AE is that the authorization of a certification request MUST be performed based on an authenticated
self-contained object. The certification request is bound in a self-contained way to a proof-of-origin based on the IDevID.
Consequently, the authentication and authorization of the certification request MAY be done by the domain registrar and/or by other
domain components. These components may be offline or reside in some central backend of the domain operator (off-site) as
described in Section 1.2. The registrar and other on-site domain components may have no or only temporary (intermittent)
connectivity to them. The certification request MAY also be piggybacked on another protocol.

This leads to generalizations in the placement and enhancements of the logical elements as shown in Figure 1.
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Figure 1: Architecture Overview Using Off-site PKI Components

The architecture overview in Figure 1 has the same logical elements as BRSKI, but with more flexible placement of the
authentication and authorization checks on certification requests. Depending on the application scenario, the registrar MAY still do
all of these checks (as is the case in BRSKI), or part of them, or none of them.

The following list describes the on-site components in the target domain of the pledge shown in Figure 1.

« Join Proxy: same functionality as described in BRSKI [RFC8995].
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« Domain Registrar / Enrollment Proxy / LRA: in BRSKI-AE, the domain registrar has mostly the same functionality as in
BRSKI, namely to facilitate the communication of the pledge with the MASA and the PKI. Yet in contrast to BRSKI, the
registrar offers different enrollment protocols and MAY act as a local registration authority (LRA) or simply as an enrollment
proxy. In such cases, the domain registrar forwards the certification request to some off-site RA component, which performs
at least part of the authorization. This also covers the case that the registrar has only intermittent connection and forwards the
certification request to the RA upon re-established connectivity.

Note: To support alternative enrollment protocols, the URI scheme for addressing the domain registrar is generalized (see
Section 4.3).

The following list describes the components provided by the vendor or manufacturer outside the target domain.

« MASA: general functionality as described in BRSKI [RFC8995]. The voucher exchange with the MASA via the domain
registrar is performed as described in BRSKI.

Note: The interaction with the MASA may be synchronous (voucher request with nonce) or asynchronous (voucher request
without nonce).

« Ownership tracker: as defined in BRSKI.

The following list describes the target domain components that can optionally be operated in the off-site backend of the target
domain.

« PKI RA: Performs certificate management functions for the domain as a centralized public-key infrastructure for the domain
operator. As far as not already done by the domain registrar, it performs the final validation and authorization of certification
requests.

« PKI CA: Performs certificate generation by signing the certificate structure requested in already authenticated and authorized
certification requests.

Based on the diagram in Section 2.1 of BRSKI [RFC8995] and the architectural changes, the original protocol flow is divided into
three phases showing commonalities and differences to the original approach as follows.

« Discovery phase: same as in BRSKI steps (1) and (2)
« Voucher exchange phase: same as in BRSKI steps (3) and (4).

« Enrollment phase: step (5) is changed to employing an alternative enrollment protocol that uses authenticated self-contained
objects.

4.2. Message Exchange

The behavior of a pledge described in Section 2.1 of BRSKI [RFC8995] is kept with one exception. After finishing the Imprint step
(4), the Enroll step (5) MUST be performed with an enrollment protocol utilizing authenticated self-contained objects. Section 5
discusses selected suitable enrollment protocols and options applicable.

[
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Figure 2: BRSKI-AE Abstract Protocol Overview

Pledge - registrar discovery and voucher exchange

The discovery phase and voucher exchange are applied as specified in [RFC8995].
Registrar - MASA voucher exchange

This voucher exchange is performed as specified in [RFC8995].

Pledge - registrar - RAICA certificate enroliment

As stated in Section 3, the enrollment MUST be performed using an authenticated self-contained object providing not only proof-of-
possession but also proof-of-identity (source authentication).

Domain Operator
Registrar RA/CA
(PKI)

[Optional request of attributes to include in Certificate Request]

[1if connection to operator domain is available]
| - Attribute Request -->
|\<- Attribute Response -|

|
|
Attribute Request |
|
|

[1f connection to operator domain is available]
| -Certificate Request ->
|\<- Certificate Resp. --|

|
|
Certificate Request |
|
|
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[1if connection to operator domain is available] |
| -Certificate Confirm ->|

[\<---- PKI Confirm

Figure 3: Certificate Enrollment
The following list provides an abstract description of the flow depicted in Figure 3.

« CA Certs Request: The pledge optionally requests the latest relevant CA certificates. This ensures that the pledge has the
complete set of current CA certificates beyond the pinned-domain-cert (which is contained in the voucher and may be just the
domain registrar certificate).

« CA Certs Response: It MUST contain the current root CA certificate, which typically is the LDevID trust anchor, and any
additional certificates that the pledge may need to validate certificates.

« Attribute Request: Typically, the automated bootstrapping occurs without local administrative configuration of the pledge.
Nevertheless, there are cases in which the pledge may also include additional attributes specific to the target domain into the
certification request. To get these attributes in advance, the attribute request can be used.

« Attribute Response: It MUST contain the attributes to be included in the subsequent certification request.

« Certificate Request: This certification request MUST contain the authenticated self-contained object ensuring both proof-of-
possession of the corresponding private key and proof-of-identity of the requester.

« Certificate Response: The certification response message MUST contain on success the requested certificate and MAY
include further information, like certificates of intermediate CAs.

« Certificate Confirm: An optional confirmation sent after the requested certificate has been received and validated. It contains a
positive or negative confirmation by the pledge whether the certificate was successfully enrolled and fits its needs.

« PKI/Registrar Confirm: An acknowledgment by the PKI or registrar that MUST be sent on reception of the Cert Confirm.

The generic messages described above may be implemented using various enrollment protocols supporting authenticated self-
contained objects, as described in Section 3. Examples are available in Section 5.

Pledge - registrar - enrollment status telemetry

The enrollment status telemetry is performed as specified in [RFC8995]. In BRSKI this is described as part of the enrollment phase,
but due to the generalization on the enrollment protocol described in this document it fits better as a separate step here.

4.3. Enhancements To Addressing Scheme

BRSKI-AE provides generalizations to the addressing scheme defined in BRSKI [RFC8995] to accommodate alternative enrollment
protocols that use authenticated self-contained objects for certification requests. As this is supported by various existing enrollment
protocols, they can be directly employed (see also Section 5).

The addressing scheme in BRSKI for certification requests and the related CA certificates and CSR attributes retrieval functions
uses the definition from EST [RFC7030]; here on the example of simple enrollment: "/.well-known/est/simpleenroll”. This approach is
generalized to the following notation: "/.well-known/<enrollment-protocol>/<request>" in which <enrollment-protocol> refers to a
certificate enrollment protocol. Note that enrollment is considered here a message sequence that contains at least a certification
request and a certification response. The following conventions are used in order to provide maximal compatibility to BRSKI:

« <enrollment-protocol>: MUST reference the protocol being used, which MAY be CMP, CMC, SCEP, EST [RFC7030] as in
BRSKI, or a newly defined approach.
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Note: additional endpoints (well-known URIs) at the registrar may need to be defined by the enrollment protocol being used.

« <request>: if present, the <request> path component MUST describe, depending on the enrollment protocol being used, the
operation requested. Enrollment protocols are expected to define their request endpoints, as done by existing protocols (see
also Section 5).

4.4. Domain Registrar Support Of Alternative Enrollment

Protocols

Well-known URIs for various endpoints on the domain registrar are already defined as part of the base BRSKI specification or
indirectly by EST. In addition, alternative enroliment endpoints MAY be supported at the registrar. The pledge will recognize whether
its preferred enrollment option is supported by the domain registrar by sending a request to its preferred enrollment endpoint and
evaluating the HTTP response status code.

The following list of endpoints provides an illustrative example for a domain registrar supporting several options for EST as well as
for CMP to be used in BRSKI-AE. The listing contains the supported endpoints to which the pledge may connect for bootstrapping.
This includes the voucher handling as well as the enrollment endpoints. The CMP related enroliment endpoints are defined as well-
known URIs in CMP Updates [I-D.ietf-lamps-cmp-updates] and the Lightweight CMP profile [I-D.ietf-lamps-lightweight-cmp-profile].

\</brski/voucherrequest>, ct=voucher-cms+json
\</brski/voucher_status>,ct=json
\</brski/enrollstatus>, ct=json
\</est/cacerts>;ct=pkcs7-mime
\</est/fullcmc>;ct=pkcs7-mime

\</est/csrattrs>;ct=pkcs7-mime
\</cmp/initialization>;ct=pkixcmp
\</cmp/plO>; ct=pkixcmp
\</cmp/getcacerts>;ct=pkixcmp
\</cmp/getcertreqtemplate>;ct=pkixcmp

5. Instantiation To Existing Enroliment
Protocols

This section maps the requirements to support proof-of-possession and proof-of-identity to selected existing enroliment protocols
handles provides further aspects of instantiating them in BRSKI-AE.

5.1. BRSKI-EST-FullCMC: Instantiation To EST (Informative)

When using EST [RFC7030], the following aspects and constraints need to be considered and the given extra requirements need to
be fulfilled, which adapt Section 5.9.3 of BRSKI [RFC8995]:
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« proof-of-possession is provided typically by using the specified PKCS#10 structure in the request. Together with Full PKI
requests, also CRMF can be used.

« proof-of-identity needs to be achieved by signing the certification request object using the Full PKI Request option (including
the /fullemc endpoint). This provides sufficient information for the RA to authenticate the pledge as the origin of the request
and to make an authorization decision on the received certification request. Note: EST references CMC [RFC5272] for the
definition of the Full PKI Request. For proof-of-identity, the signature of the SignedData of the Full PKI Request is performed
using the IDevID secret of the pledge.

Note: In this case the binding to the underlying TLS connection is not necessary.

« When the RA is temporarily not available, as per Section 4.2.3 of [RFC7030], an HTTP status code 202 should be returned by
the registrar, and the pledge will repeat the initial Full PKI Request

5.2. BRSKI-CMP: Instantiation To CMP (Normative If CMP Is

Chosen)

Note: Instead of referring to CMP as specified in [RFC4210] and [I-D.ietf-lamps-cmp-updates], this document refers to the
Lightweight CMP Profile [I-D.ietf-lamps-lightweight-cmp-profile] because the subset of CMP defined there is sufficient for the
functionality needed here.

When using CMP, the following specific implementation requirements apply (cf. Figure 3).

« CA Certs Request
o Requesting CA certificates over CMP is OPTIONAL. If supported, it SHALL be implemented as specified in Section
4.3.1 of [I-D.ietf-lamps-lightweight-cmp-profile].
« Attribute Request
o Requesting certificate request attributes over CMP is OPTIONAL. If supported, it SHALL be implemented as specified
in Section 4.3.3 of [I-D.ietf-lamps-lightweight-cmp-profile]. Note that alternatively the registrar MAY modify the contents
of requested certificate contents as specified in Section 5.2.3.2 of [I-D.ietf-lamps-lightweight-cmp-profile].

« Certificate Request
o Proof-of-possession SHALL be provided as defined in Section 4.1.1 (based on CRMF) or Section 4.1.4 (based on
PKCS#10) of the Lightweight CMP Profile [I-D.ietf-lamps-lightweight-cmp-profile]. The caPubs field of certificate
response messages SHOULD NOT be used.
o Proof-of-identity SHALL be provided by using signature-based protection of the certification request message as
outlined in Section 3.2. of [I-D.ietf-lamps-lightweight-cmp-profile] using the IDevID secret.
« Certificate Confirm
o Explicit confirmation of new certificates to the RA MAY be used as specified in Section 4.1.1 of the Lightweight CMP
Profile [I-D.ietf-lamps-lightweight-cmp-profile]. Note that independently of certificate confirmation within CMP,
enrollment status telemetry with the registrar will be performed as described in Section 5.9.4 of BRSKI [RFC8995].

« If delayed delivery of responses (for instance, to support asynchronous enrollment) within CMP is needed, it SHALL be
performed as specified in Sections 4.4 and 5.1.2 of [I-D.ietf-lamps-lightweight-cmp-profile].

6. IANA Considerations

This document does not require IANA actions.
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7. Security Considerations

The security considerations as laid out in BRSKI [RFC8995] apply for the discovery and voucher exchange as well as for the status
exchange information.

The security considerations as laid out in the Lightweight CMP Profile [I-D.ietf-lamps-lightweight-cmp-profile] apply as far as CMP is
used.
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Appendix A. Using EST For Certificate
Enrollment

When using EST with BRSKI, pledges interact via TLS with the domain registrar, which acts both as EST server and as registration
authority (RA). The TLS connection is mutually authenticated, where the pledge uses its IDevID certificate issued by its
manufacturer.

In order to provide a strong proof-of-origin of the certification request, EST has the option to include in the certification request the
so-called tls-unique value [RFC5929] of the underlying TLS channel. This binding of the proof-of-identity of the TLS client, which is
supposed to be the certificate requester, to the proof-of-possession for the private key is conceptually non-trivial and requires
specific support by TLS implementations.

The registrar terminates the security association with the pledge at TLS level and thus the binding between the certification request
and the authentication of the pledge. The EST server uses the authenticated pledge identity provided by the IDevID for checking the
authorization of the pledge for the given certification request before issuing to the pledge a domain-specific certificate (LDevID
certificate). This approach typically requires online or on-site availability of the RA for performing the final authorization decision for
the certification request.
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Using EST for BRSKI has the advantage that the mutually authenticated TLS connection established between the pledge and the
registrar can be reused for protecting the message exchange needed for enrolling the LDevID certificate. This strongly simplifies the
implementation of the enrollment message exchange.

Yet the use of TLS has the limitation that this cannot provide auditability nor end-to-end security for the certificate enroliment request
because the TLS session is transient and terminates at the registrar. This is a problem in particular if the enroliment is done via
multiple hops, part of which may not even be network-based.

A further limitation of using EST as the certificate enrollment protocol is that due to using PKCS#10 structures in enrollment
requests, the only possible proof-of-possession method is a self-signature, which excludes requesting certificates for key types that
do not support signing.

Appendix B. Application Examples

This informative annex provides some detail to the application examples listed in Section 1.3.

B.1. Rolling Stock

Rolling stock or railroad cars contain a variety of sensors, actuators, and controllers, which communicate within the railroad car but
also exchange information between railroad cars building a train, with track-side equipment, and/or possibly with backend systems.
These devices are typically unaware of backend system connectivity. Managing certificates may be done during maintenance cycles
of the railroad car, but can already be prepared during operation. Preparation will include generating certification requests, which are
collected and later forwarded for processing, once the railroad car is connected to the operator backend. The authorization of the
certification request is then done based on the operator's asset/inventory information in the backend.

UNISIG has included a CMP profile for enrollment of TLS certificates of on-board and track-side components in the Subset-137
specifying the ETRAM/ETCS on-line key management for train control systems [UNISIG-Subset-137].

B.2. Building Automation

In building automation scenarios, a detached building or the basement of a building may be equipped with sensors, actuators, and
controllers that are connected with each other in a local network but with only limited or no connectivity to a central building
management system. This problem may occur during installation time but also during operation. In such a situation a service
technician collects the necessary data and transfers it between the local network and the central building management system, e.g.,
using a laptop or a mobile phone. This data may comprise parameters and settings required in the operational phase of the
sensors/actuators, like a component certificate issued by the operator to authenticate against other components and services.

The collected data may be provided by a domain registrar already existing in the local network. In this case connectivity to the
backend PKI may be facilitated by the service technician's laptop. Alternatively, the data can also be collected from the pledges
directly and provided to a domain registrar deployed in a different network as preparation for the operational phase. In this case,
connectivity to the domain registrar may also be facilitated by the service technician's laptop.

B.3. Substation Automation

In electrical substation automation scenarios, a control center typically hosts PKI services to issue certificates for Intelligent
Electronic Devices (IEDs) operated in a substation. Communication between the substation and control center is performed through
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a proxy/gateway/DMZ, which terminates protocol flows. Note that [NERC-CIP-005-5] requires inspection of protocols at the
boundary of a security perimeter (the substation in this case). In addition, security management in substation automation assumes
central support of several enroliment protocols in order to support the various capabilities of IEDs from different vendors. The IEC
standard 1EC62351-9 [IEC-62351-9] specifies mandatory support of two enrollment protocols: SCEP [RFC8894] and EST
[RFC7030] for the infrastructure side, while the IED must only support one of the two.

B.4. Electric Vehicle Charging Infrastructure

For electric vehicle charging infrastructure, protocols have been defined for the interaction between the electric vehicle and the
charging point (e.g., ISO 15118-2 [ISO-IEC-15118-2]) as well as between the charging point and the charging point operator (e.g.
OCPP [OCPP]). Depending on the authentication model, unilateral or mutual authentication is required. In both cases the charging
point uses an X.509 certificate to authenticate itself in TLS connections between the electric vehicle and the charging point. The
management of this certificate depends, among others, on the selected backend connectivity protocol. In the case of OCPP, this
protocol is meant to be the only communication protocol between the charging point and the backend, carrying all information to
control the charging operations and maintain the charging point itself. This means that the certificate management needs to be
handled in-band of OCPP. This requires the ability to encapsulate the certificate management messages in a transport-independent
way. Authenticated self-containment will support this by allowing the transport without a separate enrollment protocol, binding the
messages to the identity of the communicating endpoints.

B.5. Infrastructure Isolation Policy

This refers to any case in which network infrastructure is normally isolated from the Internet as a matter of policy, most likely for
security reasons. In such a case, limited access to external PKI services will be allowed in carefully controlled short periods of time,
for example when a batch of new devices is deployed, and forbidden or prevented at other times.

B.6. Sites With Insufficient Level Of Operational Security

The registration authority performing (at least part of) the authorization of a certification request is a critical PKI component and
therefore requires higher operational security than components utilizing the issued certificates for their security features. CAs may
also demand higher security in the registration procedures. Especially the CA/Browser forum currently increases the security
requirements in the certificate issuance procedures for publicly trusted certificates. In case the on-site components of the target
domain cannot be operated securely enough for the needs of a registration authority, this service should be transferred to an off-site
backend component that has a sufficient level of security.

Appendix C. History Of Changes TBD
RFC Editor: Please Delete

From IETF draft 06 -> IETF draft 06:

« Renamed the repo and files from anima-brski-async-enroll to anima-brski-ae
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« Added details on CMP instance, now called BRSKI-CMP
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Included open issues in YANG model in UC2 regarding assertion value agent-proximity and CSR encapsulation using SZTP
sub module).

From IETF draft 01 -> IETF draft 02:

« Defined call flow and objects for interactions in UC2. Object format based on draft for JOSE signed voucher artifacts and
aligned the remaining objects with this approach in UC2 .

« Terminology change: issue #2 pledge-agent -> registrar-agent to better underline agent relation.

« Terminology change: issue #3 PULL/PUSH -> pledge-initiator-mode and pledge-responder-mode to better address the
pledge operation.

« Communication approach between pledge and registrar-agent changed by removing TLS-PSK (former section TLS
establishment) and associated references to other drafts in favor of relying on higher layer exchange of signed data objects.
These data objects are included also in the pledge-voucher-request and lead to an extension of the YANG module for the
voucher-request (issue #12).

« Details on trust relationship between registrar-agent and registrar (issue #4, #5, #9) included in UC2.

« Recommendation regarding short-lived certificates for registrar-agent authentication towards registrar (issue #7) in the
security considerations.

« Introduction of reference to agent signing certificate using SKID in agent signed data (issue #11).

« Enhanced objects in exchanges between pledge and registrar-agent to allow the registrar to verify agent-proximity to the
pledge (issue #1) in UC2.

« Details on trust relationship between registrar-agent and pledge (issue #5) included in UC2.

« Split of use case 2 call flow into sub sections in UC2.

From IETF draft 00 -> IETF draft 01:

« Update of scope in Section 1.2 to include in which the pledge acts as a server. This is one main motivation for use case 2.

« Rework of use case 2 to consider the transport between the pledge and the pledge-agent. Addressed is the TLS channel
establishment between the pledge-agent and the pledge as well as the endpoint definition on the pledge.

« First description of exchanged object types (needs more work)
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« Clarification in discovery options for enrollment endpoints at the domain registrar based on well-known endpoints in Section
4.4 do not result in additional /.well-known URIs. Update of the illustrative example. Note that the change to /brski for the
voucher related endpoints has been taken over in the BRSKI main document.

« Updated references.

« Included Thomas Werner as additional author for the document.

From individual version 03 -> IETF draft 00:

« Inclusion of discovery options of enroliment endpoints at the domain registrar based on well-known endpoints in Section 4.4
as replacement of section 5.1.3 in the individual draft. This is intended to support both use cases in the document. An
illustrative example is provided.

« Missing details provided for the description and call flow in pledge-agent use case UC2, e.g. to accommodate distribution of
CA certificates.

« Updated CMP example in Section 5 to use Lightweight CMP instead of CMP, as the draft already provides the necessary
/.well-known endpoints.

« Requirements discussion moved to separate section in Section 3. Shortened description of proof of identity binding and
mapping to existing protocols.

« Removal of copied call flows for voucher exchange and registrar discovery flow from [RFC8995] in Section 4 to avoid
doubling or text or inconsistencies.

« Reworked abstract and introduction to be more crisp regarding the targeted solution. Several structural changes in the
document to have a better distinction between requirements, use case description, and solution description as separate
sections. History moved to appendix.

From individual version 02 -> 03:

« Update of terminology from self-contained to authenticated self-contained object to be consistent in the wording and to
underline the protection of the object with an existing credential. Note that the naming of this object may be discussed. An
alternative name may be attestation object.

« Simplification of the architecture approach for the initial use case having an offsite PKI.

« Introduction of a new use case utilizing authenticated self-contain objects to onboard a pledge using a commissioning tool
containing a pledge-agent. This requires additional changes in the BRSKI call flow sequence and led to changes in the
introduction, the application example,and also in the related BRSKI-AE call flow.

« Update of provided examples of the addressing approach used in BRSKI to allow for support of multiple enroliment protocols
in Section 4.3.

From individual version 01 -> 02:

« Update of introduction text to clearly relate to the usage of IDevID and LDevID.

« Definition of the addressing approach used in BRSKI to allow for support of multiple enrollment protocols in Section 4.3. This
section also contains a first discussion of an optional discovery mechanism to address situations in which the registrar
supports more than one enrollment approach. Discovery should avoid that the pledge performs a trial and error of enroliment
protocols.

« Update of description of architecture elements and changes to BRSKI in Section 4.1.

« Enhanced consideration of existing enrollment protocols in the context of mapping the requirements to existing solutions in
Section 3 and in Section 5.

From individual version 00 -> 01:

« Update of examples, specifically for building automation as well as two new application use cases in Appendix B.

« Deletion of asynchronous interaction with MASA to not complicate the use case. Note that the voucher exchange can already
be handled in an asynchronous manner and is therefore not considered further. This resulted in removal of the alternative
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path the MASA in Figure 1 and the associated description in Section 4.1.
« Enhancement of description of architecture elements and changes to BRSKI in Section 4.1.
« Consideration of existing enroliment protocols in the context of mapping the requirements to existing solutions in Section 3.

« New section starting Section 5 with the mapping to existing enroliment protocols by collecting boundary conditions.
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Network Integration
Architecture

This section will be finalised as part of D2.04

"D2.04 - Integration methods - outlines practical method of integration with various bearer technologies"

These items are placeholders for work in progress

The substance of this section will reconcile the target network and interface/AP| where the CAHN policy framework is integrated.
This allows us to define the universal authorisation and authentication methods across multiple networks.
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Wifi Integration Method

The WIFI integration method is addresses through the BRSKI over IEEE 802.11 specification, futher refinements of which have
been produced as part of the NIST delviery.
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Lora Integration Method

The LORA integration method will be defined by identifying the precise LoRaWAN API interface points with the CAHN policy
framework
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Satellite Integration Method

The satellited integration method will be defined by identifying the precise Starlink API interface points with the CAHN policy
framework
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20 5G Integration Method

The 5G integration method will be defined by identifying the precise 5G Core CRAN/ORAN API interface points with the CAHN
policy framework
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Physical Architecture

5G Network

[5G Architecture.pdf](5G Private Network\5G Architecture.pdf)

[5G Architecture.vsdx](5G Private Network\5G Architecture.vsdx)
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WIFI Network

[Boscombe Network As Built.vsdx](Cambium - Public Wi Fi\Boscombe Network As Built.vsdx)

[Boscombe Wi Fi Architecture.pdf](Cambium - Public Wi Fi\Boscombe Wi Fi Architecture.pdf)
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[Lansdowne WiFi architecture.pdf](Cambium - Public Wi Fi\Lansdowne WiFi architecture.pdf)
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NodeJS client

This document illustrates how to use the nodelJS client library to communicate with a Volt via
grpe.

Install packages

Two packages are required by nodeJS tdx Volt clients, @tdxvolt/volt-client—grpc and
@grpc/grpc-js.

To install the @tdxvolt/volt-client-grpc and @yrpc/grpc—js packages:
npm install @tdxvolt/volt-client-grpc @grpc/grpc-js

Terminal window

Configuration

In order to be able to initialise a connection to a Volt, you will need to obtain a client
configuration.


file:///Users/tobyealden/code/pdf-docs/reference/best-practice.html
file:///Users/tobyealden/code/pdf-docs/reference/battery.html
file:///Users/tobyealden/code/pdf-docs/reference/configuration.html
file:///Users/tobyealden/code/pdf-docs/reference/connection.html
file:///Users/tobyealden/code/pdf-docs/reference/connect-stream.html
file:///Users/tobyealden/code/pdf-docs/reference/logging.html
file:///Users/tobyealden/code/pdf-docs/reference/pkcs11.html
file:///Users/tobyealden/code/pdf-docs/api/discovery_api.html
file:///Users/tobyealden/code/pdf-docs/api/file_api.html
file:///Users/tobyealden/code/pdf-docs/api/sqlite_database_api.html
file:///Users/tobyealden/code/pdf-docs/api/sqlite_server_api.html
file:///Users/tobyealden/code/pdf-docs/api/ssi_api.html
file:///Users/tobyealden/code/pdf-docs/api/sync.html
file:///Users/tobyealden/code/pdf-docs/api/relay_api.html
file:///Users/tobyealden/code/pdf-docs/api/volt_api.html
file:///Users/tobyealden/code/pdf-docs/api/wire_api.html
file:///Users/tobyealden/code/pdf-docs/utilities/proto-db-sync.html
file:///Users/tobyealden/code/pdf-docs/utilities/sqlite-server.html
file:///Users/tobyealden/code/pdf-docs/utilities/wire-transform.html
file:///Users/tobyealden/code/pdf-docs/faq/faq.html
file:///Users/tobyealden/code/pdf-docs/coming-soon/roadmap.html
file:///Users/tobyealden/code/pdf-docs/reference/connection.html

How your web application obtains or stores the client configuration is not discussed here,
needless to say you need to be careful not to expose keys or other sensitive data. For the
purposes of this document, we assume Bob's configuration is stored in a local file.

Example client connection object, obtained from the fusebox identity dialog:

const BobsConfig = { client_name: "Bob", credential: {
client_id: "25d050b9-5270-441e-920b-de@7578394a9", key:
Moo BEGIN ENCRYPTED PRIVATE KEY————
\nMIIFHDBOBgkghkiG9w@BBQOWQTApBgkghkiGO9w@BBQwwHAQIRalkrxf/Lte€
————— END ENCRYPTED PRIVATE KEY-———-\n", }, wvolt: { id:
'"9a5944eb-1942-406e-a553-39b4220cbf94", display_name:
"Bob's Volt", address: "192.168.1.194:50393",

public_key: T BEGIN PUBLIC KEY-———-
\nMIIBIjANBgkqhkiGOw@BAQEFAAOCAQ8AMIIBCgKCAQEAShZ/IqKrly@TeMc
————— END PUBLIC KEY-————-\n", fingerprint:

""5M1aCpnijWbmibq748AHnyGlqgpHMFmLi5UUeaGBGo8t", ca_pem:
W BEGIN CERTIFICATE-—————

————— END CERTIFICATE-———-\n", },};

Connection

Begin by creating a tdx Volt client instance:

import grpc from "@grpc/grpc-js'";import { VoltClient } from
"@tdxvolt/volt-client-grpc";
const client = new VoltClient(grpc);

Initialise the tdx Volt instance to enable Bob to connect to the Volt:

const configPath = "./volt-config.json";await
client.initialise(configPath);

API call

Once initialised successfully, you can issue any API call. In the example below, we retrieve
the immediate descendants of the Volt root resource:

client .initialise(configPath) .then(() => { return
client.GetResourceDescendants({ resource_id:
client.config.volt.id, depth: 1, 1]
.then((response) => { console. log(response.descendant);
}) .catch((err) => { console.error(err.message); })

Refer to the API documentation for details of the method names and corresponding request
and response messages. Each API method expects a JSON object representing the request as
input, and returns a JSON object as indicated by the response message type. The JSON
representation of the protobuf message format is intuitive.

If you see deprecation warnings along the lines of *Setting the TLS ServerName to an IP
address is not permitted by RFC 6066" you can safely ignore them for the time being. See

also this github issue.

Unary calls
All unary calls return a promise that will either resolve with a JSON response object matching

that defined by the API protobuf, or reject if there is a problem with the grpc transport or an
error status on the response object.

Streaming calls

The promise model does not fit well with streaming calls since they are long-lived.

For this reason, all streaming calls (client streaming, server streaming, and bi-directional
streaming) return a call object that is used to manage the call.
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The call object emits events as interactions with the underlying websocket occur, and there
are 3 events of interest:

e “error” emitted when an error occurs on the call
e “data” emitted when a response is received from the Volt
e “end” emitted when the call ends

Server streaming calls

The example below shows execution of an SQL statement on a database, the data event will
be emitted for each row of data in the result set.

The end event is emitted when the call ends.

const call = client.SqlExecute( < database_id:
"fcl7c5a1-a858-45c6-804b-7el6af7c968d", statement:
"SELECT * FROM NETFLIX LIMIT 100", });
call.on("error", (err) => console.error(err.message));
call.on("data", (response) => console.log(response));
call.on("end", () => console.log("complete"));

Client streaming calls

Client streaming calls have a similar syntax to server streaming calls, although the data
event should only be emitted once rather than multiple times.

Clients can use the send method on the returned call object to send requests to the server
(see bi-direction example below).

Clients use the end method of the returned call object to indicate to the server that the call
has ended.

Bi-directional streaming calls

As expected, bi-directional calls are a combination of client and server streaming calls,
whereby the data event is emitted for each response from the server, and the client can send
multiple requests using the call object send method.

const sub = voltApi.SubscribeWire({ wireId });
sub.on("error", (err) => console.error(err.message));
sub.on("data", (response) => console. log(response.chunk));
sub.on("end", () => console.log("subscription ended"));
000 coolll/

// Some time later, ask the server to end the
subscriptionsub.send({ stop: true });
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Web client

There are two means of accessing the tdx Volt from web applications, via the HTTP interface
or using the websocket API.

The websocket API is recommended because it maps well to the grpc streaming modes.

HTTP interface

The HTTP interface is a work in progress. The tdx Volt API is accessible using pure REST
requests, but a javascript library that packages this up is not fully implemented yet.

Websocket API

The websocket API is currently more polished than the HTTP interface.
Begin by installing the @tdxvolt/volt-client-web package:

npm install @tdxvolt/volt-client-web

Terminal window

Configuration

In order to be able to initialise a connection to a Volt, you will need to obtain a client
configuration.

How your web application obtains or stores the client configuration is not discussed here,
needless to say you need to be careful not to expose keys or other sensitive data. For the
purposes of this document, we assume Bob's configuration is obtained via some out-of-band
means and stored in the browser "localStorage". It holds Bob's key in encrypted form. The
web application will then prompt Bob to enter the key passphrase in order to unlock it.

Example client connection object, obtained from the fusebox identity dialog:

const BobsConfig = { client_name: "Bob", credential: {
client_id: "25d050b9-5270-441e-920b-de@7578394a9", key:
Moo BEGIN ENCRYPTED PRIVATE KEY-————
\nMIIFHDBOBgkghkiG9w@BBQOwQTApBgkghkiG9w@BBQwwHAQIRalkrxf/Lte
————— END ENCRYPTED PRIVATE KEY-———\n", }, wvolt: { id:
'"9a5944eb-1942-406e-a553-39b4220cbf94", display_name:
"Bob's Volt", address: "192.168.1.194:50393",

public_key: Mmoo BEGIN PUBLIC KEY-———-
\nMIIBIjANBgkghkiGOw@BAQEFAAOCAQ8AMIIBCgKCAQEAShZ/IqKrly@TeMc
————— END PUBLIC KEY-———-\n", fingerprint:

"5MlaCpnijWbmibq748AHnyGlqgpHMFmLi5UUeaGBGo8t", ca_pem:
e BEGIN CERTIFICATE-———-
\nMIIDojCCAoqgAwWIBAgIEG/pk5zANBgkqhkiGO9w@BAQsFADBxMQswCQYDVQC
————— END CERTIFICATE-———-\n", 1},};

Connection
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Create a tdx Volt instance to enable Bob to connect to the Volt:

import { VoltClient } from "@tdxvolt/volt-client-web";
const client = new VoltClient(window.WebSocket, BobsConfig);

Now attempt to initialise the tdx Volt connection:
await client.initialise();

If initialisation fails, an error will be thrown.

API call

Once initialised successfully, you can issue any API call.

Refer to the API documentation for details of the method names and corresponding request
and response messages. Each API method expects a JSON object representing the request(s)
as input, and returns JSON objects as indicated by the response message type. The JSON
representation of the protobuf message format is intuitive.

In the example below, we retrieve the resource associated with Bob’s home folder:

client .initialise() .then(() => { return
client.GetResource({ resourceld: config.credential.client_id
}); })  .then((response) => {
console.log(response.resource); }) .catch((err) => {
console.error(err.message); });

Unary calls

All unary calls return a promise that will either resolve with a JSON response object matching
that defined by the API protobuf, or reject if there is a problem with the grpc transport or an
error status on the response object.

Streaming calls

The promise model does not fit well with streaming calls since they are long-lived.

For this reason, all streaming calls (client streaming, server streaming, and bi-directional
streaming) return a call object that is used to manage the call.

The call object emits events as interactions with the underlying websocket occur, and there
are 3 events of interest:

e “error” emitted when an error occurs on the call
e “data” emitted when a response is received from the Volt
e “end” emitted when the call ends

Server streaming calls

The example below shows execution of an SQL statement on a database, the data event will
be emitted for each row of data in the result set.

The end event is emitted when the call ends.

const call = client.SqlExecute( < database_id:
"fcl7c5a1-a858-45c6-804b-7el6af7c968d", statement:
"SELECT * FROM NETFLIX LIMIT 100", });
call.on("error", (err) => console.error(err.message));
call.on("data", (response) => console.log(response));
call.on("end", () => console.log("complete"));

Client streaming calls

Client streaming calls have a similar syntax to server streaming calls, although the data
event should only be emitted once rather than multiple times.

Clients can use the send method on the returned call object to send requests to the server
(see bi-direction example below).


file:///Users/tobyealden/code/pdf-docs/api/volt_api.html

Clients use the end method of the returned call object to indicate to the server that the call
has ended.

Bi-directional streaming calls

As expected, bi-directional calls are a combination of client and server streaming calls,
whereby the data event is emitted for each response from the server, and the client can send
multiple requests using the call object send method.

const sub = voltApi.SubscribeWire({ wireld });
sub.on("error", (err) => console.error(err.message));
sub.on("data", (response) => console. log(response.chunk));
sub.on("end", () => console.log("subscription ended"));
2000 aoollll

// Some time later, ask the server to end the
subscriptionsub.send({ stop: true });
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Command line interface

Although not strictly a client library as such, the tdx Volt command line interface (CLI)
exposes several aspects of the core tdx Volt API for use in shell scripts and other terminal-
based processes. This, in combination with the tdx Volt wire functionality, provides
opportunities for useful and succinct workflows.

The tdx Volt CLI can also act as a server, and can be daemonised to run one or more Volts in
the background.

The tdx Volt CLI supports several commands, and the arguments and syntax of each
command varies. The basic format to invoke a command is:

./volt <command> [options]
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Help is available for each command using the —h or ——help switch, for example:
./volt create —-help

Terminal window

tdx Volt management commands

The commands in this section relate to tdx Volt management tasks, such as creating and
running Volts.

battery options

There are some options that are common to the tdx Volt management commands, including
those to do with configuration of the Battery in which the tdx Volt is contained.

The Battery name can be configured using the —b switch. If this switch is omitted, the default
Battery is used.

For example, to create a tdx Volt in a Battery named Household:
./volt create Alice -b Household
Terminal window
Use the ——bp switch to specify an encryption passphrase and create a secure Battery:
./volt create Alice -b Household ——bp foobar
Terminal window
As above, but using ——bp . to request a passphrase prompt:
./volt create Alice -b Household —-bp .
Terminal window

Note that once an Battery is encrypted, the passphrase will be required for any subsequent
tdx Volt command. For example to start a tdx Volt that is stored in a passphrase-protected
Battery:

./volt run 449a3385-f380-41f7-bd0a-e60caaad4@3cb —bp foobar

create command

The command to create a Volt.

In the following example, the tdx Volt will be created in the default Battery, with no
passphrase protection or encryption on either the Battery storage or the tdx Volt itself.

./volt create "Alice's laptop"
Terminal window

To avoid having to copy and paste the UUID when subsequently referring to the tdx Volt,
you can give it an alias using the —a switch:

./volt create "Alice's laptop" -a alice
Terminal window
The alias can be substituted for the UUID, by prefixing it with @:

./volt run @alice

Terminal window
Create a secure Volt

Use the —p switch to specify a passphrase that will be used to encrypt the tdx Volt root key



and storage.

By default, the tdx Volt will auto-generate a new key at creation and encrypt it with the given
passphrase. The tdx Volt will not store the passphrase so you must remember it.

It is recommended to use a phrase rather than a single word for the passphrase, for example "I
like cheese".

./volt create "Alice's laptop" —-p secret
Terminal window

Use a period with the passphrase switch ( —p .) to force the CLI to prompt for the passphrase
rather than include it explicitly in the command line.

./volt create "Alice's laptop" -p .
Terminal window

There is currently no way to recover or reset the **tdx Volt** passphrase so if you lose it you
will not be able to access the Volt.

Create a tdx Volt using a fixed host

By default when a tdx Volt is created its certificate is bound to the current (or first) ipv4
network interface address. If you would like to bind a tdx Volt to a specific IP address or
domain name use the host and port command line switches.

./volt create "Alice's server" —-host aliceserver.com ——port
40725

Terminal window
Create a tdx Volt with a file-based key

By default the tdx Volt key is stored with the tdx Volt configuration in the Battery. If the
Battery is encrypted with a strong passphrase this is a fairly safe option.

Alternatively you can create a tdx Volt using a key stored on the local file system.
./volt create "Alice's laptop" -k /path/to/key/file
Terminal window

If /path/to/key/file does not exist it will be created.

If the key is encrypted (recommended) you can specify or prompt for the passphrase using the
—p switch as described above.

./volt create "Alice's laptop" -k /path/to/key/file —p .
Terminal window

See the key strategy section for more information.

For full usage information:

./volt create ——help

Terminal window

run command

Use the run command to start a Volt.

This command can be used to daemonise an instance of a Volt, using an init.d script or
similar.

To run a tdx Volt that is in the default Battery and is not passphrase-protected:

./volt run f902f0f7-b9b7-4d2a-b05a-2d4e76albded
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Terminal window

To run a passphrase-protected Volt, use the —p . option to prompt for a passphrase:
./volt run f902f0f7-b9b7-4d2a-b05a-2d4e76al6ded —p .
Terminal window

If the tdx Volt is not in the default Battery, specify the path to the Battery using the -1
option:

./volt run f902f0f7-b9b7-4d2a-b05a-2d4e76al6éded —p . -b
Household

Terminal window
For full usage information:
./volt run ——help

Terminal window

config command

The config command can be used to show the available tdx Volt configurations, or see the
detail of a particular tdx Volt configuration.

To list all Volts in the default Battery:
./volt config
Terminal window

To list all Volts in a given Battery:
./volt config -b Household
Terminal window

To view the full configuration for a given Volt, specify the tdx Volt id or alias:
./volt config @alice
Terminal window

For full usage information:
./volt config —-help

Terminal window

Client commands

The commands in this section are classed as tdx Volt client commands, and as such they
require client credentials in order to authenticate with the target Volt.

There are two ways to specify the client credentials, either via a well-known file named
volt.config.json, or using a custom file name and passing it via the command line switch
-c.

See the connection section for more details about client credentials.

The following examples assume that the client credentials have been placed in the
volt.config.json file.

download command

Download a file or folder from the tdx Volt to the local disk:

./volt download ./shares/images volt-downloads
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Terminal window

In the example above, the . prefix of ./shares/images indicates that the path is relative the
‘home’ folder of the client.

To specify a path relative to the root of the tdx Volt itself, use a / prefix:
./volt download /documents/reports volt-downloads
Terminal window

For full usage information:

./volt download —-help

Terminal window

upload command

Upload a file or folder to the Volt.
./volt upload ~/Documents/images ./shares
Terminal window

The . prefix on ./shares indicates the target resource is relative to the ‘home’ folder of the
client.

To upload to a resource relative to the root of the tdx Volt itself, use a / prefix:
./volt upload ~/Documents/images /documents/images
Terminal window

For full usage information:

./volt upload —-help

Terminal window

list command

List resources on the tdx Volt (similar to s or dir shell commands).
./volt list ./shares
Terminal window

For full usage information:
./volt list —-help

Terminal window

wire command

Subscribe or publish to wire resources.
publish

To publish to a wire, specify the wire identifier or alias:
./volt wire @sensor-feed
Terminal window
The wire data is read from STDIN. This enables flows such as:
curl www.google.com | ./volt wire bcc778cd-04b0-4e5e-803c—

dccal43790elcat somefile | ./volt wire bcc778cd-04b0-4e5e-
803c-dccald3790el



Terminal window
subscribe

To subscribe to a wire, add the —s switch to the command line:
./volt wire 9c797959-eafe-4d2a-8005-1e5ef66c29ac -s
Terminal window

All wire data will be written to STDOUT. This enables flows such as:

./volt wire —s bcc778cd-04b0—-4e5e-803c—-dccald3790el | wire-
data. log

Terminal window
For full usage information:
./volt wire —-help

Terminal window

Utility commands

logger command

Split data arriving on a wire or STDIN into files on the local disk.

This command was developed for use with the Protobuf Database Sync utility, but it may be
useful in other scenarios.

The logger command listens for incoming data on a Volt wire or STDIN, splitting the input
into multiple files of a configured maximum size in a configured folder. It makes no attempt
to interpret the incoming data.

If a header is given as part of the tdx Volt Logger configuration it will populate and write a
ProtobufSyncConfigurationHeader message to the start of each file it creates.

Once a file reaches the configured size ( logFileSize) it will be moved to the ingestion
folder, where it will get picked up by the protoDbSync process if one is running. The logger
will then create a new file to continue logging the incoming data.

This enables scenarios such as:
# Continuously pipe data from a producer, splitting it into
log files.> fs20@PacketProducer | volt logger -c
fs20.logger.json
Terminal window
# Continuously pipe data from a tdx Volt Wire (grpc stream),
splitting it into log files.> volt logger -c
zwave. logger.json -w d1ccl560-9b58-4bdf-a2cf-7d65a2db0col

Terminal window

# Load data from a URL.> curl https://somedata.endpoint |
volt logger —-c snapshot.logger.json

Terminal window

An example logger configuration when reading from STDIN is shown below.
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{ "logger": { "headerId": "tcpdump-logger",

"headers": [ { "messageName": "TCPDumpPacket",
"messageProto": "syntax = \"proto3\";\n\npackage
tranforms;\n\nmessage TCPDumpPacket {\n string timestamp =
1;\n string source_mac_address = 2;\n string
source_manufacturer_id = 3;\n bool is_broadcast = 4;\n

bool is_arp = 5;\n string target_mac_address = 6;\n string
target_manufacturer_id = 7;\n string ether_type = 8;\n
string unknown_1 = 9;\n int32 length = 10;\n string
source_address = 11;\n string target_address = 12;\n

string payload = 13;\n}\n", "name": "header@",
"tableName": "tcpdump" } g "logFileExtension"
"pdat", "logFilePath": "./logs", "logFilePrefix":
"tcpdump-log-", "logFileSize": 64000 }}

If reading from a wire, the configuration should include details of a standard client
connection, as shown below. The credentials given should have subscribe access to the
source wire.

{ "logger": { "headerId": "tcpdump-logger",
"headers": [ { "messageName": "TCPDumpPacket",
"messageProto": "syntax = \"proto3\";\n\npackage

tranforms;\n\nmessage TCPDumpPacket {\n string timestamp =
1;\n string source_mac_address = 2;\n string
source_manufacturer_id = 3;\n bool is_broadcast = 4;\n

bool is_arp = 5;\n string target_mac_address = 6;\n string
target_manufacturer_id = 7;\n string ether_type = 8;\n
string unknown_1 = 9;\n int32 length = 10;\n string
source_address = 11;\n string target_address = 12;\n

string payload = 13;\n}\n", "name": "headero",
"tableName": "tcpdump" } g "logFileExtension"
"pdat", "logFilePath": "./logs", "logFilePrefix":
"tcpdump-log-", "logFileSize": 64000 1}, "client_name":
"CLI", ‘“crypto": { "cert": "————— BEGIN CERTIFICATE-———-
\nMIIDWzCCAKOgAwIBAgIEQ7J4qTANBgkghkiGO9w@BAQsFADBxMQswCQYDVQC
————— END CERTIFICATE-———-\n", "client_id": "576d3f07-0aab-
4ced-b10f-085220c2b1ff", "key": "——— BEGIN PRIVATE KEY—-

\nMIIEvVQIBADANBgkghkiG9w@BAQEFAASCBKcwggSjAgEAA0IBAQCMVWOOKT]
————— END PRIVATE KEY--——--\n" '}, "volt": { "ca_pem": "—
———BEGIN CERTIFICATE-————
\NMIIDojCCAoqgAwIBAgIENZzfzHjANBgkqhkiG9w@BAQsFADBxMQswCQYDVQC
————— END CERTIFICATE-———-\n", "challenge_code":
"w6uP8Tcg6K2QRIO5RMSs8iXT1ksL60D1IKOWBXTK7wxPI=", Dl o8
''3803c239-ffc6-40a3-b85c-1da798945c3c", "address":
"192.168.1.139:40265" }}

STDIN logger performance

Reading asynchronously from STDIN is surprisingly difficult. The method used by the logger
command involves a background thread that reads data from STDIN one byte at a time, and

when the accumulated data reaches the configured log size the data is flushed to disk.

On its own this approach causes problems whereby a flush might occur in the middle of an

incoming packet, thus breaking the protobuf binary format.

To guard against this, the Volt logger uses a second thread thread which is responsible for
flushing the buffer, and will only do so after 50ms of inactivity on STDIN (the interval is
configurable via the flushIdleInterval property in the configuration file). As a
consequence, the produced log file size may slightly exceed that configured in
logFileSize.

The flushing thread described above helps reduce the frequency of split packets, but they can
still occur due to network latency or other timing blips on the incoming data. Fortunately the

protoDbSync utility can recover from these split packets the majority of the time.
Support for more commands in the Volt CLI is coming soon...
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C++ client

The C++ APl is in a constant state of flux at the moment, documentation will appear in the
near future.

Coming soon...
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FAQ

Frequently asked questions and trouble-shooting tips are shown below.

Errors

Iget Volt IP invalid error when starting a tdx Volt

This usually means there is no network connection.

I get invalid argument errors when attempting to bind or connect to a tdx Volt

This usually means target tdx Volt has no knowledge of your public key and you didn’t
provide any further credentials or the challenge code. Add the correct challenge_code
property to the volt configuration section.

Linked Volt connections and Relays are broken

Currently Relay and Linked Volt connections are based on IP address. If one of the Volts has
recently changed IP address it will cause any connections to it to fail. This will change when
the universal identity resolution mechanism is in place, in the mean time you can work
around it by deleting the ‘shared with me on xxxxx’ folder and re-discovering the Volt.
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Connect to a tdx Volt

The tdx Volt command line interface (CLI) and all client libraries make use of a JSON object
stored in a local file to persist the details of a client connection to the Volt.

A full description of the client connection JSON format and how to obtain or create one can
be found in the connection section.

api

The VoltAPI. Authenticate API enables clients to authenticate on a Volt and obtain credentials
for subsequent API calls.

cli

Use the auth command.
./volt auth -help
Terminal window

To authenticate on a Volt with the DID did:volt:a@6el0d1-3fa4-445a-948f-
7e7c5ee36262 use the following command:

./volt auth did:volt:a06el@d1l-3fa4-445a-948f-7e7c5ee36262
"Bob"

Terminal window

By default, the configuration details will be stored in a file called volt.config.json in the
current working directory. You can specify a different file using the —c switch:

./volt auth did:volt:a06el@dl-3fad4-445a-948f-7e7c5ee36262
"Bob" -c bob.config.json

Terminal window
You can use the discovery URL of the Volt instead of the DID:
./volt auth https://acme.com "Bob" —-c bob.config.json

Terminal window

javascript

Use the Authenticate API, the response will contain the generated credentials on success.

grpc

It’s not normally necessary to explicitly use the Authenticate API when using the grpc
client library, as the library will automatically authenticate if required when initialise is
called.

It’s worth noting that the initialise call will not return until either a ‘permit’ or ‘deny’
decision is received from the Volt. This means that the initialise call will block if there is
a ‘prompt’ decision, which will occur if the Volt is configured to require user interaction for
authentication.
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import { VoltClient } from "@tdxvolt/volt-client-
grpc";import grpc from "@grpc/grpc-js";

// This is the path where we'd like to store the generated
configuration.const configPath = "./volt.config.json";
const voltConfig = {};

// This is the name we'd like to use for our
client.voltConfig.client_name = "Alice";

// This is the DID of the Volt we'd like to connect
to.voltConfig.volt = "did:volt:a06el0d1-3fad4-445a-948f-
7e7c5ee36262";

// Alternatively, you can use the URL of the Volt instead of
the DID.voltConfig.volt = "http://192.168.1.195:49824";
const voltClient = new VoltClient(grpc);

voltClient .initialise(configPath, voltConfig)
.then((response) => { console. log(response); })
.catch((err) => { console.error(err.message); })
Lfinally(() => { console.log("finished"); 1});

Once the client has been initialised, the configuration will be stored in the file specified by
configPath. The next time the client is initialised, the configuration will be read from this

file.

If you’d rather manage the persistence of the configuration yourself, you can pass a
configuration object directly to the initialise method rather than a file path:

web

import { VoltClient } from "@tdxvolt/volt-client-
grpc";import grpc from "@grpc/grpc-js";

// Initialise or load the configuration here.const
voltConfig = {};

// This is the name we'd like to use for our
client.voltConfig.client_name = "Alice 2";

// This is the DID of the Volt we'd like to connect
to.voltConfig.volt = "did:volt:a06el@d1-3fad4-445a-948f-
7e7c5ee36262";

const voltClient = new VoltClient(grpc);

voltClient .initialise(voltConfig) .then((response) => {
// Persist the configuration here. console. log(response);
})  .catch((err) => { console.error(err.message); })
finally(() => { console.log("finished"); });

const sub = client.Authenticate({ client_name: "Bob",
"public_key": "<PEM encoded key>" 1});

C++

examples coming soon...
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Establish a connect stream

api

The VoltAPI.Connect API enables clients to establish a Volt connect stream. Note that
clients will not need to call this API directly as it is encapsulated in the various ‘Connection’
classes in the client libraries.

cli

The CLI automatically uses connect streams to implement certain commands, in particular
the wire publish and subscribe commands. This means that when you subscribe to a wire
using the CLI, the subscription will automatically be restarted if the connection to the Volt is
lost and subsequently re-established.

fusebox

The fusebox always establishes a connect stream to the target Volt, and this is used to reflect
the connection status to the user and to receive notification of changes to resources that are in
View.

javascript [grpc]

Use the VoltClient.connect method to establish a Volt connect stream, and register to
receive connected events for notifications.

import grpc from "@grpc/grpc-js";import { VoltClient } from
"@tdxvolt/volt-client-grpc";

const client = new VoltClient(grpc);

const config = "./volt.config.json";

// Register to receive connection
events.client.on("connected", (connected) => { if
(connected) { console.log("connected"); 1} else {
console.log("disconnected"); }});

// Register to receive error events.client.on("error", (err)
=> { console.log("error: %s", err.message);});

client .initialise('connect-example", config) .then(() =>

{ return client.connect(); }) .then(() => {
console.log("client waiting for events"); }) .catch((err)
= { console.log("failure in client [%s]", err.message);

process.exit(1); 1});

Javascript [web]

This is a work in progress.
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import { VoltClient } from "@tdxvolt/volt-client-web";import
{ config } from "./client-configuration.js";
let client;
try { client = new VoltClient(WebSocket, config);

await client.initialise(); console.log("client
initialised");

const connectStream = client.connect( { hello: {},
Yig (err, resp) => { if (err) {
console.log("received error on connect: " + err.message);

} else { console. log(JSON.stringify(resp)); b
} ); await connectStream.responsePromise;} catch (err) {
console.log("failure in connect example [%s]",
err.message);} finally { console.log("finished");
client.close();?}

C++

#include <volt_client/volt_api_client.h>

tdx::volt_client::VoltConnectCallbacks
voltCallbacks;voltCallbacks.onConnection = [](bool
connected) { // Perform connect/disconnect logic here.
std::cout << "connected: " << connected << std::endl;};

// Create and initialise the Volt client connection with the
configuration// details and the key passphrase.auto volt =
std: :make_unique<tdx::volt_client::VoltConnection>();if
((result = volt->initialise(config, passphrase)) !=
tdx::error_code::ok) { std::cout << "failure initialising
connection: " << result << std::endl; return result;}

// Wait for the Volt connection to initialise successfully
(this// may fail if the Volt is offline or
unreachable).result = tdx::error_code::notInitialised;while
('result.empty()) { if ((result = volt-

>connect(voltCallbacks)) != tdx::error_code::ok) {

std::cout << "failure connecting to Volt: " << result <<
std::endl; std::cout << "retrying in 10 seconds...... " <<
std::endl;

std::this_thread::sleep_for(std::chrono::milliseconds(10000))
HE S

// Once the initial connection is successfully established,
the “onConnection’// callback will be called, including for
subsequent disconnection/connection// events.
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Subscribe to wire

Error handling is omitted from example code for brevity.

api

The WireAPL. SubscribeWire API enables clients to subscribe to a wire.

cli

Use the wire command.
./volt wire —-help
Terminal window
Subscribe to a wire using the cli wire command along with the —s or ——subscribe switch:
./volt wire <wire id> -s
Terminal window
All wire data will be written to STDOUT. This enables flows such as:
./volt wire @demo-wire -s | wire-data.log

Terminal window

fusebox

Navigate to the wire in the resource explorer and use the ‘subscribe’ button on the bottom
panel, which contains a ‘headphones’ icon.

javascript
Use the SubscribeWire API, the callback will be called every time new data arrives.

grpe

import grpc from "@grpc/grpc-js'";import { VoltClient } from
"@tdxvolt/volt-client-grpc";
const client = new VoltClient(grpc);

const configPath = "./volt.config.json";

client .initialise(configPath) .then(() => { return new

Promise((resolve, reject) => { const sub =

client.SubscribeWire({ wire_id: "@wire-demo" });
sub.on("error", (err) => { reject(err); 1)

sub.on("data", (response) => {
console. log(Buffer.from(response.chunk,

"base64").toString()); )5
sub.on("end", () => { resolve(); }; });
})  .catch((err) => { console.error("failure in

subscribe-wire [%s]", err.message); 1});
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web

const sub = client.SubscribeWire({ wireld });
sub.on("error", (err) => { console.error(err); 1});

sub.on("data", (response) => {
console. log(atob(response.chunk)); 1});

sub.on("end", () => { console. log("subscription
ended"); });

C++
examples coming soon...
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Start a Volt

A tdx Volt can be started using either the command-line interface (CLI) or the fusebox.

cli

Use the run cli command:
./volt run —-help
Terminal window
The most simple way to start a tdx Volt is using the id:
./volt run did:volt:449a3385-f380-41f7-bd0a-e60caaadd3chb

Terminal window
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If the tdx Volt has been given an alias you can use this instead of the GUID:
./volt run @alice
Terminal window
If the tdx Volt is secure you will also need to specify the passphrase, using the —p switch:

./volt run did:volt:449a3385-f380-41f7-bd0a-e60caaad@3cb —p
foobar

Terminal window

To avoid specifying the passphrase on the command line, you can force a prompt using -p .:

./volt run did:volt:449a3385-f380-41f7-bd0a-e60caaad@3cb —p

Terminal window

See the CLI section for more details about starting a tdx Volt.

fusebox

The fusebox can be used to run local tdx Volts.

Simply click on the name of the tdx Volt in the slide-out menu panel on the left-hand side:
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When a client attempts to authenticate on a tdx Volt, the policy engine will determine if it has
any rules that relate to the public key or credentials presented in the authentication request.

If the policy does not find any rules applicable to the presented credentials, it will prompt the
owner of the tdx Volt to approve or reject the request.

Managing authentication requests

The fusebox can be used to manage authentication requests, using the ‘sessions’ button,
highlighted below:

Clicking on the button highlighted above will display the list of pending requests on the tdx
Volt.

You can use the ‘egg timer’ button to restrict the list to only show pending requests.

Clicking on a request in the list will prompt you to either permit or deny the request.
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cli

Use the wire command.
./volt wire ——help
Terminal window
Publish to a wire using the cli wire command:
./volt wire <wire id>
Terminal window
The wire data is read from STDIN. This enables flows such as:

curl www.google.com | ./volt wire @demo-wirecat somefile |
./volt wire @demo-wire./volt wire @demo-wire < anotherfile

Terminal window

fusebox

Navigate to the wire in the resource explorer and use the ‘publish’ button on the bottom
panel, which contains a ‘microphone’ icon.

javascript

Use the PublishWire API write data to the wire.

web
const pub = voltApi.PublishWire({ wire_id: "@demo-wire" });
pub.on("error", (err) => console.error(err.message));
pub.on("data", (response) => console.log(response));
pub.on("end", () => console.log("publication ended"));
pub.send({ chunk: "hello" });pub.send({ chunk: "world" });
C++

volt_client::WirePublishCallbacks publishCallbacks;
volt_client::WirePublishClient* publishRpc = nullptr;

publishCallbacks.onEnd = [](bool serverSide) { //
Publish call ended. 1};

publishCallbacks.onResponse = [1
(tdx::volt_api::volt::vl::PublishResponse const& response) {
if (response.has_status() &&
response.status().message() != error_code::ok) { //
Publication ended with an error. } else { //
Publication ended OK. + 18

publishCallbacks.onDestroyed = []
(tdx::grpc::CallClientBasex rpcClient) { // Publication
RPC has died. };

// Start the publish RPC. if ((result = volt()-
>serviceApi()—>publishWire( publishCallbacks,
&publishRpc)) != error_code::ok) { // Failed to start
wire publish RPC return result; }

// Send the initial request containing the wire id.
tdx::volt_api::volt::vl::PublishRequest startReq;
startReq.set_wire_id("@demo-wire"); publishRpc-
>send(startReq);

Skip to Content
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api

The SqliteDatabase API.Execute API enables clients to execute SQL against databases.

cli

Use the db command.
./volt db ——help
Terminal window

To execute a statement against a database resource with alias db—demo:
./volt db @db-demo "select * from tcpdump limit 10"
Terminal window

You can also write to the database if you have the appropriate permissions:

./volt db @db-demo "create table foobar (id integer primary
key, key text, value text)"

Terminal window

./volt db @db-demo "insert into foobar (key,value) values
(‘hello', 'world")"

Terminal window
./volt db @db-demo "select *x from foobar"

Terminal window
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fusebox

The fusebox has a built-in SQL terminal. Select the database resource and then click the
view button on the toolbar.

javascript

grpc

The following example runs an SQL SELECT statement against a database resource with
alias db—demo. It assumes the client configuration is stored in the volt.config.json file in
the current working directory.

import grpc from "@grpc/grpc-js";import { VoltClient } from
"@tdxvolt/volt-client-grpc";
const client = new VoltClient(grpc);

const configPath = "./volt.config.json";

client .initialise(configPath) .then(() => { return
client .SqlExecuteJSON({ database_id: "@db-
demo", statement: "select * from tcpdump limit 10",
}) .then((response) => {

console. log(JSON.stringify(response, null, 2)); 19D
.catch((err) => { console.error("failure in database-

execute [%s]", err.message); 1});

web

The following example runs a parameterised query against the resource with alias @query-
examp le, substituting the value %cage% into the first parameter. It assumes the configuration
is store in localStorage.

import { VoltClient } from "@tdxvolt/volt-client-web";
const config]JSON = localStorage.getItem("config");const
config = JSON.parse(configJSON);

const client = new VoltClient(WebSocket, config);

client .initialise() .then(() => { return
client.SqlExecuteJSON({ database_id: "@query-example",
parameter: [{ string: "%cage%" }I, }); 3} .then((rows)
= { console.log(JSON.stringify(rows, null, 2)); })
.catch((err) => { console.log("failure [%sl]",
err.message); }) .finally(() => {

console. log("finished"); client.close(); 1});

C++

volt_client::SqliteDatabaseExecuteCallbacks
executeCallbacks_;
volt_client::SqliteDatabaseExecuteClient* executeRpc_ =
nullptr;

tdx::volt_api::data::vl::SqlExecuteRequest req;
req.set_database_id(resource_.id());
req.set_statement("select * from fs2@Actuator");
req.set_page_size(100);

executeCallbacks_.onResponse = [this]
(tdx::volt_api::data::vl::SqlExecuteResponse const&
response) { // Handle response here. i

executeCallbacks_.onEnd = [this](bool serverSide) { if
(serverSide) { // The server ended the execution rpc -
this means it has no more data to // send (i.e. the
cursor is at then end). Yy

executeCallbacks_.onError = [this](std::string err) {
// Handle errors here. };

if ((result = api_—>executeDatabase(req,
executeCallbacks_, &executeRpc_)) != error_code::ok) { //
Handle failure starting call. }
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Create a Volt

A tdx Volt can be created using either the command-line interface (CLI) or the fusebox.

cli

Use the create cli command:
./volt create —-help
Terminal window
The most simple way to create a tdx Volt from the command line is shown below.

In this example, the tdx Volt will be created in the default Battery, with no password
protection or encryption on either the Battery storage or the tdx Volt itself.

./volt create "Alice's laptop"

Terminal window

Using a YubiKey Hardware Security Module (HSM)

Use the hardware key strategy to create a tdx Volt that uses a YubiKey HSM to store the root
key.

The -k switch specifies the PKCS#11 engine type, module path and slot number that
identifies the YubiKey HSM.

The -k switch takes the form of a semicolon-separated string with the following format:
<engine id>;<module path>;<slot number>

For example:
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pkcs1l;/opt/homebrew/Cellar/opensc/0.24.0/1ib/opensc—
pkcsll.so0;01

You will need to adjust the path to the opensc-pkcs11.so library to match your installation.

An example command line to create a tdx Volt using a YubiKey HSM on macOS that has
installed the OpenSC software using Homebrew is shown below. Here we are using the
default PIN for the YubiKey HSM, you should change this to your own PIN using the —p
switch.

./volt create "Alice" -s hardware -k
"pkcs1l; /opt/homebrew/Cellar/opensc/0.24.0/1ib/opensc—
pkcsll.so;01" —p 123456

Terminal window
See the PKCS#11 reference for more information about configuring the tdx Volt to use a

PKCS#11 HSM.

Using an encrypted root key

Use the p switch to specify a password that will be used to encrypt the tdx Volt storage.

By default, the tdx Volt will auto-generate a new key at creation and encrypt it with the given
password. The tdx Volt will not store the password so you must remember it.

./volt create "Alice's laptop" -p secret
Terminal window

Use a period . to force the CLI to prompt for the password rather than include it explicitly in
the command line.

./volt create "Alice's laptop" -p .> enter Volt passphrase:

Terminal window
There is currently no way to recover or reset the **tdx Volt** password so if you lose it you

will not be able to access the Volt.

Using a file-based key

By default the tdx Volt key is stored with the tdx Volt configuration. If the Battery and tdx
Volt itself are encrypted this is a fairly safe option.

Alternatively you can create a tdx Volt using a key stored on the local file system.
./volt create "Alice's laptop" -k /path/to/key/file
Terminal window

If /path/to/key/file does not exist it will be created.

If the key is encrypted (recommended) you can specify or prompt for the password using the
p switch as described above.

./volt create "Alice's laptop" -k /path/to/key/file —p .
Terminal window

It's possible to use this option to create a **tdx Volt** using a key stored on an encrypted
USB stick for example. Of course the key file must be available to the **tdx Volt** when it is
started.

Create a tdx Volt using a fixed host

By default when a tdx Volt is created its certificate is bound to the current (or first) ipv4
network interface address. If you would like to bind a tdx Volt to a specific IP address or
domain name use the host and port command line switches.
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./volt create "Alice's server" —-host aliceserver.com ——port
40725

Terminal window

Create a tdx Volt with a Relay

Use the relay-address and relay—challenge switches to create a tdx Volt with a pre-
configured relay. This is useful in scenarios where the tdx Volt is created on remote devices,
as it enables the configuration of a remote connection to the tdx Volt via the fusebox to
complete the commissioning.

Note that you almost certainly want to use the —k switch to specify the file in which the tdx
Volt key will be written. This is because you will need the key to be able to configure the
remote fusebox connection.

./volt create ——name "Alice's NAS" -k ./alice.key —-relay-
address https://tdxvolt.com —-relay—-challenge letmein

Terminal window

When the tdx Volt is first run it will create and configure the Relay connection and issue a
bind request to the Relay Volt. The Relay Volt owner/administrator may need to approve the
bind request before the binding is complete.

fusebox

Creating a tdx Volt using the fusebox is straightfoward. Use the ‘new Volt’ button on the
slide-out menu panel:

Then fill out the form:
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Import data

api

The SqliteDatabase APL.ImportCSV API enables clients to import CSV file(s) into a database.

cli

Coming soon...

fusebox

Use the ‘Import from file’ button on the database terminal toolbar, which is visible when you
select a database in the fusebox and click the ‘View’ button.

Alternatively, you can drag a CSV file using the OS file manager and drop it onto the ‘SQL
statement’ edit field at the bottom of the SQL Terminal window (below the import button
highlighted above).

javascript

Use the ImportCSV API.

examples coming soon...

C++
examples coming soon...
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Download file or folder

api

The FileAPI.DownloadFile API enables a file to be downloaded from a resource on the tdx
Volt to the local disk.

Both the fusebox and the cli make use of this endpoint to also support downloading folders
or entire trees of files.

cli

Use the download cli command.
./volt download —-help
Terminal window
Download a file or folder:
./volt download ./share/pictures ./shared-images

Terminal window

fusebox

Use the ‘download’ button on the folder toolbar.

javascript

grpc

const response = await client.DownloadFileSync({
resource_id: "@download-demo",});

console. log(Buffer.from(response.buffer,
"base64").toString());

web

Use the DownloadFile API to stream the resource contents, writing each chunk received to
memory or local disk.

let contents =
const rpc = voltApi.DownloadFile({ resource_id: resource.id

1)

rpc.on("error", (err) => { console.log("Error downloading
file: " + err.message);});

rpc.on("data", (payload) => { contents +=
atob(payload.block || "");});

rpc.on("end", () => { console.log("download finished");
console. log(contents);});
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C++

auto result = voltApi->downloadFileSync("@download-demo",
"c:/temp/download-demo", cancelCB);
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Create database

api

The SqliteServerAPI.CreateDatabase API enables clients to create databases.

cli

Coming soon...

fusebox

Use the ‘New’ button on the folder toolbar.

javascript

Use the CreateDatabase API.

examples coming soon...
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C++
examples coming soon...
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Upload file or folder
api

The FileAPIL.UploadFile API enables a file to be uploaded from the local disk to a resource on
the Volt.

Both the fusebox and the cli make use of this endpoint to also support uploading folders or
entire trees of files.

cli

Use the upload cli command:
./volt upload ——help
Terminal window
Upload the local folder ~/Pictures to the tdx Volt ./share/pictures folder resource.

./volt upload ~/Pictures ./share/pictures

Terminal window
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fusebox

Use the ‘upload’ button on the folder toolbar, or drag and drop files from the OS native file
explorer.

javascript

Open the file and read it in chunks, passing each chunk to the UploadFile API.

examples coming soon...

C++

auto result = voltApi->uploadFileSync(resourceld,
sourceFile.toStdString(), cancelCB);
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Protobuf Data Synchronisation

This utility provides a means of synchronising arbitrary protobuf data streams to multiple
SQLITE databases.

The basic concept is that the app monitors a configured folder for incoming files.

When a new file arrives, the process inspects the file to determine the types of protobuf
message it contains (see file format details below).

The process ingests the file and builds SQL CREATE TABLE IF NOT EXISTS and INSERT
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statements from the contents.

The protoDbSync ingestor uses reflection to translate the protobuf definition to the equivalent
SQL schema and statements.

It then uses the tdx Volt API to run the SQL on any number of configured remote databases.
A separate sync status is kept for each target database.

File Format

The file format used is essentially the de-facto standard for protobuf data, which is the length-
prefixed binary format. This can easily be generated from most protobuf client library auto-
generated stubs, for example encodeDelimited in Javascript and
SerializeDelimitedToOStreamin C++.

Note that currently only basic protobuf message structures are supported - messages with
sub-message types or those that make use of oneof or optional are not currently
supported.

Most of the time you will not need to manually create files in this format, you can use the Volt
Logger command to do it for you.

Each file must have a header present which is a serialisation of a
ProtobufSyncConfigurationHeader message, as defined here. The serialisation of the
header must include a length prefix.

This header contains a configuration entry (an instance of ProtobufSyncConfiguration) for
each message type that will appear in the file.

For example, consider a data producer that is creating two types of message, tcp packets and
udp packets, which are defined by the protobuf message types TcpPacket and UdpPacket
respectively. In this scenario the ProtobufSyncConfigurationHeader will contain two
ProtobufSyncConfiguration instances, the first describing TcpPacket and the second
describing UdpPacket.

Each ProtobufSyncConfiguration instance contains the actual protobuf that describes the
data type. The main fields of the header are message_proto, which is the protobuf definition
of the target messages (as a string), and table_name, which is the name of the table into
which the data should be inserted. See ProtobufSyncConfiguration for full details.

As well as the header format described above, each message in the file must be wrapped in a
ProtobufSyncWrapper instance and serialised to the file using a length prefix.

Logger integration

The tdx Volt CLI has a ‘logger’ command which can automatically create protoDbSync
compatible files, taking input from STDIN or a wire subscription.

To be clear, the tdx Volt Logger will blindly write whatever data is on STDIN, splitting the
input into multiple files of a configured maximum size in a configured folder. It makes no
attempt to interpret the incoming data.

If a header is given as part of the tdx Volt Logger configuration it will populate and write a
ProtobufSyncConfigurationHeader message to the start of each file it creates.

In order to create files that are compatible with the protoDbSync utility, data producers must
output data in protobuf binary format as serialised instances of the ProtobufSyncWrapper
message type.

The idea is to eliminate the need for the producer process to know about the nitty-gritty of the
sync file format.

So an arbitrary process can write data (in protobuf binary format for the database sync
scenario) to STDIN, and the Volt Logger will create protoDbSync compatible files in a
configured folder and pipe the data from STDIN into them up to a configured log size.

See the ‘logger’ command documentation for more details.
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Configuration

The process can sync to multiple remote databases. The configuration takes the form of a list
of target Volt configurations. See the Appendix for a full working example.

The basic structure of the configuration file is as follows:

{ "extension": "<file extension>", "rootFolder": "<folder
to watch>", 'targets": { "<target-database-id-1>":
{<volt connection object>} ""<target-database-id-2>":
{<volt connection object>} ey "<target-database-id-

n>": {<volt connection object>} }}
The configuration is made up of following properties:

e extension - optional file extension to match when watching for incoming data ( pdat is
the default)
rootFolder - the folder the process will watch for incoming files.

e targets - the list of target database configurations, each entry defines the tdx Volt
connection details.

e target-database-id - this is the id of the target database resource ( 12439d48-4c0a-
4417-822a-e3db70a9d4d4 in the example below), and contains the details of the tdx
Volt on which the database is hosted. This is essentially the normal tdx Volt client
configuration data, optionally with the addition of the sync property.

e sync - optional configuration for the sync process.

e sync.fullInitialSync - the process will send all the data it has seen when it first
encounters a new database configuration. The default is ‘true’.

The example below shows a configuration file for a single tdx Volt target, namely resource
12439d48-4c0a-4417-822a-e3db70a9d4d4 on Volt Local RPi:

{ "extension": "pdat", "rootFolder":
"/home/pi/dev/tdxvolt/tdxvolt-core/release/bin/fs20logs",
"targets": { "'12439d48-4c0a-4417-822a-e3db70a9d4d4" : {
"client_name": "RPi proto db sync", "credential™: {
"key": "<——REDACTED-—>" } "volt": {
"ca_pem": "——— BEGIN CERTIFICATE————-
\NMIIDnDCCA0SgAWIBAgIECZZpTjANBgkghkiG9w@BAQsFADBUMQswCQYDVQC
————— END CERTIFICATE-———-\n", "id": "ab@d5c6e-237a-
45a5-9c27-215dfd6dadbo" Iy "relay_url":
"https://tdxvolt.com", "sync": {
"fullInitialSync": true } }o3

Sync algorithm

Possibly ‘sync’ is a misnomer as currently it is essentially a one-way upload. The main
objective is to only send any given data file once.

It does this using a set of sub-folders that are dynamically created and managed off of the
rootFolder property, an example of which is shown below.

. |— fs20logs| |— 12439d48-4c0a-4417-822a-e3db70a9d4d4 |
| | sync-2021-12-10T06:31:27.724Z.pdat |
archive| | | }— sync-2021-12-01T14:06:38.421Z.pdat|

— sync-2021-12-01T14:30:30.498Z.pdat | |
sync-2021-12-@1T18:22:59.301Z.pdat| | duplicate|

L— error| }— archive] | |— sync-2021-12-
01T14:06:38.421Z.pdat sync-2021-12-
01T14:30:30.498Z.pdat sync-2021-12-
01T18:22:59.301Z.pdat sync-2021-12-
10T06:31:27.724Z.pdat sync-2021-12-

10T06:47:57.196Z.pdat. lock

For example, considering the above example configuration file, the following directory
structure is used:

e fs20logs - the root folder, which is essentially the ‘pending’ folder - incoming data should
be placed here
o 12439d48-4c0a-4417-822a-e3db70a9d4d4 - the target-specific ‘pending’ folder, a sub-
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folder like this will be created for each target configured. When a new file arrives in the
root folder, it is copied into this folder for each target configured.

o archive - the files that are successfully processed are moved here. Each target also has an
‘archive’ folder to keep track of the sync status of that target.

o duplicate - any new file that already exists in archive are skipped and moved here

e error - any files that fail to transmit are moved here

The process that is creating the data (producer) should only place a file matching the pattern
in the root folder when it is complete and ready for transmission. The example producer
achieves this by writing to a <timestamp>.pdat. lock file, and then renames the file to
remove the . Llock when it has reached the desired size. If you’re using the Volt logger
command it will do this for you.

File size

The particular maximum file size isn’t mandated, but bear in mind that by default each file is
transmitted as a single GRPC call in the form of a bulk SQL INSERT statement. There
doesn’t seem to be any hard data on this, but it seems the optimal protobuf message size is
around 64 kB, although I’ve used 1 MB without any apparent issues.

Appendix

Configuration file example

This example shows a sync to 3 databases on 3 different Volts.

{ "extension": "pdat", "rootFolder":
"/home/pi/dev/tdxvolt/tdxvolt-core/release/bin/fs20logs",
"targets": { "05847828-799a-4cc5-975b-0312908d1443": {
"client_name": "protoDbSync", "credential": {
"cert": "——— BEGIN CERTIFICATE————-

————— END CERTIFICATE————-\n", "client_id": "de5e0d80-
2eb8-4e7f-a4d0-d080a20cedf5", "key": "<——REDACTED——>"
}, "sync": { "fullInitialSync": true 1
"volt": { "ca_pem": "———— BEGIN CERTIFICATE—-———-
\nMIIDnDCCA0SgAwIBAgIEdxBiBjANBgkghkiG9w@BAQsFADBuUMQswCQYDVQC
————— END CERTIFICATE-———-\n", ""challenge_code":
"w6uP8Tcg6K2QRIO5RMs8iXT LksL60D1KOWBXTK7wxPI=", "id":
''£8297180-bccd-4c49-b4e5-0cb4e5738d15", "address":
"192.168.1.178:33325" + Yop "6fd1f237-681c-4b58-
8d10-39238ac82db2": { ""client_name": "ProtoDbSync",
"credential™: { "cert": "——— BEGIN CERTIFICATE-————
\nMIIDWDCCAkCgAwIBAgIEUNJ8szANBgkghkiG9w@BAQsFADBuUMQswCQYDVQC
————— END CERTIFICATE-———-\n", "client_id": "b5ddcal9-
1db3-4aeb-af37-2d05986bbbe9", "key": "<——REDACTED-—>"
g "sync": { "fullInitialSync": true g
"volt": { "ca_pem": "———— BEGIN CERTIFICATE-————-
\nMIIDNnDCCA0SgAwIBAgIET8KUKTANBgkghkiG9w@BAQsFADBUMQswCQYDVQC
————— END CERTIFICATE-———-\n", ""challenge_code":
"w6uP8Tcg6K2QRIO5RMs8iXT LksL60D1KOWBXTK7wxPI=", "id":
"6fa2dd6b-02fa-47de-b488-da2d8139ce4c", "address":
"tdxvolt.com:40725" + Ion "f3a968df-58c2-44d7-b39c-
97a5fa78ba90": { ""client_name": "ProtoDbSync",
"credential™: { "cert": "——— BEGIN CERTIFICATE—————
\nMIIDWDCCAKCgAwIBAgIEL7VkHjANBgkghkiG9w@BAQsFADBuUMQswCQYDVQC
————— END CERTIFICATE-———-\n", "client_id": "elafc20b-
2ba7-4103-8f35-26c3cdc51bce", "key": "<-—REDACTED-—>"
}, "sync': { "fullInitialSync": true Y
"volt": { "ca_pem": "———— BEGIN CERTIFICATE-———
\nMIIDnDCCA0SgAwIBAgIELYHUBTANBgkghkiG9w@BAQsFADBuUMQswCQYDVQC
————— END CERTIFICATE-———-\n", ""challenge_code":
"w6uP8Tcg6K2QRIO5RMs8iXT LksL60D1KOWBXTK7wxPI=", "id":
'178263765-730b-4514-8fd9-1c762eb81aa2", "address":
"192,168.1.69:59969" ¥ L 3
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Stand-alone SQLite server

The tdx Volt has built-in support for arbitrary Sqlite databases via the SqliteServerAPI and
SqliteDatabase API APIs.

This utility provides the same implementation as the built-in support in a stand-alone
executable.

This demonstrates how a 3rd party could provide a database implementation to all tdx Volt
clients, either in the form of an augmented Sqlite implementation, or perhaps an
implementation of a completely different database.

Since the “sqliteServer' binary implements the SqliteServerAPI and SqliteDatabaseAPI
APIs, it is interchangeable with the built-in support in any scenario.

Usage

The sqliteServer connects to the tdx Volt like any other client. In order to connect you
will need a tdx Volt configuration, as outlined here. Assuming you have a configuration in a
file called db. config. json for example, you can then run the sqliteServer using:

./sqliteServer —--config ./db.config.json
Terminal window

When the server first starts, it will create a resource on the tdx Volt that represents it’s
internal grpc server, and registers that as a service with the tdx Volt.

Clients can then use DiscoverServices to obtain the details of all running SqliteServers and
choose which one to connect to.

In order for the standalone server to be able to create databases in any given folder, it will
need ‘create in" permission on that folder, which you can assign via the fusebox.
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Wire Transform

The wireTransform utility is a demonstration of a generic wire ‘transform’ concept, in
which the input is taken from a wire subscription, transformed into a different format, and
either published onto a different wire, or written to STDOUT.

Note that the source and target wires can be located on different Volts and located anywhere
on the internet.

Currently the only supported transform is from tcpdump text output to a protobuf format
matching the definition below, and wrapped in a ProtobufSyncWrapper message suitable for

input in to the protoDbSync utility.

syntax = "proto3";

package tranforms;

message TCPDumpPacket { string timestamp = 1; string
source_mac_address = 2; string source_manufacturer_id = 3;
bool is_broadcast = 4; bool is_arp = 5; string
target_mac_address = 6; string target_manufacturer_id = 7;
string ether_type = 8; string unknown_1 = 9; int32 length
= 10; string source_address = 11; string target_address =
12; string payload = 13;}

Usage

Begin by dumping the tcpdump command output to a wire:
tcpdump <filter> | volt wire -w @tcpdump-text
Terminal window

The wireTransform utility is then used (potentially on a different machine from that
running the tcpdump command) to transform the incoming text format tcpdump output (on
wire @ cpdump-text) into a binary protobuf format, and then publish this transformed
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output onto the @tcpdump-binary wire:
./wireTransform --source-config=source.config.json -s
@tcpdump-text ——target-config=target.config.json -t
@tcpdump-binary

Terminal window

If both the source and target wires are on the same Volt you can omit the -—target-config
option.

To write the transformed output to STDOUT rather than another wire, simply omit the -t
switch:

./wireTransform —-source-config=source.config.json -s
@tcpdump-text

Terminal window

The format of the configuration files is a plain Volt client connection format as described
here.

protoDbSync integration

The wireTransform utility transforms textual tcpdump data into a format compatible with
the protoDbSync utility.

In order to make the output available to protoDbSync, use the volt logger command. In the
example below, we run wireTransform so that it writes the transformed data to STDOUT, and
then redirect that output into the volt logger command.

./wireTransform —--source-config=source.config.json -s
@tcpdump-text | ./volt logger —c tcpdump.logger.json

The volt logger command will generate the appropriate format files required by the
protoDbSync utility, according to the configuration contained in the
tcpdump. logger. json file, an example of which is shown below.

{ "logger": { "headerId": "tcpdump-logger",
"headers": [ { "messageName": "TCPDumpPacket",
"messageProto": "syntax = \"proto3\";\n\npackage

tranforms;\n\nmessage TCPDumpPacket {\n string timestamp =
1;\n string source_mac_address = 2;\n string
source_manufacturer_id = 3;\n bool is_broadcast = 4;\n

bool is_arp = 5;\n string target_mac_address = 6;\n string
target_manufacturer_id = 7;\n string ether_type = 8;\n
string unknown_1 = 9;\n 1int32 length = 10;\n string
source_address = 11;\n string target_address = 12;\n

string payload = 13;\n}\n", "name": "headero",
"tableName": "tcpdump" Y g "logFileExtension"
"pdat", "logFilePath": "./logs", "logFilePrefix":
"tcpdump-log-", "logFileSize": 64000 }}

See the protoDbSync utility for more details.
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Quick Start

To get started quickly, use the section below that corresponds to your operating system to
download the tdx Volt installer, then follow the install instructions.

Windows

Click on the link to download the package.

Windows (64bit)

Once downloaded, use the File Explorer to locate the downloaded file named voltUp.exe,
and then double-click on it and follow the on-screen instructions.

You may be prompted to confirm that you wish to run an application from an unknown
publisher, click run to continue.

MacOS - M1, M2, M3
Click on the link to download the package.
macOS (Apple Silicon)
Once downloaded, open a terminal window and navigate to the downloaded file.
For example, if you downloaded the file to your Downloads folder:
cd ~/Downloads
Terminal window
It is necessary to change some of the package attributes to allow it to be executed:
chmod +x ./voltUp && xattr -d com.apple.quarantine ./voltUp
Terminal window

These steps are necessary because the package isn't currently signed with an Apple developer
certificate. This will be fixed in an upcoming release.

You can then run the installer directly from the terminal and follow the on-screen
instructions:

./voltUp

Terminal window

MacOS - Intel


file:///Users/tobyealden/code/pdf-docs/utilities/proto-db-sync.html
file:///Users/tobyealden/code/pdf-docs/utilities/sqlite-server.html
file:///Users/tobyealden/code/pdf-docs/utilities/wire-transform.html
file:///Users/tobyealden/code/pdf-docs/faq/faq.html
file:///Users/tobyealden/code/pdf-docs/coming-soon/roadmap.html
https://release.tdxvolt.com/0.17/windows-x86_64/voltUp.exe
https://release.tdxvolt.com/0.17/macos-arm64/voltUp

Click on the link to download the package.
macOS (Intel)
Once downloaded, open a terminal window and navigate to the downloaded file.
For example, if you downloaded the file to your Downloads folder:
cd ~/Downloads
Terminal window
It is necessary to change some of the package attributes to allow it to be executed:
chmod +x ./voltUp && xattr -d com.apple.quarantine ./voltUp
Terminal window

These steps are necessary because the package isn't currently signed with an Apple developer
certificate. This will be fixed in an upcoming release.

You can then run the installer directly from the terminal and follow the on-screen
instructions:

./voltUp
Terminal window

Ubuntu

Click on the link to download the package.

Ubuntu (20.04 - x86_64)

Ubuntu (24.04 - x86_64)

Ubuntu (23.04 - arm64)

Once downloaded, open a terminal window and navigate to the downloaded file.

For example, if you downloaded the file to your Downloads folder:
cd ~/Downloads
Terminal window
It is necessary to change some of the package attributes to allow it to be executed:
chmod +x ./voltUp
Terminal window

You can then run the installer directly from the terminal and follow the on-screen
instructions:

./voltUp

Terminal window

Android

Android APK Android

A pre-release version of a tdx Volt client application is available for Android. This is a self-
contained APK that must be side-loaded onto your device.

This is a pre-release version of the Android client. It is not yet available on the Google Play
store.

To install the APK, download it to your device and then open it using the Android package
installer. You may need to enable the installation of apps from unknown sources in your
device settings.
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SDK packages

For headless systems such as routers, Raspberry Pis and cloud servers, it might be desirable to
install the platform without using a GUI-based installer. In this case, the SDK is available as a
set of packages that can be installed via the command line.

See the links below for the available packages:

Debian arm64

MacOS (Apple silicon)
MacOS (Intel)

Omnia Turris

Raspberry Pi buster/32 bit
Ubuntu 20.04/x86_64
Ubuntu 24.04/x86_64
Ubuntu 23.04/arm64
Windows

With the exception of Windows, the SDK is currently distributed in the form of a self-
extracting archive. To install the SDK, navigate to the downloaded file in a terminal and
execute it, then follow the prompts. Note you may need to add ‘execute’ permissions to the
downloaded file in order to be able to run it, see the chmod command in the example below.

The Windows installation is an NSI package. To install it, download the package and then
double-click on the downloaded file and follow the on-screen instructions.

Use the ——help switch to see the full instructions. For example, assuming the downloaded
SDK is called pi-buster.sh and is in the folder ~/Downloads:

cd ~/Downloadschmod +x ./pi-buster.sh./pi-buster.sh —-help
Terminal window

Typically, it makes sense to first create a folder to receive the extracted SDK, and then run the
extraction using the ——prefix option:

mkdir voltSDK./pi-buster.sh —-prefix=./voltSDK

Terminal window

Run

There are two tools that help with managing and interacting with a tdx Volt. The most
straightforward (and recommended for beginners) option is via the fusebox, a graphical user
interface (GUI).

The alternative is using the volt command line interface (CLI). This is a powerful tool that
can operate in both ‘client’ and ‘server’ modes. It is useful when peforming tasks at the script
level, or for running a tdx Volt on a limited resource or headless/embedded device.

Both of the above binaries are located in the installation folder.

It is possible to run a tdx Volt on a headless device using the command line (or as a daemon)
and connect to it via the fusebox from another machine on the network (similar to remote
desktop applications).

fusebox

You can launch the fusebox from the command line or using the usual operating system file
explorer or finder.

Assuming you installed the tdx Volt in the ~/Downloads/volt folder, you can launch the
fusebox from the command line as follows:

cd ~/Downloads/volt./fusebox
Terminal window

If you're running Ubuntu 18.04 you may see an error about ‘libstdc++6" and ‘GLIBCXX".
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This indicates an updated version of "libstdc++6" is required. You can install this using the
command below:

sudo add-apt-repository ppa:ubuntu-toolchain-r/test && sudo
apt upgrade libstdc++6

Terminal window

When the fusebox first starts it will prompt for you to create and confirm a password.

This password can not currently be recovered or reset. Future versions may provide the
ability to pre-rotate your key.

After creating the password, you can go ahead and create your first tdx Velt by clicking on
the big create Volt button:

Enter a name for the Volt, ignore the other options and click create (you may need to scroll
down to see the create button):

You have now created your first tdx Volt - click on the tdx Volt in the left column to navigate
to the tdx Volt browser.

Command line

You can also create and start volts using the command line tool.

Volts created and run via the command line are fully functional in the same way as those
created via the fusebox. However there are currently limited management options exposed by
the command line interface. The options available will be increased in the near future.

show CLI create options

Assuming you installed the tdx Volt in the ~/Downloads/volt folder, you can view the
available options for the create command as follows:

cd ~/Downloads/volt./volt create ——help

Terminal window
create a Volt

To create a tdx Volt from the command line, it’s as simple as:
./volt create "Alice's MacBook"
Terminal window

It’s advisable to specify an alias when creating a tdx Volt from the command line. This will
make it easier to refer to the tdx Volt in future commands.

./volt create "Alice's MacBook" —-alias alice

Terminal window
start a Volt

You can then use the alias to start the tdx Volt:

./volt run @alice

Terminal window



list Volts

You can list the available tdx Volts on the system using the config command:
./volt config

Terminal window

See the CLI documentation for more details of the command line interface.

Next steps

You now have a tdx Volt running on your machine. You can use the fusebox to manage the
tdx Volt and create additional tdx Volts.

Learn about uploading files to your tdx Volt in the uploading files guide.
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Wire

A Wire is a type of resource that enables clients to publish and subscribe to opaque streams of
data.

Authentication and authorisation

Clients wishing to publish or subscribe to a wire must authenticate with the tdx Volt in the
normal way.

In order to publish to a wire, the authenticated identity will require tdx:resource-publish
permission, subscribing to a wire requires the tdx: resource-subscribe permission. These
permissions can be set from the fusebox ‘share’ panel.
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Format and Transforms

By default the wire stream is raw binary. It is anticipated that clients will use the resource
‘kind’ field to indicate the format of data that is published on any given wire. For example, a
wire that streams an FS20 feed might indicate this by using a resource ‘kind’ of tdx:wire
fs20: feed.

Some scenarios may require transformation of wire data, for example conversion of text data
(e.g. tcpdump output) into a serialised protobuf serialisation format.

In the following scenario, output of a tcpdump filter is being piped (published) into a wire.
This process is running on the network router.

tcpdump <filter> | ./volt wire -w <tcpdump-id>

On a different machine another process is subscribed to the tcpdump-id wire and transforms
the text data it contains into a raw protobuf data stream, and re-publishes it onto another wire:

./volt wire -w <tcpdump-id> -s | tcpdump-transform | ./volt
wire -w <transformed-wire-id>

On a third, or multiple other machines, a process subscribes to the transformed wire and
pushes it into a database synchronisation file cache:

./volt wire -w <transformed-wire-id> -s | ./volt logger -c
tcpdump. logger.json

See the protoDbSync utility for a more detailed analysis of this approach.
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The tdx Volt supports the W3C Verifiable Credentials data model for issuing, presenting, and
verifying credentials. Verifiable credentials are a way to express and exchange credentials in
a way that is cryptographically secure and privacy-preserving.

What is a verifiable credential?

A verifiable credential is a tamper-evident credential that has cryptographic proof of its
authenticity. It is a digital representation of a credential that can be used to prove claims about
a subject. Verifiable credentials are issued by an issuer to a holder, and can be presented to a
verifier to prove a claim.

A verifiable credential consists of three main parts:

o Issuer: The entity that issues the credential.
o Holder: The entity that holds the credential.
e Subject: The entity that the credential is about.

Within the tdx Volt architecture, the Issuer is typically (although not limited to) a tdx Volt
instance, the Holder is the tdx Volt instance or identity that holds the credential, and the
Subject is the identity that the credential is about.

Usage within the tdx Volt

The tdx Volt uses verifiable credentials to represent claims about the identity of the holder.
These claims can be used to prove the identity of the holder to other entities in the tdx Volt
ecosystem, and to define rules and policies that govern the access permissions and behavior
of the holder to the various resources and services within the tdx Volt.

The identities and claims within the verifiable credential leverage the Decentralized
Identifiers (DIDs) and DID Registries to provide a secure and decentralized way to manage
and verify the identity of the holder.

Example credential

Below is an example of a Verifiable Credential, issued by the DVLA, that contains a claim
that the subject is over 18:

{ "@context": [

"https://www.w3.0rg/2018/credentials/v1",
"https://tdxvolt.com/credentials/v1l" 1,
"credentialSubject": { "id": "did:volt:0847915a-6bdf-
478c-9d82-f96df58c7856", "isOverl8": true }, "id":
"http://192.168.1.195:62597/credential/c590d690-e665-428e~-
8cbc-d47alb405f06", "issuanceDate": '"2024-05-30T16:12:43",

"issuer": { "id": "did:volt:0847915a-6bdf-478c-9d82-
f96df58c7856", "name": "DVLA" }, "proof': {
"created": "2024-05-30T15:12:437", "jws":

"eyJhbGci0iJFZERTQSISImI2NCI6IGZhbHN1fQ. .JeByn3x1XpcQ30mookNy

V4v079xp00gBEBNkT0298vRmYGs tMvqFyAR661k46SgBMsWDGXZJ cxvCvW9bL
0 "proofPurpose": "assertionMethod", "type":
"Ed25519Signature2018", "verificationMethod":
"did:volt:0847915a-6bdf-478c-9d82-f96df58c7856#key-1" },
"type": ["VerifiableCredential", "AgeVerification"1}

Let’s break down the parts of the Verifiable Credential shown above:

e @context

The context in which the credential is issued. This is a list of URIs that define the terms
used in the credential.

e credentialSubject

The subject of the credential, along with the claims made about the subject.


https://www.w3.org/TR/vc-data-model/
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In this case the subject is the DID did:volt:0847915a-6bdf-478c-9d82-
f96df58c7856, and the credential contains a claim that the subject is over 18.

o id

The identifier of the credential. This is a URI that uniquely identifies the credential.
e issuanceDate

The date and time the credential was issued.
e issuer

The entity that issued the credential. This includes the ID of the issuer and the name of
the issuer.

In this case the issuer is the DID did:volt:0847915a-6bdf-478c-9d82-
f96df58c7856, and the name of the issuer is DVLA.

e proof
The cryptographic proof of the authenticity of the credential.
o type

The type of the credential. This is a list of URIs that define the type of the credential.

Verifying a credential

In order for a verifier to trust the authenticity of the credential, a verifier must be able to
verify the cryptographic proof provided in the proof section. This proof is generated using
the private key of the issuer, and can be verified using the public key of the issuer.

Within the tdx Volt ecosystem, peers and entities make use of the DID Registry to resolve
the DIDs of the subject and issuer, and to acquire their public keys in order to verify the proof
and securely communicate.

Policy-based access control

Policy rules within the tdx Volt can be created to allow or deny access to a resource based on
the presence of a verifiable credential that meets certain criteria.

For example, a policy rule could be created to allow access to a resource only if the holder of
the credential is over 18, and the credential is issued by a trusted issuer such as the DVLA.
This policy rule would be evaluated at runtime, and the access decision would be made based
on the verifiable credential presented by the holder.

Non-DID subjects

Verifiable Credential subjects do not necessarily have to reference a DID. For example, the
following Verifiable Credential is issued by coreid.com and contains an email address and
public key as the subject:


file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/did-registry.html

{ "@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://tdxvolt.com/credentials/v1l" 1,
"credentialSubject": { "email": "alice@example.com",
"id": "alice@example.com", "keyId":
"BG4EZ1fgP7FoEyRycniTZKPneddSLxv8wkhvHv5nXcdo",
"publicKey": "———— BEGIN PUBLIC KEY-———-
\nMCowBQYDK2VwAyEAotWPJoA/nQ6galbsu77u5vQ/auhV717aENlo/0ZJoic
————— END PUBLIC KEY————-\n" }, "id":
"https://coreid.com/credential/d662fbfa-986d-4505-9367-
6e2c10b01809", "issuanceDate": '"2024-05-21T07:00:50",

"issuer": { "id": "did:volt:bed919ab-6081-40e7-9677-
88d1cd37a0c0", "name": "coreid.com" }, ‘“proof": {
"created": "2024-05-21T06:00:50Z", "jws':

"eyJhbGci0iJFZERTQSISIMI2NCI6IGZhbHN1fQ. . TWCHI2_LG8XYbx6—
EYBEnBLf2D_6pdFowzH2fdxuaw2z3Im8g0Tv3hL31-
Urz3_3rZt5hG_iMB7Hjzy-R-4ECA", "proofPurpose":
"assertionMethod", "type": "Ed25519Signature2018",
"verificationMethod": "did:volt:bed919ab-6081-40e7-9677-
88d1cd37a0c0#key-1" }, 'type": [
"VerifiableCredential", "VoltIdentityCredential",
"VoltEmailCredential™ 1}

The credential was issued by https://coreid.com after verifying that the holder of the public
key also has control over the email address alice@example. com.

This credential could be used to prove the identity of the holder in a variety of scenarios, such
as authenticating to a service or a web application.

The flow would involve the browser or client creating a key pair using the web crypto API,
and then presenting the public key and email address to the coreid. com identity provider
service, along with a signature. The service would then send an email to the address
containing a verification link, which the holder would then click and return to the service. The
service would then issue the credential to the holder.
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Database

The tdx Volt offers built-in support for Sqlite database resources. This enables the creation of
an arbitrary number of databases, each governed by the tdx Volt policy.

Encryption

As with the tdx Volt metadata store, database resources support encryption at rest. The key is
derived from the tdx Volt root key, but can be configured.

Policy

The policy can be applied to database resources as either read or write permission to the
entire database. Read permission enforces that only SELECT statements can be executed on
the database, whereas write permission permits execution of any SQL statement.

Audit

Database resources can be configured to audit reads and/or writes.

Locks

Sqlite does not support multi-threaded/mult-process access very well, however the tdx Volt
database API implementation essentially acts as a gatekeeper of the underlying database and
as such is able to marshal access.

The implementation utilises the write-ahead logging mode of Sqlite, which supports
unlimited concurrent ‘read’ clients along with a single ‘write’ client. The tdx Velt SQLite
grpe server exposes this functionality through a simple protobuf interface.

In summary:

e The tdx Volt SQLite server supports multiple clients executing SELECT statements
concurrently.

e A SELECT statement will never block, even if a write statement is executing.

o Asingle client can successfully execute any statement other than SELECT, (e.g. INSERT,
UPDATE, DELETE etc).

e A non-SELECT statement will succeeed even if there are in-flight SELECT statements
running for other clients.

o Iftwo or more clients attempt to write concurrently, the server will block the clients until
the write-lock is free and then complete each pending statement. This is an improvement
over the standard SQLite interface, which will create an SQL_BUSY error in this scenario.

Stand-alone server

The tdx Volt core has built-in support for SQLite databases as described above. There is also

a stand-alone version of the server available as a utility. This enables configurations whereby

the database server is running on a different machine from the tdx Volt itself.

The **tdx Volt** offers clients the ability to register services for consumption by other clients

and it is anticipated that support for other types of databases will be gradually increased as
the need arises, both as built-in services and stand-alone servers.
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Resource

One of the main functions of the tdx Volt is the storage of resource metadata.
Almost all the entities exposed by the various tdx Volt APIs are represented internally by a
resource in the metadata store, including identities, files, folders, databases, wires, 3rd party

services and so on.

The metadata store is implemented as an SglCipher database, a secure, encrypted-at-rest
version of Sqlite.

Full details of the resource schema can be found in the protobuf definition

Kinds

Resources are classified using a simple text-based, free-form taxonomy, represented by the
kind property.

This is implemented as an ordered list of strings, where each entry in the list describes a
‘kind’.

There is a limited set of reserved kinds for use by the system.
All resources must have a top-level ‘kind’ that matches one of the reserved system ‘kinds’.

Most of the reserved ‘kinds’ are self-explanatory. They are listed in the table below.
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Kind Description
Zi’;gé?t]g;] Represents a connection to a cloud-based tunnel.
tdx:database A database.
tdx:file A file.
tdx:folder A folder.
tdx:group A group of identities.

tdx:home-folder
tdx:http-proxy
tdx:http-server
tdx:identity
tdx:service
tdx:sqlite-database
tdx:sqlite-server
tdx:symbolic-link
tdx:volt-link

tdx:web-view

tdx:wire

The home folder of a given identity.

An HTTP forward proxy resource.

An HTTP server resource.

An identity resource.

The top-level service kind.

A sub-kind of Database, representing an Sqlite database.
SqliteServer

A file or folder that is linked directly to the local file system.
Used by the fusebox to store links to other Volts

Used by the fusebox to display web pages. Experimental, macOS
only.

A wire resource.

A resource can reflect multiple ‘kinds’, for example:

e An SQLite database is represented by tdx:database, tdx:sqlite-database.
e When a new identity is created in a Volt, the underlying resource is classified using the
‘kinds’ tdx:identity, tdx:folder, tdx:home-folder.

Clients can augment the default resource ‘kind’ with custom kinds that suit their domain, but
they must not use the tdx: prefix. For example tdx:wire, fs20:feed.

It is anticipated that the kind property of a resource will often reflect a ‘type’ hierarchy along
the lines of generic -> specific, but this isn’t enforced in any way and there will be use cases
where this is not applicable.

Service description

The service description of a resource describes a grpc server, and is only applicable to
resources that expose a grpc server.

A single grpe server can expose multiple services, where each service is described by the
protobuf definition language.

All resources that expose a grpc server have the “tdx:service' kind.
Within the Volt, each resource is hosted by one and only one grpc server.

All built-in resources are hosted by the tdx Volt itself, which exposes a single grpc server that
implements the following APIs: tdx.volt_api.volt.v1l.VoltAPI,
tdx.volt_api.volt.v1l.FileAPI, tdx.volt_api.volt.v1l.WireAPI,
tdx.volt_api.data.vl.SqliteServerAPI,
tdx.volt_api.data.vl.SqliteDatabaseAPI.

If a client registers a service with the Volt, the details of where the service is running and the
APIs it supports are supplied by the client as part of the registration process.

The service_api field within the resource can be useful to discover services that expose a
given interface. For example, the DiscoverServices API can be used to find all servers that
expose the tdx.volt_api.data.v1l.SqliteDatabaseAPI service.

To better illustrate this concept, consider the following:

e the tdx Volt exposes the tdx.volt_api.data.v1l.SqliteServerAPI, among others.

e when a database is created via the fusebox, a ‘use tdx Volt database server’ checkbox
can be used to indicate if the database should be hosted by the tdx Volt or if the fusebox
should try and discover other services that support the
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tdx.volt_api.data.vl.SqliteServerAPI.

o selecting ‘use tdx Volt database server’ means that any operations on that database are
handled by the tdx Volt grpc server

e however, the SQLite Server utility also exposes
tdx.volt_api.data.vl.SqliteServerAPI

e when the Sqlite Server utility connects to the tdx Volt it registers it’s server with the Volt

e if a database is then created with ‘use tdx Volt database server’ not selected, the fusebox
will ask the Sqlite Server utility to create the database

e any operations on that database are handled by the utility and not the Volt. If the Sqlite
Server utility is not online then it will not be possible to interact with that database
resource.

Attributes

The resource schema is fixed as described by the protobuf definition.

However, clients can use the attributes field of the resource to associate an arbitrary
number of ResourceAttributes with any given resource.

A resource attribute is an advanced form of name-value pair. Each attribute is identified by a
unique identifier and is of a specified data type. A single attribute instance can take multiple
values.

For example, http proxy forwarder resources will have the following attributes attached when
they are created via the fusebox:

Attribute Id Data Type Description Example
tdx:http-proxy-domain string The sub-domain to proxy on.  “docs”
tdx:http-proxy-host string The host to proxy to. “localhost”
tdx:http-proxy-port integer The port to proxy to. 3000

Clients can add attributes using identifiers that match their domain.

Attribute identifiers with the tdx: prefix are reserved.

The GetResources API can be used to find resources based on the associated attributes.
Resource attributes are a good fit for the **tdx Volt** policy engine, which uses attribute-

based rules rather than the traditional role-based approach. This means that policy rules can
be defined for arbitrary attributes.

Ownership

Each resource is assigned an owner at creation time, which by default is the currently
authenticated identity that issued the command.

The resource owner can perform any operation on the resource.

By default the tdx Volt policy states that the Volt owner can also perform any operation on
any resource, irrespective of the owner.

This differs from the standard TDX, which has no concept of an over-arching owner, and by
default resources are only accessible to their owners. The **tdx Volt** operates in a peer-to-
peer model. If Alice grants Bob permission to use her Volt, and Bob uploads some data to
Alice's Volt, he does so in the knowledge that Alice has full access to that data. If Bob wanted

to restrict the access Alice has to his data, he should create it on his own **tdx Volt** and
invite Alice to connect, with the appropriate policy rules in place.

Hierarchy

Resources can be organised hierarchically.
All resources are descended from the tdx Volt root resource.

When a client creates a resource, they indicate the parent resource that should contain the new
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resource. If a client does not specify a parent resource, the authenticated identity’s Home
folder will be used.
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Fundamentals

The tdx Volt is comprised of 4 central facets:

security policy

identity management

resource management (service, file and data sharing)
service registration and discovery

Security policy

The security policy is attribute-based and borrows heavily from the XACML standard in
terms of functionality.

It provides an extremely versatile and extensible framework for controlling who can access
what and when.

For example it is possible to express rules such as ‘Nick can access my geolocation service
and view my current location between 9am - Spm Monday to Friday’.

Learn more about the security policy .

Identity Management

Identities are centred around asymetrical cryptography in the form of public/private key
pairs. They form the bedrock of the tdx Volt infrastructure. Security policy rules are
expressed in terms of permitting or denying resource access to one or more identities.
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Learn more about tdx Volt identities.

Resource Management

A resource is the fundamental entity in the tdx Volt. Various kinds of resource exist out of the
box, including services, folders, files, and databases. Custom resource types are also
supported.

A simple, clean hierarchical taxonomy is used to classify resources.

A single file or entire folder hierarchies can easily be uploaded or linked to the tdx Volt and
made available from anywhere, given the correct authentication and authorisation as
determined by the security policy.

Databases can quickly be created and data ingested using a drag-and-drop interface. This too
can then be made available for reading or writing anywhere using the appropriate security
policy rules.

SQL databases currently have built-in support in tdx Volt, but other flavours will be coming
soon. The tdx Volt is not opinionated about the database system or format - it just sees
databases as another service.

Learn more about tdx Volt resources.

Service Registration and Discovery

One of the main functions of the tdx Volt is to allow services to be registered, shared,
discovered and accessed by others.

Once an identity has successfully bound and connected to the tdx Volt it can register a
service for others to discover, and/or discover and utilise services that others have registered.
This is all strictly governed by the security policy imposed by the tdx Volt owner.
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Identity

The following explores in depth how identities are represented in tdx Volt and describes the
interactions with other elements in the architecture.

The tdx Volt identity model is based on the principles of self-sovereign identity (SSI), which
is a model for managing digital identities in a way that is secure, private, and decentralized.

Public key cryptography
At the heart of the identity management (and tdx Volt itself) is public key cryptography.

All identities known to a tdx Volt are associated with one or more public/private key pairs.
By default, the tdx Volt never stores or even sees the private portion of the key, which must
be kept private by the identity. The tdx Volt has a copy of the public key(s).

In order to perform any interaction with tdx Volt, an identity must prove that it is in
possesion of the private key corresponding to one of the public keys the tdx Velt is holding
for that identity.

This proof is usually achieved by the identity signing some message or claim with its private
key, which tdx Volt can then verify using the public portion of the key. Another method is via
an x509 certificate-backed TLS connection, which includes the key verification as part of the
handshake.

The tdx Volt uses the Edwards-curve Digital Signature Algorithm (EdDSA) by default. This

is a modern, secure, and efficient algorithm that is well-suited to the requirements of the tdx
Volt.

Decentralized Identifiers (DIDs)

Internally, an identity is represented by an immutable unique identifier rather than its public
key. This is known as a ‘decentralised identifier’ or DID. This level of indirection ensures that
an identity can easily periodically change keys as a security precaution or in case of
compromise. This also allows for an identity to utilise more than one key pair which might be
useful in certain scenarios to limit exposure.

A decentralized identfier, or DID, is a new type of identifier that enables verifiable, self-
sovereign digital identity. DIDs are fully under the control of the DID subject, independent of
any centralized registry, identity provider, or certificate authority. DIDs are URIs that relate a
DID subject to means for trustable interactions with that subject.

For more information, see the W3C Decentralized Identifiers (DIDs) specification .

Each tdx Volt maintains a database or registry of DIDs and their associated documents,
which in turn contains their public key(s). This registry is used to look up the public key of an
identity when it is presented to the tdx Volt. See the DID Registry section for more
information.

Authentication

The core authentication mechanism is based on standard public key infrastructure (PKI)
technology.

The tdx Volt acts as a certificate authority (CA), issuing verifiable credentials or certificates
to clients that request access.

Any client wanting to access resources or services on the tdx Volt must present a credential
that has been issued by the tdx Volt CA, or by some other tdx Volt that is trusted.

Each tdx Volt maintains a list of public keys that it knows about, and each public key has a
mapping to a unique identity within the tdx Volt. This is known as a DID Registry.

There are varying degrees of trust implemented, for example a tdx Volt may be configured to
trust a public key to connect to and use services, or it may trust a public key to sign additional
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public keys for access to the Volt. The latter is achieved in combination with Verifiable
Credentials.

This provides a flexible and scalable mechanism of establishing trust, whereby a tdx Volt can
decide, on a case-by-case basis, to trust any client that presents a credential signed by its own
key or that of another trusted identity.

The following notes relate to the core tdx Volt management interface as well as any service
registered with the tdx Volt by other applications/clients.

The Authenticate step

For the purposes of this discussion, a client is, for example, an application that wants to
access some resource or service.

When a client first starts it must obtain a credential from the tdx Velt in order to be able to
connect to any service or resource. It does this by sending an authentication request to the
Volt.

The authentication request includes the public key of the client, and a signature. Upon receipt
of this request, the tdx Volt can infer that the client is in possession of the corresponding
private key.

When submitting an authentication request, a client may also supply one or more additional
certificates or Verifiable Credentials that can be used to help the Volt decide whether or not to
issue a credential. For example, a Samsung device may submit a certificate that chains to the
Samsung CA. If the tdx Volt has been configured to permit the Samsung CA to authenticate
clients, it might automatically issue the credential.

Once in possession of a credential, the client can connect to the Volt. As part of the default
TLS mechanism, the client provides one or more root certificates that it trusts. If the tdx Volt
server does not present a certificate that chains to one of these root certificates the client will
abort the call.

For example, Bob (the client) wants to access a resource on Alice’s tdx Volt.

e Alice’s tdx Volt starts its grpc service using a certificate issued by her tdx Volt CA

e Bob issues a call to Alice’s tdx Volt service. As part of the call Bob mandates that the
server must present a credential issued by the tdx Volt CA. Bob also sends his own
credential to the server, which has been issued by Alice’s tdx Volt CA.

e Alice’s tdx Volt receives Bob’s request and verifies that a credential was presented, and
that it chains to the tdx Volt CA.

e Alice’s tdx Volt extracts the public key from Bob’s credential and looks it up in the DID
Registry. If no matching identity is found (or the identity has been revoked) the call is
rejected.

e Alice’s tdxVolt can now provide this identifier to the policy engine, which will
determine if Bob has permission to access the resource or service he has requested.

Token authentication

Some grpce platforms do not support client certificate inspection from server
implementations. In these scenarios, the client presents a certificate and grpc will enforce and
verify the certificate requirement, but the actual service implementation has no visibility of
the client certificate that was presented.

This makes it impossible for the service to identify the client without further information
provided with the call.

This isn’t a problem for the tdx Volt itself which is implemented in C++ and can access the
client certificate. However grpc is platform agnostic and third-party services that are
registered with the tdx Volt may be implemented in any language. These third-party services
need to be able to identify the client in order to determine if they have permission to access
the service, among other things.

To address this the tdx Volt supports additional authentication by way of a JSON Web Token
(JWT) that is sent as part of the grpc call metadata, which is available on all platforms.



The JWT contains a claim that identifies the client, which is the resource id that was assigned
to the client at the authentication stage. The JWT is then signed by the client private key.

Upon receipt of the token, a server can decode it to extract the resource id and then verify the
signature using the client public key, which will be stored alongside the resource id in the tdx
Volt DID Registry.

This is conceptually very similar to an x509 certificate in the sense that it is binding a public
key to some identifier. The key difference is that the use of a client certificate (as used, for
example, in TLS) requires the client to be in possession of the private key, whereas a token
does not. Tokens are typically obtained through some authentication step that requires the
private key or similar verification, and is then used subsequently for repeated calls to an API.
It is therefore possible that if a token is misplaced or stolen it can be abused.

There are ways of limiting the vulnerability of tokens such as adding additional claims for
expiry and such. In some situations a token is preferable to full- blown PKI, such as when
securely storing a private key is impossible or impractical. As such, tdx Volt services can
support a combination of authentication mechanisms tailored to suit their individual
requirements.

Client Server

Authentication Authentiation SUDRCIEEY NI

This is the default configuration in which

rtificat tificat ; L
certiticate certhicate yes mutual certificate authentication is used
certificate + certificate os The client provides both a certificate and
token y JWT.

The client only presents a JWT with no
. client certificate. This is useful in
token certificate yes - . . .
scenarios where storing a private key is
impractical
. The client must always provide some
none certificate no L
authentication
certificate none o The. server must always present a
certificate.
The server must always present a
token none no .
certificate.
none none no Insecure
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Key strategy

Various strategies are available for securing the tdx Volt root key.

Hardware

This strategy enables the use of a PKCS#11-compliant hardware security module (HSM) to
secure the tdx Volt key. The encryption key is never exposed outside the HSM, providing a
high level of security.

For more information about configuring the tdx Volt to use a PKCS#11 HSM, see the
PKCS#11 reference.

Battery

In this key strategy, the tdx Volt key is encrypted using AES-256 in CBC mode with the
passphrase given to the Battery by the owner. The encrypted key is then stored in the Battery
storage.

A Battery stores configurations details required to locate and start a Volt. A passphrase is
specified when the Battery is created. The Battery storage is encrypted by a key derived from
the passphrase using PBKDF2-HMAC-SHAS512.

Password

The tdx Volt key is encrypted using AES-256 in CBC mode with the passphrase assigned to
the tdx Volt by its owner.

The difference between the 'Battery' and 'Password' strategies is that the 'Battery' strategy
means that all Volts contained in the Battery will have their key encrypted by the same

passphrase. The 'Password' strategy uses a passphrase unique to each **tdx Volt** to encrypt
the key.

File
The ‘File’ key strategy indicates that the key is stored somewhere on a local file system. This

can include, for example, a removable encrypted drive. The key can also be encrypted using a
passphrase.
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File

The tdx Volt has comprehensive built-in file support.

Files can be uploaded from the local file system to a tdx Volt running anywhere in the world.
The CLI and fusebox also support recursive uploading of entire sub-trees of folders and
files.

Policy and file modes

The tdx Volt supports 3 modes of file storage:

e standard - in this mode a tdx Volt resource is created for each file and folder that is
uploaded. The file contents are then encrypted and stored locally in the Volt.

e mirrored - the mirrored mode is similar to standard mode in that a tdx Volt resource is
created for each file and folder, however the contents of the file are not uploaded to the
Volt. Instead the resource stores a path to the original file on the local disk.

e linked - linked mode is a continuation of mirrored mode. A single resource is created on
the tdx Volt that reflects the ‘root’ folder that was uploaded, and the entire sub-tree is
still exposed as descendants of the root folder but implementation wise they are loaded at
runtime rather than being cached as resources in the Volt.

Standard mode exactly reflects the local file system as a snapshot at the time of uploading.
The resource hierarchy will match that of the local file system, and policy rules can be applied
at any level of the hierarchy, e.g. sharing a sub-folder several levels deep in the file tree. If a
file is added or deleted or modified on the local file system this will not be reflected in the tdx
Volt until a sync is run.

Mirrored mode also reflects the local file system as a snapshot in time, however when a file is
read or downloaded it will fetch the data from the local disk rather than from the Volt. Policy
rules can still be applied at any level in the hierarchy. As a result of this the file contents will
always appear in sync with the local disk, but file additions and deletions will not be reflected
in the tdx Volt resource tree until a sync is run.

Linked mode on the other hand totally reflects the local file system at all times. Additions,
deletions and updates will immediately be reflected in the Volt. However it is only possible to
apply policy rules at the level of the root folder, i.e. a subject can either see the entire sub-tree
or not. It’s a trade-off between performance, flexibility of sharing and staleness of data.

Note that 'mirrored' and 'linked' modes are only applicable to the file system local to the Volt,
i.e. Alice can upload a folder tree to Bob's tdx Volt using standard mode, but she cannot do so
using mirrored or linked mode because the files would be unavailable when Alice is offline or
unreachable. In this scenario, Alice would mirror or link the folder to her own tdx Volt and
add a share for Bob.
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Encryption

Files uploaded to the tdx Volt are encrypted at rest using a key derived from the tdx Volt root
key.

Sync

The tdx Volt file upload and download commands can run in an optimised mode such that
they will not upload or download a file if it has not changed since the last operation, and the
upload command implements a ‘watch’ function that can upload files as they change on the
local disk.
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DID registry

A DID Registry is a service that stores and retrieves DIDs and DID documents. It is a key
component of the tdx Volt decentralized identity ecosystem, as it allows users to manage
their DIDs and DID documents in a consistent, reliable, secure and decentralized way.

What is a DID?

A decentralized identfier, or DID, is a new type of identifier that enables verifiable, self-
sovereign digital identity. DIDs are fully under the control of the DID subject, independent of
any centralized registry, identity provider, or certificate authority.

DIDs are presented as URIs that are resolvable to a DID document, which is a JSON object
that contains cryptographic material, authentication suites, and service endpoints.

Below is an example DID document for the DID did:volt:48c7e@bb-9c62-4db0-be2f-
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d2f46528ccdb.

{ "@context": ["https://www.w3.0rg/ns/did/v1",
"https://tdxvolt.com/ns/did/v1"], "authentication":
["did:volt:48c7e0bb-9c62-4db0-be2f-d2f46528ccdb#key-1"1,
"controller": "did:volt:ee300134-69c7-41b7-8736-
13959174d9@d", "id": "did:volt:48c7e@bb-9c62-4db0-be2f-

d2f46528ccdb", '"verificationMethod": [ { "id":
"did:volt:48c7e0bb-9c62-4db0-be2f-d2f46528ccdb#key-1",
"publicKeyPem": "————- BEGIN PUBLIC KEY————-
\NnMCowBQYDK2VwAyEAmrsi50MFVYWGt3mA6kvxpMIjMOLiylaTuQJelDss1Qc
————— END PUBLIC KEY-———-\n", "type":
"Ed25519Signature2018" o1

DID documents do not contain any sensitive or personal information about the DID subject,
but rather contain cryptographic material that can be used to verify the identity of the DID
subject. It simply binds an opaque identifier to a set of cryptographic keys and services.

For more information, see the W3C Decentralized Identifiers (DIDs) specification .

DID Registry

The DID registry is a database that stores and retrieves DIDs and DID documents.

The tdx Volt ecosystem is designed to be decentralized and self-sovereign, so each tdx Volt
instance maintains its own DID registry. This allows each tdx Volt instance to have complete
control over its own identity and the identities of other peers that it interacts with. As well as
this, any tdx Volt instance can be configured to use one or more other DID registries to store
and resolve DIDs.

In order for two tdx Volt instances, or any two entities in the tdx Volt ecosystem, to
communicate with each other, they must be able to resolve each other’s DIDs. This is
necessary in order to acquire the public key or the other peer and thereby verify their identity
and encrypt the communication between the two peers.

To resolve a given DID, the tdx Volt or client will begin by querying the local DID registry,
and then querying any other DID registries that are configured. If the DID is not found in any
of the configured DID registries, the resolution fails.

Hence in order for two peers to verify each other’s identity and encrypt/decrypt data, they
must have a common DID registry that they can use to resolve each other’s DIDs.

Currently a number of DID registries are publicly available, and can be used by any tdx Volt
instance to resolve DIDs.

e coreid.com - a public DID registry operated by the tdx Volt community
e tdxvolt.com - a public DID registry and relay operated by nquiringminds Ltd in the UK
e tdxid.com - a development DID registry based in the nquiringminds London office

These DID registries are designed to be highly available and secure and are typically operated
by trusted third parties, such as those run by the community or a foundation of some sort.

The idea is that over time a network of DID registries will emerge, each operated by different
entities. Some may interoperate with each other, some may not, some may be public, some
may be private. Each tdx Volt instance can choose which DID registries to use, and can even
run its own DID registry if it wishes. This will allow for a highly decentralized and self-
sovereign identity ecosystem that is not dependent on any single entity or organization, and
enables a high degree of flexibility and interoperability between different tdx Volt instances.

Resolution API

Applications and services of the tdx Volt platform can resolve and register DIDs using the
various APIs.

The DID Registry resolution is exposed as an HTTP endpoint, as well as the grpc
ResolveDID and SearchDIDRegistry APIs.


https://www.w3.org/TR/did-core/
https://coreid.com/did-registry
https://tdxvolt.com/did-registry
https://nquiringminds.com
https://tdxid.com/did-registry
https://coreid.com/did-registry
file:///Users/tobyealden/code/pdf-docs/api/ssi_api.html#ResolveDID
http://localhost:4321/en/api/ssi_api#SearchDIDRegistry

The HTTP endpoint is a simple GET request that takes a DID as a query parameter and
returns the DID document as a JSON object - example.

The grpc API is a more advanced API that allows for more complex queries and operations on
the DID registry.

Registration API

In order to register a DID in the DID registry, use the Authenticate API.
There is no HTTP endpoint for registering a DID directly.

It is also possible for the client must first create a DID document and then submit it to the
DID registry using the RegisterDIDDocument API.

The DID registry will validate the DID document and store it in the database. The DID
document will then be available for resolution by other tdx Volt instances and clients.

Synchronisation

DID registries can elect to synchronise with each other in order to maintain a consistent view
of the DID registry across several tdx Volt instances. This also provides a level of fault
tolerance and availability, including the ability to resolve DIDs when offline or only partially
connected to the network or intranet.

In this configuration, each tdx Volt instance maintains its own copy of the DID registry, and
the DID registry is designed to be eventually consistent across all tdx Volt instances.

When a new DID is registered in the DID registry, the tdx Volt instance that registered the
DID will broadcast the new DID to all other tdx Volt instances in the network. Each tdx Volt
instance will then update its local copy of the DID registry to include the new DID.
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Relay

A tdx Volt Relay enables Volts to bypass firewall and NAT systems and make data and
services available to clients on the wider internet.

A Relay is implemented as ‘tunnel’ or bi-directional grpc stream that is initiated from the
‘client’ to the Relay Volt. Once a session is established, the Relay can then proxy grpc calls
over the bi-direction byte stream.

For example, consider Alice’s Volt, which is behind a firewall, wishes to invoke functions on
a service exposed by Bob’s Volt, which is itself behind a firewall. If both Alice and Bob
establish a session with a third Relay Volt, then Alice is able to send the invocation request to
Bob via the intermediate Relay Volt.

A Volt may establish connections to many Relay Volts concurrently.
Obviously for the Relay tdx Volt to be reachable it will need to be visible on the public
internet. However there may be scenarios where it’s desireable to enable Relay on a tdx Volt

that is not on the public internet, for example to take advantage of the discovery capabilities it
brings (see below).

Encryption

The Relay tdx Volt has no visibility of the payload, other than the identity fingerprint of the
recipient.

All data that passes through the Relay is encrypted before it enters the Relay using the
intended recipients public key. When the payload is received it is decrypted and processed

before the response is encrypted using the originating callers public key and sent back via the
Relay.

Authentication

By default the Relay will require both ends of the ‘pipe’ to be authenticated. This means that
both Alice and Bob will need to have bound to the Relay Volt.

A Relay can also run in ‘open’ mode, which means that any client can use the Relay with no
authentation required. Note that this only applies to the establishment of the Relay session,

authentication and policy will be applied as normal by the tdx Volt that is the target of any
invocation, and the Relay payload is encrypted no matter what authentication mode.

Discovery

The Relay tdx Volt provides a discovery function that allows any tdx Volt connected to the
Relay to discover the configuration of any other tdx Volt connected to the Relay. A tdx Volt
will only participate in this discovery function if it has set ‘discoverable’ on in the tdx Volt
settings.

Configuration

The Relay feature is optional and can be switched on and off from the ‘settings’ in the
fusebox app.

The tdx Volt may need to be restarted for any Relay configuration change to take effect.
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Policy

The tdx Volt security policy is based on XACML.

XACML is an attribute-based policy language. Policy rules are defined in terms of the
attributes, and in the case of the tdx Volt the 4 main attribute types are subject (the identity),
resource, action and environment.

This document won’t go into full details of how XACML works, please refer to the XACML
standard.

SSI integration

Self-sovereign identity (SSI) is a method of managing digital identities in a way that is
independent of any central authority. For more information, see SSI.

This provides a powerful and flexible way to define policy rules that are based on the identity
of the subject, and the issuers of the credentials that the subject holds.

For example, a policy rule could be defined that permits a subject to perform an action on a
resource if they hold a credential that was issued by a specific issuer, such as a government
department.

For more information on how the tdx Volt integrates with SSI, see the Verifiable Credentials
Decentralized Identifiers (DIDs) and DID Registry pages.

Implementation

The tdx Volt policy engine is a stand-alone library that implements large parts of the
XACML standard, as well as the multiple decision and hierarchical resource profiles, with
no hardwiring to the tdx Volt infrastructure.

Within the tdx Volt core there are implementations of Policy Information Points (PIPs) for
subject, resource and environment.

Hierarchy
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The policy engine supports the hierarchical nature of the tdx Volt resource tree via the
multiple decision and hierarchical resource profiles.

This allows rules that are applied to a parent resource to be inherited by its descendants, and
greatly simplifies the policy rules required to protect the Volt.

Persistence

The tdx Volt uses JSON to persist policies rather than XML, but the underlying semantics
are the same.

Note that a ‘root’ policy set is created when the tdx Volt first boots. This contains the general
rules pertaining to tdx Volt ownership, resource ownership and so on, and this is persisted in
the tdx Volt database.

Resource sharing rules that are added as a result of calls to SaveAccess are dynamically
included in the policy at runtime.

Examples

The example below shows a policy that permits the tdx Volt owner to perform any action,
irrespective of the target resource:

{ "id": "volt-owner", ‘'ruleCombiningAlgorithm": "first-—
applicable", "rules": [ { "description": "permit
*ktdx Voltk* owner to perform any action", "effect":
"permit" } 1, "target": { "allof": [ {
"any0f": [ { "allof": [ {
"attributeId": "tdx:action", ""'category":
"action", "dataType": "string",
"functionId": "string-regexp-match", "value":
oM ,

"attributeId": "tdx:identityId", ""category":
"subject", "dataType": "string",
"functionId": "string-equal", "value":
"449a3385-f380-41f7-bd0a-e60caaadd3ch" ¥

1 Iy 1 } I 1}

This example shows a rule that permits subjects (identities) to perform any action on any
resource they own. It makes use of a ‘condition’ to dynamically interrogate the resource PIP
to establish the owning identity. It then compares this to the currently authenticated identity
and if the two match, it permits the subject to perform any action:

{ "id": "resource-owner", "ruleCombiningAlgorithm":
"first-applicable", "rules": [ { "condition": {
"args": [ { "attributeId":
"tdx:identityId", "category": "subject",
"dataType": "string", "typeName":
"AttributeDesignator" , {

"attributeId": "tdx:resourceOwner", ""'category":
"resource", ""dataType": "string",

"typeName": "AttributeDesignator" } g
"functionId": "string-equal", "typeName": "Apply"

+ "description": "permit resource owner
create/delete/read/write access", "effect": "permit"

} 1, "target": { "allof": [ { "any0f": [

{ "allof": [ {

"attributeId": "tdx:action", ""category":
"action", "dataType": "string",
"functionId": "string-regexp-match", "value":
"ok } ] } ] +
1 1
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The public Volt discovery service.
This is exposed by the Volt battery over an INSECURE grpc channel.

This insecurity is ameliorated by the fact that discovered Volts return signatures of their
challenge code and owner credential.

Note that only Volts that have explicitly set 'discoverable' in the Volt settings will be
discovered.

Discover()

Request: DiscoverRequest
Response: DiscoverResponse

DiscoverRequest

Field Type Description

Set to require that only Volts that expose a Relay be included in the

require_relay bool
= response.

DiscoverResponse
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Field

Description

status Status

endpoint SignedEndpoint repeated A list of endpoints that match the request criteria.

SignedEndpoint
Field Type Description
endpoint VoltEndpoint The discovered Volt

endpoint information.

The discovered Volt's
challenge code, signed by
the Volt private key and
base64 encoded.

If a client knows the Volt
challenge code by some out-

challenge signature strin of-band means, it can use
the Volt public key
(contained in the endpoint
information above) to
determine that the
discovered Volt also knows
the same challenge code.
Status
Field Type Description
A simple error code that can
be easily handled by the
code int32 Sl
Mirrors the grpe StatusCode
enum, 0 => OK
A developer-facing human-
readable error message in
m . English. It should both
essage — explain the error and offer
an actionable resolution to
it.
description string Long form error description.
Scalar Value Types
.groto Notes Java Go C# PH
ype
double double double float float64 double float
float float float float32 float float
Uses
variable-
length
encoding.

Inefficient


file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/discovery_api.html#tdx.volt_api.volt.v1.Status
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/discovery_api.html#tdx.volt_api.volt.v1.SignedEndpoint
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/discovery_api.html#tdx.volt_api.volt.v1.VoltEndpoint
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/discovery_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/discovery_api.html#int32
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/discovery_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/discovery_api.html#string

.proto
Type

meo&es C+t+ Java
encoding

Python

Go

C#

PH!

int32

int64

uint32

uint64

sint32

sint64

negative

numbers — int32  int
if your

field is

likely to

have

negative

values,

use sint32

instead.

Uses
variable-
length
encoding.
Inefficient
for
encoding
negative
numbers — int64  long
if your
field is
likely to
have
negative
values,
use sint64
instead.

Uses
variable-
length
encoding.

Uses
variable-
length
encoding.

Uses
variable-
length
encoding.
Signed int
value.
These
more int32  int
efficiently
encode
negative
numbers
than
regular
int32s.

Uses
variable-
length
encoding.
Signed int
value.
These
more int64  long
efficiently
encode
negative
numbers
than
regular
int64s.

Alwave

uint32 int

uint64  long

int

int/long

int/long

int/long

int

int/long

int32

int64

uint32

uint64

int32

int64

int

long

uint

ulong

int

long

integer

integer/s

integer

integer/s

integer

integer/



.proto

fo
Type Wotes

C++
bytes.

Java

Python

Go

C#

PH!

More
efficient
than
uint32 if
values are
often
greater
than
2728.
Always
eight
bytes.
More
efficient
than
uint64 if
values are
often
greater
than
2156.
Always
four
bytes.

fixed32 uint32

fixed64 uint64

sfixed32 int32

Always
eight
bytes.

sfixed64 int64

bool bool

A string
must
always
contain
UTEF-8
encoded
or 7-bit
ASCII
text.
May
contain
any
arbitrary
sequence
of bytes.

string string

bytes string

int

long

int

long

boolean

String

ByteString

int

int/long

int

int/long

boolean

str/unicode

str

uint32

uint64

int32

int64

bool

string

[Ibyte

uint

ulong

int

long

bool

string

ByteString

integer

integer/s

integer

integer/s

boolean

string

string
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The Sqlite Database API exposes functions that enable clients to manipulate data in a given
Volt database.

Use the Sqlite Server API to create the database resource.

BulkUpdate()
Execute multiple SQL statements in a single transaction via a single RPC.

Request: SqlBulkUpdateRequest
Response: SqlBulkUpdateResponse

Execute()

Execute a single SQL statement. Any valid SQL is accepted. In order to execute non-
SELECT statements, the caller must have the "write" permission.

Request: streaming SqlExecuteRequest
Response: streaming SqlExecuteResponse

ImportCSV()

Import CSV data into a table.

The import handler will inspect the incoming CSV data, infer the columns and data types
required, and create and populate the SQL table.

The CSV must contain a header row containing the column names and at least one row of
data so that the types can be inferred.

The importer assumes all data in any given CSV file relates to a single table.
The data can either be streamed in chunks or retrieved from an existing resource.

If the data is streamed in chunks, the client must call the Close() method on the stream to
indicate that it has finished.

Request: streaming SqllmportCSVRequest
Response: streaming SqllmportCSVResponse
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SqlBulkUpdateRequest

Field Type Description

The id of the database to

database id strin,
- update.

The SQL statements to
execute. The statements will
be executed within a
transaction and will be
committed if all statements
succeed.

statement string repeated
Bear in mind the maximum
size limit of a single
message is 64MB, and
around 1MB seems to be
optimal in terms of
performance.

SqlBulkUpdateResponse

Field Type Description

status  tdx.volt api.volt.vl.Status Details of any error that occurred on the call.

SqlExecuteEnd

Ends the call.

Field Type Description

. . Set to commit the transaction. If not set, the transaction will
commit_transaction bool
- be rolled back.

SqlExecuteNext

Intentionally empty.

SqlExecuteRequest


file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/sqlite_database_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/sqlite_database_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/sqlite_database_api.html#tdx.volt_api.volt.v1.Status
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/sqlite_database_api.html#bool

Description

Initialise the request with the
database id and whether to
execute within a transaction.

Also includes the SQL
statement to execute.

To retrieve subsequent
pages, send a ‘next’ request.

To end the call, send an
‘end’ request. Only really
necessary for transaction-
based calls, otherwise clients
can just close the stream.

Field Type
start SqlExecuteStart
next SqlExecuteNext
end SqlExecuteEnd

SqlExecuteResponse

One of the following fields will be present in any given message.

Field Type Description
status tdx.volt api.volt.vl.Status A status will be sent on error.
The initial response for SELECT statements
header RowHeader will be a header containing the column
names and types.
. Each row in the result set will be sent as a
Tow VariantRow
. NYI - For INSERT/UPDATE statements the
affected rows uint32 .
- number of affected rows will be sent.
SqlExecuteStart
Field Type Description
. . The id of the database to
database_id string execute on.
Set to start a transaction. If
g not set, each statement will
transaction bool S
be executed in its own
transaction.
statement strin The SQL statement to

execute.

This can be used to limit
the number of rows
returned by "“SELECT"
statements to avoid
overloading a client. It is
similar to nsing
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Field Type

'LIMITIs&ESpfivolauses

page_size uint32

c*
o
=}
=

can_cancel

SqlExecuteStart.ParameterEntry

parameter repeated

on the SELECT"
statement, but this method
is easier to manage and the
entire result set will be
prepared on the Volt, and
the client can then page
through it by sending
successive messages.

Set to indicate that the
query will be cancelled if
the client disconnects.

This is useful for long
running queries, where it
might be desirable for the
client to be able to cancel
the request before all the
data is received. However
this requires a worker
thread to be allocated to
the query until it
completes, which may
affect performance and
limit the number of
concurrent queries that can
be executed due to file
handle limitations.

Only applicable to
'SELECT" statements,
ignored otherwise.

The values to set for each
parameter defined in a
database view.

This field is only relevant
to 'query' databases, i.e.
those with kind “tdx:sqlite-
view'.

The values in the map
should be keyed by
parameter name.

A query may have no
parameters defined, in
which case leave this field
empty.

SqlExecuteStart.ParameterEntry

Field Type Description

key  string
value tdx.volt_api.volt.vl.AttributeValue

SqlImportCSVConfiguration
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Field Type

Description

database id string
table name string

o
S
=X

create_table

source_resource id  string

progress_interval uint32

schema_scan_limit uint32

The target database resource id, which must already exist,
and the authenticated account must have write access to the
resource.

The target table name.

Not yet implemented - flag indicating that data is to be
inserted into an existing table.

Optional - when not sending the data via this RPC, this
should contain the id of a resource that contains the CSV
data. If set, the authenticated account must have read access
to the resource.

Optional - the interval to receive progress updates, in
number of rows. E.g. set to 1000 to receive progress
updates every 1000 rows. Set to 0 to disable progress
updates.

The number of rows scanned to infer the schema. Set to 0 to
scan the entire file.

SqllmportCSVRequest

Each message must contain one and only one of the following fields.

Field

Type Description

The initial request must contain the

configuration SqllmportCSVConfiguration configuration parameters for the

=

upload_complete boo

block bytes
abort bool

import.

Set to indicate that the upload is
complete.

Subsequent requests may contain the
data to be imported, unless importing
from an existing resource that contains
the CSV data. It is recommended that
the block size is less than 1MB.

Set to abort the import.

SqllmportCSVResponse
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Field Type Description

status tdx.volt_api.volt.vl.Status The status will contain any error info.

The number of rows processed - this will be sent

row_count int64 S : S
- after every ‘progress_interval' rows.

total rows int64 The total number of rows to be imported.

Status

Field Type Description

A simple error code that can

be easily handled by the
code int32 client.
Mirrors the grpe StatusCode
enum, 0 => OK
A developer-facing human-
readable error message in
messace strin English. It should both
& sing explain the error and offer
an actionable resolution to
it.
description string Long form error description.
Column
Field Type Description
name string
description  string
type DataType
RowHeader
Field Type Description

column Column repeated

Schema
Field Type Description
name string

description  string
column Column repeated

Variant
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Field Type Description

text string
integer int64

real double

blob bytes

o

null ool

VariantRow

Field Type Description

column Variant repeated

DataType

Just reflect SQLite types for now.

Name Number Description

DATA_TYPE_UNKNOWN 0
DATA_TYPE TEXT 1
DATA_TYPE INTEGER 2
DATA TYPE REAL 3
DATA_TYPE BLOB 4
DATA TYPE NULL 5

Access
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Field Type Description
id string
resource_id string The resource being accessed.
resource_name string A human-readable short identifier of the resource.
resource_owner  string The identity that owns the resource.
resource kind string repeated  The kind of resource.
identity did string The identity attempting access.
itk [l ity zr}; irslt(i)aIIIS .path array for looking up verifiable
identity name string A human-readable short identifier of the subject.
identity kind string repeated  The kind of identity.
access string Requested access.
extra string Optional extra data.
decision PolicyDecision Assigned decision.
recursive bool
request_time int64 Time at which the request was made.
decision_time int64 Time at which the decision was taken.
request_count uint32 Counter of number times this access was requested.

AttributeValue

Attribute value will be one of the following fields, depending on the data type.

Field Type Description
string string
integer  int64
real double
boolean bool
bytes bytes
Identity

A Volt identity encompasses a Resource and a set of identity aliases.
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Field Type Description
resource Resource
alias IdentityAlias repeated
IdentityAlias
Field Type Description
id uint32 The alias id.

identity did string

alias string

public_ key  string

private_key string

alias_type string

issuer_id string

authenticate PolicyDecision

description  string

The corresponding identity id.

The actual alias, e.g. a common name or key fingerprint.

This will only be populated if alias_type == tdx:public-
key

This will only be populated if alias_type == tdx:public-
key, and the key is stored in the Volt.

The alias type, for example public key, email, phone
number etc.

The identity that issued this alias.

Indicates if this alias has an authenticate policy decision
assigned.

Optional description of this alias.

MethodDescription

Internal use only.

Field

Type Description

path
client_streaming

server_streaming

ProtoFile

Describes a single protobuf file for use in ServiceDescription.
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Field Type Description

The path name of the proto file, relative to the 'root' of the

ill9 el string namespace, e.g. "tdx/volt_api/volt/v1/volt.proto".
protobuf string The actual protobuf file contents.
ofrin Optional - the service(s) contained in this protobuf file, if
service name Suine omitted here they will be loaded dynamically from the
repeated
protobuf.
ProxyConnection

Represents an outbound connection from a Volt to a remote service that will act as a proxy for
that Volt.

This enables Volts to bypass firewall and NATs.

Example - connection from a Volt to a Relay Volt running on the public internet, such as
tdxvolt.com
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Field Type Description
id string  Unique connection id.
name string A human-readable name for the connection.
address string  The remote address of the proxy service.
ca_pem string  The certificate authority of the proxy service.
enabled bool  Indicates this connection is enabled.
connected bool Indicates this connection is currently in use.
enable htp prox bool Indicates that this connection will handle HTTP
—"Hp_proxy —  proxying as well as GRPC.
. . Set to indicate the Volt API itself is not
disable _volt_api bool . .

- = automatically exposed to the connection.
challenee strin Optional challenge that can be presented in the

& SHNE  authentication request.
tareet id strin The id of the target Volt that this connection is

et SRS bound to.

. . Indicates that this connection hosts a DID registry
syne_did_registry bes that we should synchronise with.
did_registry_sync_id uint64 The id of.the last DID registry operation that was

= synchronised.
svne Vo registr bool Indicates that this connection hosts a DID registry
yne_ve_registry = that we should synchronise with.

. . . The timestamp of the last VC registry operation
ve_registry sync_timestamp uint64 T ]
session_id string
certificate string

Resource

The core Resource metadata schema.

Field Type Description
d strin The globglly unique
resource id.
description strin Optional description.
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name Field string Type nnal:idn-ﬁescnptlon
share_mode ShareMode Not in use.
] ofrin The id of the Volt that hosts

service description

attribute

platform_version

version

owner

created

modified

status

kind

online_status

ServiceDescription

ResourceAttribute repeated

Version

uint64

string

uint64

uint64

ResourceStatus

string repeated

OnlineStatus

this resource.

Optional description of any
services exposed by this
resource.

Attributes assigned to the
resource.

The version of the platform.

The resource version.

The identity of the resource
owner.

Creation timestamp,
milliseconds since epoch.

Last modification
timestamp, milliseconds
since epoch.

Not in use.

The taxonomy of the
resource.

The online status.

For most kinds of resource
this indicates that the server
hosting the resource is
online, the exception being
identity resources, in which
case the status reflects
whether or not the identity
has a live connection.

All built-in resources are
hosted by the Volt itself and
are therefore always online
when the Volt is running.

Resources hosted by
external servers are online if
the server itself is online and
has registered the resource
as online using
‘setServiceStatus'.
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size Field

uint64

Type "l:he sueg)éisg}q};wrce

store

alias

content hash

child

StoreHoytes:

The path to the resource
store.

Alias(es) that can be used to
refer to the resource rather
than the id.

Each alias must be unique to
the Volt, this is enforced by
the APIL.

string repeated

string

No format restrictions are
currently applied to alias,
but this may change in
future, for the time being it
makes sense to stick to
alphanumeric characters and

(] 1

" 'or

The hash of the resource
content contained in the
store.

Resource repeated Not yet supported.

ResourceAttribute

A resource attribute enables storing arbitrary data associated with a resource.

Field

Type

Description

id uint32
attribute_id ~ string
resource id string

data_type  AttributeDataType
value AttributeValue repeated

ServiceDescription

Describes a Volt service.

Field Type Description
e ServiceHostType The configuration used by the host of this

host client id

string

service.

The identity of the client that is exposing the
service.

For example, if a third party is exposing a
database service via a Volt, it will first
authenticate and obtain a client DID and
credentials in order to be able to create service
resource(s).

Any resources that are owned by this client
will be marked as online if the client itself is
online, i.e. has a live connection to the Volt.
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Field

Type

This will be empBeMHiPEONice is a built-in

host_service id

host_address

host ca_pem

host public_key

host_connection_id

host session_id

discoverable

ping_timestamp

proto_file

service_api

method

string

strin;

strin

string

string

string

DiscoveryMode

int64

ProtoFile repeated

string repeated

MethodDescription
repeated

Volt service.

The id of the resource that holds the protobuf
definition for this resource.

For example, if a third party is exposing a
database service via a Volt, it will create a

service resource that holds details of the
protobuf methods exposed by the service.

For built-in services, i.e. those hosted by the
Volt, this will set to the Volt id.

The address of the grpc server hosting this
service.

Only relevant to grpc-hosted services.

The certificate authority (chain) that signed
the service server certificate.

This is only relevant to grpc-hosted services.
The public key of the service host, which is
used to encrypt payloads.

This may change as the service comes and

goes online.

The connection id currently used to host this
service.

Internal use only.

The discovery mode.

The ping timestamp of the server hosting this
service.

The protobuf definitions of the APIs exposed
by this service.

The fully qualified names of the protobuf
services, for example
tdx.volt_api.webcam.v1l.WebcamControl API.

Internal use only.

Session
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Field Type Description

id string

identity did strin

identity name string

ip strin

created uint64

modified uint64

expires uint64

credential SessionCredential repeated
origin string

status SessionStatus

SessionCredential
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Field Type Description
id uint32 The alias id.
session_id string  The corresponding session id.
. . The credential type, for example public key, verifiable

credential_type  string credential, challenge etc.
description string  Optional description of this credential.
ve id sfrin The id of the verifiable credential, if the credential type is

- SRS yolt:ve-claim.
ve ison R, The verifiable credential in JSON format, if the credential type

- SRS s volt:ve-claim.
ve subject id  string  The subject id extracted from the ‘ve_json' field.
vc_issuer_id string  The issuer id extracted from the "vc_json’ field.
9. (i <trin The comma-separated type(s) extracted from the ‘vc_json

- SHDS  field.
challenge string  The challenge string, if the credential type is volt:challenge.
key fingerprint string The key fingerprint, if the credential type is volt:public-key.

. . The PEM-encoded public key, if the credential type is
e |G string volt:public-key.
Optional PEM-encoded private key, if the credential type is
private_key string  volt:public-key. Only used for ephemeral REST-base sessions
created dynamically after OTP authentication.
extra string  Type-specific extra data stored with the credential.
extra 2 string  More type-specific data stored with the credential.
Version

Using ‘'major’ and ‘minor" here upsets the GNU C Library, so we add a "version " prefix.

Field Type Description
version_major uint32
version_minor uint32
version_patch  uint32

VoltEndpoint
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Field Type Description
id strin The globally unique Volt id.
display name strin Human-readable name of the Volt.
. The actual host/ip the volt is physically running on (might
local_address strin el i el e iy
http_address  strin The address of the endpoint HTTP server.
The global (Relay) address of the volt. Any given volt may

relay address  strin be advertising on more than one Relay instance. The value

Y- given here will depend on the Relay instance that handled

the endpoint query response.

relay ca pem  strin The root certificate of the Relay instance referred to in

y_ca_p sng ‘relay address’.
ca pem strin The self-signed certificate used by the volt to sign client

P — certificates.

public_key string The Volt public key in PEM format.
fingerprint string The base58 fingerprint of the Volt public key.
online_status  OnlineStatus The online status of the Volt.
has_relay bool Indicates that this Volt acts as a Relay.
api_version Version The API version supported by the endpoint.
description string Optional description of the endpoint.
did_registry string The list of DID registries that this Volt trusts.

- repeated

VoltParameters

Encapsulates the various Volt parameters that are configurable by the Volt owner.

Field Type Description
id string
name string The name of the Volt.
description strin LT e Al
P STine description of the Volt.
db_driver string The database driver in use.

Thea lacal fila nath lacatinn
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. SR
Tocation  gjelq sting - pype of the VORSGGHREON
The key strategy in use, this
key strategy string determines how the root
key is stored.
The identifier for the key,
key id string the semantics depend on
the key strategy in use.
ca pem sfrin The Volt certificate
P sne authority.
S — . The Volt API server
P SHine certificate.
Optional hostname of the
. Volt if using DNS or a
fixed_host string static IP address, e.g.
tdxvolt.com
¢ port int32 Port to use for hosting the
gfpe_p Volt management service.
Port to use for hosting the
RUREERH e Volt grpe service.
. The Volt http server key
http_key_path string file path.
. The Volt http server
39 (R e string certificate file path.
The Volt http server
http_ca_path string certificate authority chain
file path.
Indicates the Volt will be
discoverable bool discoverable by clients
using the discovery api.
Optional challenge code
authenticate_challenge string HETEE Y TsEL il in Eg
- 4 process of authenticating
clients.
Indicates that clients must
. . present the correct
require_authenticate challenge bool ST RN G
be able to authenticate.
confirm_stop bool Internal use only.
auto_start bool Internal use only.
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Field

Type

Description

enable _messaging

has_relay

relay open

enable http server

http_server_secure

enable http forwarding

enable_http_api

enable_websocket_api

address

encrypt_file store

connection_id

relay ca pem

o
o
=]
=

o
S
=X

c*
o
=}
=

c*
o
=}
=

c*
o
=}
=

c*
o
=}
=

o
o
=]
=

o
S
=X

string

o
o
=X

string

string

Internal use only.

Set to indicate this Volt acts
as a Relay.

This means this Volt can act
as a proxy for other Volts
(or in fact any client) that
connect to it.

Set to run the Relay open to
any client, i.e. clients can
utilise the Relay without
first authenticating.

Determines if the Volt
HTTP server is enabled.

Determines whether the
HTTP server employs TLS.

Determines whether the
HTTP server supports
forwarding.

Determines if the Volt
REST API is exposed via
the HTTP server.

Determines if the Volt
Websocket API is exposed
via the HTTP server.

The hostname:port at
which the Volt API is
currently running.

Set to indicate the Volt file
store is encrypted.

This is a unique connection
id.

Indicates that these
parameters refer to a
connection to a remote Volt
rather than a local Volt.

The certificate authority of
the Relay if this is a remote
connection via a Relay.

Optional override of the
http address, rather than
using the default of

fived hnct-httn nart
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Field

Type

= P
Description

http _address_override

alias

version

approve_on_challenge

approve_on_did

enable_did_registry

did_registry

enable _outbound_smtp

outbound smtp_host

outbound smtp_port

string

string

Version

on
o
=
=

o
o
=X

o
<]
=

string repeated

string

uint32

This 1s useful if the VoIt is
behind a firewall or NAT,
and the http server is
listening on a different port

from 80 or 443 but this is
hidden by the proxy. For
example, if the “fixed host’
is “coreid.com’ and http
server is

listening on 2115, but the
proxy is forwarding 443 to
2115, then the
http_address_override
would be set to

“https://coreid.com’.

An optional alias that can
be used to refer to the Volt
rather than the ‘id" field.

This alias must be unique
within the scope of the
Battery in which the Volt is
stored.

The runtime version this
Volt is running.

If set, indicates that any
client that provides the
correct challenge during
authentication will
automatically be approved
to access the Volt.

If set, indicates that any
client that proves
ownership of a DID known
to the Volt will
automatically be approved
to access the Volt.

If set, indicates that clients
can register DIDs with this
Volt.

Zero or more URLs of
trusted peer DID registries.

If set, enables outbound
SMTP.

The SMTP host to use for
sending emails.

The SMTP port to use for

condina amaile
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Field

Type

Description

outbound smtp_user

outbound smtp password

enable_anonymous_create

catch_all auth_decision

string

string

c*
o
=)
=

PolicyDecision

The SMTP username to use
for sending emails.

The SMTP password to use
for sending emails.

If set, enables sessions that
authenticate using
credentials rather than a
DID to create resources in
the 'anonymous' system
folder.

The decision to apply to all
authentication requests that
do not match any other
policy.

The default is PROMPT.

If set, enables caching of

enable policy cache bool policy decisions,
enable terminal bool If set, enables the terminal
- — APL
start time Lint64 The time at which the Volt
- T was started.
AttributeDataType

Attribute data types.

Number Description

Name
ATTRIBUTE _DATA TYPE UNKNOWN 0
ATTRIBUTE _DATA TYPE STRING 1
ATTRIBUTE _DATA TYPE INTEGER 2
ATTRIBUTE DATA TYPE REAL 3
ATTRIBUTE DATA TYPE BOOLEAN 4
ATTRIBUTE DATA TYPE BYTES 5

ATTRIBUTE DATA TYPE IDENTITY 100
ATTRIBUTE_DATA_TYPE_RESOURCE 101

DiscoveryMode
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Name Number Description

DISCOVERY_MODE_UNKNOWN 0
Only local identities with
DISCOVERY MODE TRUSTED 1 explicit policy PERMIT can
discover.
DISCOVERY MODE, PUBLIC 5 Any bound local identity can

discover.

Only identities with explicit
policy PERMIT can discover,

DISCOVERY MODE TRUSTED GLOBAL 3 and the service will be
available to local and non-
local (Relayed) clients.

Any bound identity can
discover, and the service will
be available to local and non-
local (Relayed) clients.

DISCOVERY MODE_PUBLIC_ GLOBAL 4

OnlineStatus

Name Number Description
ONLINE_STATUS_UNKNOWN 0
ONLINE_STATUS_ONLINE 1
ONLINE_STATUS_OFFLINE 2

PolicyDecision

@todo currently this must align with AuthorisationDecision enum in policy library, but some
of the values are irrelevant outside of the public API so we need a public-facing enum and
some translation.

Name Number Description

POLICY_DECISION_UNKNOWN 0

POLICY DECISION PROMPT 1

POLICY DECISION PERMIT 2

POLICY_DECISION DENY 3

POLICY DECISION INDETERMINATE 4

POLICY DECISION NOT APPLICABLE 5

POLICY DECISION APPLICABLE 6

POLICY DECISION PENDING 7
ResourceStatus
Not used ATM.

Name Number Description
RESOURCE STATUS UNKNOWN 0
RESOURCE STATUS LIVE 1

RESOURCE_STATUS_INACTIVE = 2
RESOURCE_STATUS_DELETED 999

SecureMode



Name Number Description
SECURE_MODE_UNKNOWN 0
SECURE_MODE_INSECURE 1
SECURE_MODE_TLS 2

ServiceHostType

Name Number Description
SERVICE_HOST _TYPE UNKNOWN 0

A built-in service hosted by the

SERVICE_HOST_TYPE_BUILTIN 1 Volt

A service hosted by a grpc server

SERVICE_HOST_TYPE_SERVER 2 other than the Volt.

A service hosted by a Volt client via
a relay connection, i.e. the service is
not exposed by a server as such,

SERVICE HOST TYPE RELAYED 3 rather a Volt client implements the
service and a Volt acts as a proxy,
calling back to the client to
implement the methods.

SessionStatus

Name Number Description
SESSION_STATUS UNKNOWN 0
SESSION_STATUS PENDING 1
SESSION_STATUS LIVE 2
SESSION_STATUS EXPIRED 3
4
5

SESSION_STATUS_REVOKED
SESSION_STATUS_REJECTED

ShareMode
Not used ATM.
Name Number Description
SHARE MODE UNKNOWN 0
SHARE MODE TRUSTED 1

SHARE MODE PUBLIC READ 2

Scalar Value Types
proto Notes C++ Java Python Go C# PH
Type
double double double float float64 double float
float float float float float32 float float
Uses
variable-
length
encoding.
Inefficient
for

encoding



IITZAatrve

iR numgess - 032 intJava  inPython @3  int C#  integeHl
Type if your

field is
likely to
have
negative
values,
use sint32
instead.

Uses
variable-
length
encoding.
Inefficient
for
encoding
negative
int64 numbers — int64  long int/long int64 long integer/s
if your
field is
likely to
have
negative
values,
use sint64
instead.

Uses
uint32 VIR S uint32 int int/long uint32  uint integer
length

encoding.

Uses
: variable- . . . .
uint64 length uint64  long int/long uint64  ulong integer/s

encoding.

Uses
variable-
length
encoding.
Signed int
value.
These
sint32 more int32  int int int32 int integer
efficiently
encode
negative
numbers
than
regular
int32s.

Uses
variable-
length
encoding.
Signed int
value.
These
sint64 more int64  long int/long int64 long integer/s
efficiently
encode
negative
numbers
than
regular
int64s.

Always
four
bytes.



VIore
effNotes
than

.proto

Type C++

Java

Python

Go C#

PH!

Tixed32Z umni3Z It

uint32 if
values are
often
greater
than
2728.
Always
eight
bytes.
More
efficient
than
uint64 if
values are
often
greater
than
2156.
Always
four
bytes.

fixed64 uint64  long

sfixed32 int32 int

Always
eight
bytes.

sfixed64 int64  long

bool bool boolean

A string
must
always
contain
UTEF-8
encoded
or 7-bit
ASCII
text.

May
contain
any
arbitrary
sequence
of bytes.

string string  String

bytes string  ByteString

nt

int/long

int

int/long

boolean

str/unicode

str

uint3Z uint

uint64  ulong

int32 int

int64 long

bool bool

string  string

[lbyte  ByteString

nteger

integer/s

integer

integer/s

boolean

string

string
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The Wire API allows clients to subscribe and publish to Volt wire resources.

PublishWire()
Establishes a client-streaming call to the wire resource.

Request: streaming PublishWireRequest
Response: streaming PublishWireResponse

SubscribeWire()

Establishes a bi-directional streaming call to the wire resource.

Although we're only really interested in receiving data from the wire, a bi-directional stream
is required so that we can gracefully stop the subscription.

Request: streaming SubscribeWireRequest
Response: streaming SubscribeWireResponse

PublishWireRequest

Because the publish RPC is streaming, the policy will not be checked until the first message
arrives. This can mean that the "PublishWire" call appears to succeed but then fails after the
first attempt to publish a message.

To avoid this, clients can immediately send a message with the "wire id" set and no ‘chunk’
set. This will establish that the correct permissions are in place and fail fast if not.
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Field Type Description

i A strin Only necessary in the first

payload.
The chunk of data to
chunk bytes e

Whether to persist the

chunk.
do not_persist bool This is only valid if the wire
is configured to persist
messages, i.e. the ‘volt:wire-
persist’ attribute is true.
PublishWireResponse
Field Type Description

status Status Details of any error that occurred on the call.

SubscribeWireRequest

The request must include one of the following fields.

Field Type Description

wire_id string The wire id, only required for the first message.

stop bool  Request to stop the subscription.

SubscribeWireResponse

One of the following fields will be present in the response.

Field Type Description

status  Status Details of any error that occured on the call.

chunk bytes Data received from the wire.

Status
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Field Type Description

A simple error code that can

be easily handled by the

code int32 client.

Mirrors the grpe StatusCode
enum, 0 => OK

A developer-facing human-
readable error message in
English. It should both
explain the error and offer
an actionable resolution to
it.

message strin

description string Long form error description.

Scalar Value Types

.proto
Type
double double double float float64 double float
float float float float float32 float float

Uses
variable-
length
encoding.
Inefficient
for
encoding
negative
int32 numbers — int32  int int int32 int integer
if your
field is
likely to
have
negative
values,
use sint32
instead.

Uses
variable-
length
encoding.
Inefficient
for
encoding
negative
int64 numbers — int64  long int/long int64 long integer/s
if your
field is
likely to
have
negative
values,
use sint64
instead.

Uses
uint32 I’Sf;gle_ uint32  int int/long uint32  uint integer

encoding.

Notes C++ Java Python Go C# PH!

Tleee
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bool

encoding.

Uses
variable-
length
encoding.
Signed int
value.
These
more
efficiently
encode
negative
numbers
than
regular
int32s.

Uses
variable-
length
encoding.
Signed int
value.
These
more
efficiently
encode
negative
numbers
than
regular
int64s.

Always
four
bytes.
More
efficient
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uint32 if
values are
often
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Always
eight
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efficient
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The Sqlite Server API provides database management functions.
Use the VoltAPI DeleteResource function to delete a database.
CreateDatabase()

Create a new database resource.
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Request: CreateDatabaseRequest
Response: CreateDatabaseResponse

CreateDatabaseRequest

Field Type

Description

name string

create_in_parent id string

=3
S
=,

encrypted

o
<]
=

read_audit

write_audit bool

discoverable tdx.volt api.volt.vl.DiscoveryMode
alias string repeated

description string

The name of the
database to create.

Optional - the id of the
folder resource in
which to create the
database. If omitted,
the callers home folder
is used.

Set to encrypt the
database. The
encryption key will be
generated by the server,
the internal Volt server
uses the root volt key.

Set to audit all
SELECT database
operations.

Set to audit all
INSERT, UPDATE,
and DELETE database
operations.

The discovery mode of
the underlying Volt
resource.

Alias(es) that can be
used to refer to the
database rather than the
id.

Each alias must be
unique to the Volt, this
is enforced by the APL

No format restrictions
are currently applied to
alias, but this may
change in future, for
the time being it makes
sense to stick to
alphanumeric
characters and ' 'or '-".

Optional description of
the database.

CreateDatabaseResponse
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Field

Description

status tdx.volt _api.volt.v1.Status

Any error message will be returned here.

resource tdx.volt api.volt.vl.Resource The new database resource on success.

Status
Field Type Description
A simple error code that can
be easily handled by the
code int32 lient:
Mirrors the grpe StatusCode
enum, 0 => OK
A developer-facing human-
readable error message in
message . English. It should both
& sing explain the error and offer
an actionable resolution to
it.
description string Long form error description.

Access
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Field Type Description
id string
resource_id string The resource being accessed.
resource_name string A human-readable short identifier of the resource.
resource_owner  string The identity that owns the resource.
resource kind string repeated  The kind of resource.
identity did string The identity attempting access.
itk [l ity zr}; irslt(i)aIIIS .path array for looking up verifiable
identity name string A human-readable short identifier of the subject.
identity kind string repeated  The kind of identity.
access string Requested access.
extra string Optional extra data.
decision PolicyDecision Assigned decision.
recursive bool
request_time int64 Time at which the request was made.
decision_time int64 Time at which the decision was taken.
request_count uint32 Counter of number times this access was requested.

AttributeValue

Attribute value will be one of the following fields, depending on the data type.

Field Type Description
string string
integer  int64
real double
boolean bool
bytes bytes
Identity

A Volt identity encompasses a Resource and a set of identity aliases.
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Field Type Description
resource Resource
alias IdentityAlias repeated
IdentityAlias
Field Type Description
id uint32 The alias id.

identity did string

alias string

public_ key  string

private_key string

alias_type string

issuer_id string

authenticate PolicyDecision

description  string

The corresponding identity id.

The actual alias, e.g. a common name or key fingerprint.

This will only be populated if alias_type == tdx:public-
key

This will only be populated if alias_type == tdx:public-
key, and the key is stored in the Volt.

The alias type, for example public key, email, phone
number etc.

The identity that issued this alias.

Indicates if this alias has an authenticate policy decision
assigned.

Optional description of this alias.

MethodDescription

Internal use only.

Field

Type Description

path
client_streaming
server_streaming

ProtoFile

Describes a single protobuf file for use in ServiceDescription.
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Field Type Description

The path name of the proto file, relative to the 'root' of the

SERpaty string namespace, e.g. "tdx/volt_api/volt/v1/volt.proto".
protobuf string The actual protobuf file contents.
ofrin Optional - the service(s) contained in this protobuf file, if
service name Suine omitted here they will be loaded dynamically from the
repeated
protobuf.
ProxyConnection

Represents an outbound connection from a Volt to a remote service that will act as a proxy for
that Volt.

This enables Volts to bypass firewall and NATs.

Example - connection from a Volt to a Relay Volt running on the public internet, such as
tdxvolt.com
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Field Type Description
id string  Unique connection id.
name string A human-readable name for the connection.
address string  The remote address of the proxy service.
ca_pem string  The certificate authority of the proxy service.
enabled bool  Indicates this connection is enabled.
connected bool Indicates this connection is currently in use.
enable htp prox bool Indicates that this connection will handle HTTP
—"Hp_proxy —  proxying as well as GRPC.
. . Set to indicate the Volt API itself is not
disable _volt_api bool . .

- = automatically exposed to the connection.
challenee strin Optional challenge that can be presented in the

& SHNE  authentication request.
tareet id strin The id of the target Volt that this connection is

et SRS bound to.

. . Indicates that this connection hosts a DID registry
syne_did_registry bes that we should synchronise with.
did_registry_sync_id uint64 The id of.the last DID registry operation that was

= synchronised.
svne Vo registr bool Indicates that this connection hosts a DID registry
yne_ve_registry = that we should synchronise with.

. . . The timestamp of the last VC registry operation
ve_registry sync_timestamp uint64 T ]
session_id string
certificate string

Resource

The core Resource metadata schema.

Field Type Description
id strin The globz'ally unique
resource id.
description strin Optional description.
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name Field string Type nnal:idn-ﬁescnptlon
share_mode ShareMode Not in use.
e strin The id of the Volt that hosts

service description

attribute

platform_version

version

owner

created

modified

status

kind

online_status

ServiceDescription

ResourceAttribute repeated

Version

uint64

string

uint64

uint64

ResourceStatus

string repeated

OnlineStatus

this resource.

Optional description of any
services exposed by this
resource.

Attributes assigned to the
resource.

The version of the platform.

The resource version.

The identity of the resource
owner.

Creation timestamp,
milliseconds since epoch.

Last modification
timestamp, milliseconds
since epoch.

Not in use.

The taxonomy of the
resource.

The online status.

For most kinds of resource
this indicates that the server
hosting the resource is
online, the exception being
identity resources, in which
case the status reflects
whether or not the identity
has a live connection.

All built-in resources are
hosted by the Volt itself and
are therefore always online
when the Volt is running.

Resources hosted by
external servers are online if
the server itself is online and
has registered the resource
as online using
‘setServiceStatus'.
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size Field

uint64

Type "l:he suep{smﬁgﬁﬁprce

store

alias

content hash

child

StoreHoytes:

The path to the resource
store.

Alias(es) that can be used to
refer to the resource rather
than the id.

Each alias must be unique to
the Volt, this is enforced by
the APIL.

string repeated

string

No format restrictions are
currently applied to alias,
but this may change in
future, for the time being it
makes sense to stick to
alphanumeric characters and

(] 1

" 'or

The hash of the resource
content contained in the
store.

Resource repeated Not yet supported.

ResourceAttribute

A resource attribute enables storing arbitrary data associated with a resource.

Field

Type

Description

id uint32
attribute_id ~ string
resource id string

data_type  AttributeDataType
value AttributeValue repeated

ServiceDescription

Describes a Volt service.

Field Type Description
e ServiceHostType The configuration used by the host of this

host client id

string

service.

The identity of the client that is exposing the
service.

For example, if a third party is exposing a
database service via a Volt, it will first
authenticate and obtain a client DID and
credentials in order to be able to create service
resource(s).

Any resources that are owned by this client
will be marked as online if the client itself is
online, i.e. has a live connection to the Volt.
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Field

Type

This will be empBeMHiPEONice is a built-in

host_service id

host address

host ca_pem

host public_key

host_connection_id

host session_id

discoverable

ping_timestamp

proto_file

service_api

method

string

string

strin

string

string

string

DiscoveryMode

int64

ProtoFile repeated

string repeated

MethodDescription
repeated

Volt service.

The id of the resource that holds the protobuf
definition for this resource.

For example, if a third party is exposing a
database service via a Volt, it will create a

service resource that holds details of the
protobuf methods exposed by the service.

For built-in services, i.e. those hosted by the
Volt, this will set to the Volt id.

The address of the grpc server hosting this
service.

Only relevant to grpc-hosted services.

The certificate authority (chain) that signed
the service server certificate.

This is only relevant to grpc-hosted services.
The public key of the service host, which is
used to encrypt payloads.

This may change as the service comes and

goes online.

The connection id currently used to host this
service.

Internal use only.

The discovery mode.

The ping timestamp of the server hosting this
service.

The protobuf definitions of the APIs exposed
by this service.

The fully qualified names of the protobuf
services, for example
tdx.volt_api.webcam.v1l.WebcamControl API.

Internal use only.

Session
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Field Type Description

id string

identity did strin

identity name string

ip strin

created uint64

modified uint64

expires uint64

credential SessionCredential repeated
origin string

status SessionStatus

SessionCredential
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Field Type Description
id uint32  The alias id.
session_id string  The corresponding session id.
. . The credential type, for example public key, verifiable

credential_type  string credential, challenge etc.
description string  Optional description of this credential.
ve id N, The id of the verifiable credential, if the credential type is

- SRS yolt:ve-claim.
ve ison o The verifiable credential in JSON format, if the credential type

- SRS s volt:ve-claim.
ve subject id  string  The subject id extracted from the ‘ve_json" field.
vc_issuer_id string  The issuer id extracted from the "vc_json’ field.
ve_type strin The comma-separated type(s) extracted from the "vc_json

- SRS field.
challenge string  The challenge string, if the credential type is volt:challenge.
key fingerprint string The key fingerprint, if the credential type is volt:public-key.

. . The PEM-encoded public key, if the credential type is
T LG string volt:public-key.
Optional PEM-encoded private key, if the credential type is
private_key string  volt:public-key. Only used for ephemeral REST-base sessions
created dynamically after OTP authentication.
extra string  Type-specific extra data stored with the credential.
extra 2 string  More type-specific data stored with the credential.
Version

Using ‘'major’ and ‘minor’ here upsets the GNU C Library, so we add a "version " prefix.

Field Type Description
version_major uint32
version_minor uint32
version_patch  uint32

VoltEndpoint
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Field Type Description
id strin The globally unique Volt id.
display name strin Human-readable name of the Volt.
. The actual host/ip the volt is physically running on (might
local_address strin el i ek e e iy
http_address  strin The address of the endpoint HTTP server.
The global (Relay) address of the volt. Any given volt may

relay address  strin be advertising on more than one Relay instance. The value

Y- given here will depend on the Relay instance that handled

the endpoint query response.

relay ca pem  strin The root certificate of the Relay instance referred to in

y_ca_p sng ‘relay address’.
ca pem strin The self-signed certificate used by the volt to sign client

P — certificates.

public_key string The Volt public key in PEM format.
fingerprint string The base58 fingerprint of the Volt public key.
online_status  OnlineStatus The online status of the Volt.
has_relay bool Indicates that this Volt acts as a Relay.
api_version Version The API version supported by the endpoint.
description string Optional description of the endpoint.
did_registry string The list of DID registries that this Volt trusts.

- repeated

VoltParameters

Encapsulates the various Volt parameters that are configurable by the Volt owner.

Field Type Description
id string
name string The name of the Volt.
description string LS e aile
P description of the Volt.
db_driver string The database driver in use.

Thea lacal fila nath lacatinn
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. SR
Tocation  gjelq sting - pype of the VORSGGHREON
The key strategy in use, this
key strategy string determines how the root
key is stored.
The identifier for the key,
key id string the semantics depend on
the key strategy in use.
ca pem sfrin The Volt certificate
P sne authority.
S — . The Volt API server
P SHine certificate.
Optional hostname of the
. Volt if using DNS or a
fixed_host string static IP address, e.g.
tdxvolt.com
¢ port int32 Port to use for hosting the
gfpe_p Volt management service.
Port to use for hosting the
RUREERH e Volt grpe service.
. The Volt http server key
http_key_path string file path.
. The Volt http server
39 (R e string certificate file path.
The Volt http server
http_ca_path string certificate authority chain
file path.
Indicates the Volt will be
discoverable bool discoverable by clients
using the discovery api.
Optional challenge code
authenticate_challenge string HETEE Y TsEL il in Eg
- 4 process of authenticating
clients.
Indicates that clients must
. . present the correct
require_authenticate challenge bool ST RN G
be able to authenticate.
confirm_stop bool Internal use only.
auto_start bool Internal use only.
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Field

Type

Description

enable _messaging

has_relay

relay _open

enable http server

http_server_secure

enable http forwarding

enable_http_api

enable_websocket_api

address

encrypt_file store

connection_id

relay ca pem

o
o
=]
=

o
o
=X

c*
o
=}
=

c*
o
=}
=

c*
o
=)
=

c*
o
=}
=

n
o
=]
=

o
o
©.

string

o
5]
=

string

string

Internal use only.

Set to indicate this Volt acts
as a Relay.

This means this Volt can act
as a proxy for other Volts
(or in fact any client) that
connect to it.

Set to run the Relay open to
any client, i.e. clients can
utilise the Relay without
first authenticating.

Determines if the Volt
HTTP server is enabled.

Determines whether the
HTTP server employs TLS.

Determines whether the
HTTP server supports
forwarding.

Determines if the Volt
REST API is exposed via
the HTTP server.

Determines if the Volt
Websocket API is exposed
via the HTTP server.

The hostname:port at
which the Volt API is
currently running.

Set to indicate the Volt file
store is encrypted.

This is a unique connection
id.

Indicates that these
parameters refer to a
connection to a remote Volt
rather than a local Volt.

The certificate authority of
the Relay if this is a remote
connection via a Relay.

Optional override of the
http address, rather than
using the default of

fived hnct-httn nart
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Field

Type

= P
Description

http _address_override

alias

version

approve_on_challenge

approve_on_did

enable_did_registry

did_registry

enable _outbound_smtp

outbound smtp_host

outbound smtp_port

string

string

Version

on
o
=
=

o
o
=X

o
<]
=

string repeated

string

uint32

This 1s useful if the VoIt is
behind a firewall or NAT,
and the http server is
listening on a different port

from 80 or 443 but this is
hidden by the proxy. For
example, if the “fixed host’
is “coreid.com’ and http
server is

listening on 2115, but the
proxy is forwarding 443 to
2115, then the
http_address_override
would be set to

“https://coreid.com’.

An optional alias that can
be used to refer to the Volt
rather than the ‘id" field.

This alias must be unique
within the scope of the
Battery in which the Volt is
stored.

The runtime version this
Volt is running.

If set, indicates that any
client that provides the
correct challenge during
authentication will
automatically be approved
to access the Volt.

If set, indicates that any
client that proves
ownership of a DID known
to the Volt will
automatically be approved
to access the Volt.

If set, indicates that clients
can register DIDs with this
Volt.

Zero or more URLs of
trusted peer DID registries.

If set, enables outbound
SMTP.

The SMTP host to use for
sending emails.

The SMTP port to use for

condina amaile
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Field

Type

Description

outbound smtp_user

outbound smtp password

enable anonymous_create

catch_all auth decision

string

string

c*
o
=)
=

PolicyDecision

The SMTP username to use
for sending emails.

The SMTP password to use
for sending emails.

If set, enables sessions that
authenticate using
credentials rather than a
DID to create resources in
the 'anonymous' system
folder.

The decision to apply to all
authentication requests that
do not match any other
policy.

The default is PROMPT.

If set, enables caching of

enable policy cache bool e ey
enable terminal bool If set, enables the terminal
- — APL
start time uint64 The time at which the Volt
o S was started.
AttributeDataType

Attribute data types.

Number Description

Name
ATTRIBUTE _DATA TYPE UNKNOWN 0
ATTRIBUTE DATA TYPE STRING 1
ATTRIBUTE DATA TYPE INTEGER 2
ATTRIBUTE DATA TYPE REAL 3
ATTRIBUTE DATA TYPE BOOLEAN 4
ATTRIBUTE DATA TYPE BYTES 5

ATTRIBUTE DATA TYPE IDENTITY 100
ATTRIBUTE_DATA_TYPE_RESOURCE 101

DiscoveryMode
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Name Number Description

DISCOVERY_MODE_UNKNOWN 0
Only local identities with
DISCOVERY MODE TRUSTED 1 explicit policy PERMIT can
discover.
DISCOVERY MODE, PUBLIC 5 Any bound local identity can

discover.

Only identities with explicit
policy PERMIT can discover,

DISCOVERY MODE TRUSTED GLOBAL 3 and the service will be
available to local and non-
local (Relayed) clients.

Any bound identity can
discover, and the service will
be available to local and non-
local (Relayed) clients.

DISCOVERY MODE_PUBLIC_ GLOBAL 4

OnlineStatus

Name Number Description
ONLINE_STATUS_UNKNOWN 0
ONLINE_STATUS_ONLINE 1
ONLINE_STATUS_OFFLINE 2

PolicyDecision

@todo currently this must align with AuthorisationDecision enum in policy library, but some
of the values are irrelevant outside of the public API so we need a public-facing enum and
some translation.

Name Number Description

POLICY_ DECISION UNKNOWN 0

POLICY DECISION PROMPT 1

POLICY DECISION PERMIT 2

POLICY_DECISION DENY 3

POLICY DECISION INDETERMINATE 4

POLICY DECISION NOT APPLICABLE 5

POLICY DECISION APPLICABLE 6

POLICY DECISION PENDING 7
ResourceStatus
Not used ATM.

Name Number Description
RESOURCE STATUS UNKNOWN 0
RESOURCE STATUS LIVE 1

RESOURCE_STATUS_INACTIVE = 2
RESOURCE_STATUS_DELETED 999

SecureMode



Name Number Description
SECURE_MODE_UNKNOWN 0
SECURE_MODE_INSECURE 1
SECURE_MODE_TLS 2

ServiceHostType

Name Number Description
SERVICE_HOST _TYPE UNKNOWN 0

A built-in service hosted by the

SERVICE_HOST_TYPE_BUILTIN 1 Volt

A service hosted by a grpc server

SERVICE_HOST_TYPE_SERVER 2 other than the Volt.

A service hosted by a Volt client via
a relay connection, i.e. the service is
not exposed by a server as such,

SERVICE HOST TYPE RELAYED 3 rather a Volt client implements the
service and a Volt acts as a proxy,
calling back to the client to
implement the methods.

SessionStatus

Name Number Description
SESSION_STATUS UNKNOWN 0
SESSION_STATUS PENDING 1
SESSION_STATUS LIVE 2
SESSION_STATUS EXPIRED 3
4
5

SESSION_STATUS_REVOKED
SESSION_STATUS_REJECTED

ShareMode
Not used ATM.
Name Number Description
SHARE MODE UNKNOWN 0
SHARE MODE TRUSTED 1

SHARE MODE PUBLIC READ 2

Scalar Value Types
proto Notes C++ Java Python Go C# PH
Type
double double double float float64 double float
float float float float float32 float float
Uses
variable-
length
encoding.
Inefficient
for

encoding



IITZAtrve

iR numgess - 032 intJava  inPython @3  int C#  integeHl
Type if your

field is
likely to
have
negative
values,
use sint32
instead.

Uses
variable-
length
encoding.
Inefficient
for
encoding
negative
int64 numbers — int64  long int/long int64 long integer/s
if your
field is
likely to
have
negative
values,
use sint64
instead.

Uses
uint32 VIR S uint32 int int/long uint32  uint integer
length

encoding.

Uses
: variable- . . . .
uint64 length uint64  long int/long uint64  ulong integer/s

encoding.

Uses
variable-
length
encoding.
Signed int
value.
These
sint32 more int32  int int int32 int integer
efficiently
encode
negative
numbers
than
regular
int32s.

Uses
variable-
length
encoding.
Signed int
value.
These
sint64 more int64  long int/long int64 long integer/s
efficiently
encode
negative
numbers
than
regular
int64s.

Always
four
bytes.



VIore
effNotes
than

.proto

Type C++

Java

Python

Go C#

PH!

Tixed32Z umni3Z It

uint32 if
values are
often
greater
than
2728.
Always
eight
bytes.
More
efficient
than
uint64 if
values are
often
greater
than
2156.
Always
four
bytes.

fixed64 uint64  long

sfixed32 int32 int

Always
eight
bytes.

sfixed64 int64  long

bool bool boolean

A string
must
always
contain
UTEF-8
encoded
or 7-bit
ASCII
text.

May
contain
any
arbitrary
sequence
of bytes.

string string  String

bytes string  ByteString

nt

int/long

int

int/long

boolean

str/unicode

str

uint3Z uint

uint64  ulong

int32 int

int64 long

bool bool

string  string

[lbyte  ByteString

nteger

integer/s

integer

integer/s

boolean

string

string
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VoltAPI

Top
The top-level volt management service.

With the exception of *Authenticate’, all RPCs on this service must submit either a valid
client certificate signed by the volt CA, or a signed JWT.

A client certificate can be obtained from the "Authenticate’ method.
All methods include a “tdx.volt_api.volt.v1l.Status’ in the response. If the status contains a

non-OK error code the client should assume the remainder of the message is invalid, unless
otherwise indicated in the response documentation.

Authenticate()

Issues a request to authenticate on the volt.
All clients must successfully authenticate in order to gain any kind of access.

A client certificate is optional for this RPC, if omitted a JWT must be provided in the call
metadata.

If the client plans to register one or more services with the Volt, it should use the 'host' field of
the request so that the returned certificate has the appropriate SAN extension in place. Note
that if the client IP address changes it will be necessary to re-authenticate the client and obtain
a new certificate.

If the authenticate decision is 'permit', the response contains various details that should be

persisted by the client, including the unique identifier assigned by the Volt and a signed client
certificate along with the Volt CA certificate.

Request: AuthenticateRequest
Response: AuthenticateResponse

CanAccessResource()

Determine if an identity can perform a specific action on a resource.

Third party services can use this to interrogate the Volt policy and determine if a client has
permission to perform a certain action on a resource.

Request: CanAccessResourceRequest
Response: CanAccessResourceResponse

CheckCompatibility()
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Request: CheckCompatibilityRequest
Response: CheckCompatibilityResponse

Connect()

Creates a long-lived, bi-directional connection to the Volt.

The connection stream serves several purposes, including remote invocations via a Relay,
Volt event notifications, pings and service registration management.

A connection stream is required in order for a client to be able to register services with the
Volt.

When the stream is closed, any services registered on it will be set to offline.

Request: streaming ConnectRequest
Response: streaming ConnectResponse

CopyResource()

Copy a resource from one folder to another.

The resource metadata, attributes and store are copied.

The shares attributed to the resource are **not** currently copied.

n.b. Copy resources between Volts is not supported by this API. This is achieved by creating
an API instance for the source and target Volts, getting the resource from the source and

creating it on the target.

Request: CopyResourceRequest
Response: CopyResourceResponse

DeleteAccess()
Remove a custom access rule, such as a file share.

Request: DeleteAccessRequest
Response: DeleteAccessResponse

DeleteResource()
Delete a resource from this volt.

Request: DeleteResourceRequest
Response: DeleteResourceResponse

DiscoverServices()
Discover services running on this volt.
Lookup is done via the exposed serviceAP], e.g. tdx.volt api.data.v1.SqliteServerAPI.

Request: DiscoverServicesRequest
Response: DiscoverServicesResponse

GetAccess()

Get access rule details.

Only rules in which the authenticated identity participates will be retrieved, in addition to any
rules that target a resource that is owned by the authenticated identity.

If the authenticated identity is the Volt root, all rules will be retrieved that match the criteria.

Request: GetAccessRequest
Response: GetAccessResponse
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Getldentities()

Retrieve identities matching the given criteria.

Only identities that the authenticated identity has read access to will be retrieved.

Request: GetldentitiesRequest
Response: GetldentitiesResponse

Getldentity()

Get details of a specific identity.

The identity will only be retrieved if the authenticated identity has read access to it.

Request: GetldentityRequest
Response: GetldentityResponse

GetOneTimeToken()

Gets a one-time token that can be used as a temporary authentication token, for example
create an file download link that expires after a certain time.

Request: GetOneTimeTokenRequest
Response: GetOneTimeTokenResponse

GetParameters()

Retrieve the Volt parameters.

This is a privileged API call and requires Volt root access.

Request: GetParametersRequest
Response: GetParametersResponse

GetPolicy()

Retrieve the active Volt policy.

This is a privileged API call and requires Volt root access.

Request: GetPolicyRequest
Response: GetPolicyResponse

GetResource()
Get resource from this volt.

Request: GetResourceRequest
Response: GetResourceResponse

GetResources()
Get resources from this volt.

Request: GetResourcesRequest
Response: GetResourcesResponse

GetResourceAncestors()
Get ancestors of a resource.

Request: GetResourceAncestorsRequest
Response: GetResourceAncestorsResponse
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GetResourceDescendants()
Get descendants of a resource.

Request: GetResourceDescendantsRequest
Response: GetResourceDescendantsResponse

GetSessions()
Get sessions.

Request: GetSessionsRequest
Response: GetSessionsResponse

Invoke()

Invoke a method.
This is primarily for use by Relay connections when proxying invocations.

Request: streaming InvokeRequest
Response: streaming InvokeResponse

MoveResource()
Move a resource from one folder to another.

Request: MoveResourceRequest
Response: MoveResourceResponse

RequestAccess()

Request access to a resource.

The subject of the access is assumed to be the identity of the currently authenticated peer.

Request: RequestAccessRequest
Response: RequestAccessResponse

SaveAccess()
Create or update an access rule.

Request: SaveAccessRequest
Response: SaveAccessResponse

SaveHttpFileServer()
Create or update a static file HTTP server.

Request: SaveResourceRequest
Response: SaveResourceResponse

SaveHttpApiServer()
Create or update an HTTP REST API server.

Request: SaveResourceRequest
Response: SaveResourceResponse

Saveldentity()
Create or update an identity.

Request: SaveldentityRequest
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Response: SaveldentityResponse

SaveMirroredLink()
Create or update a mirrored link resource.

Request: SaveResourceRequest
Response: SaveResourceResponse

SaveParameters()
Update Volt parameters.
This is a privileged call that requires Volt root access.

Request: SaveParametersRequest
Response: SaveParametersResponse

SaveResource()
Create or update resource in this volt.

Request: SaveResourceRequest
Response: SaveResourceResponse

SaveSymbolicLink()
Create or update a symbolic link resource.

Request: SaveResourceRequest
Response: SaveResourceResponse

SaveSession()
Save a session.

Request: SaveSessionRequest
Response: SaveSessionResponse

SetAccessRequestDecision()

Set Volt access request decision.

This is a privileged call that requires Volt root access.

Request: SetAccessRequestDecisionRequest
Response: SetAccessRequestDecisionResponse

SetPolicy()

Request: SetPolicyRequest
Response: SetPolicyResponse

SetServiceStatus()
Set the status of a Volt service.

Request: SetServiceStatusRequest
Response: SetServiceStatusResponse

Shutdown()

Used to shutdown remote Volts.
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This is a privileged call that requires Volt root access.

Request: ShutdownRequest
Response: ShutdownResponse

SignVerify()
Sign or verify an arbitrary message using the Volt key.

Request: SignVerifyRequest
Response: SignVerifyResponse

AuthenticateRequest

Describes a request to authenticate on a Volt.

Present one of the "public_key", "did_public_key", ‘did’, or ‘did_document" fields.

Field Type

Description

public_key string

did_public_key strin

did string

did_document strin

did_document_signature strin

The client public key in
PEM format. The Volt will
create a session that is bound
to this public key.

The client public key - must
be in PEM format. If the
client DID is lost or
unknown for some reason,
providing the public key
here will allow the Volt to
match it with the previously
registered DID.

Note this is only valid when
a DID has previously been
registered using this public
key.

An existing DID owned by
the client.

The JWT presented with the
authenticate call must be
signed by the private key
corresponding to this DID.

If the client doesn't have an
existing DID, a DID
document can be provided
here.

The Volt will register the
DID on behalf of the client.

The JWT presented with the
authenticate call must be
signed by the private key
corresponding to this
document.

A base64-encoded signature
of the DID document, only
required if "did_document’

ic nravidad ahnave
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Field

Type

Descriptibn

client name

challenge

host

verifiable presentation

purge_aliases

session_name

string

VerifiablePresentation
repeated

bool

string

A human-readable name of
the entity requesting to
authenticate.

The volt challenge code,
signed by the private key
component of the
‘public_key" field above,
and base64 encoded.

This is optional.

The host name to add as a
SAN to the issued
certificate.

This is optional, if you don't
intend to host services with
the certificate this can be
omitted.

Optional verifiable
credentials describing the
client.

Reserved for internal use.

Optional additional name to
differentiate between
multiple sessions for a given
client.

AuthenticateResponse
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Field

Type

Description

status

session_id

identity _did

cert

chain

decision

request_time

decision_time

string

string

PolicyDecision

int64

int64

Details of any error that
occurred on the call.

The identity id assigned to
this authentication.

A certificate issued by the
volt CA, binding the request
public key to the identity.

Only valid for PERMIT
authenticate decisions.

The volt CA chain. This is
used by the client in
subsequent API calls to
secure the connection.

The authenticate decision.

Reserved for internal use.

Reserved for internal use.

CanAccessResourceRequest

Field

Type

Description

token

cert

resource_id

access

strin,

strin

The subject of the access
request.

This is optional, and if
omitted will default to the
authenticated account.

The subject of the access
request.

This is optional, and if

omitted will default to the
authenticated account.

The resource in question.

The type of access that is
required.

CanAccessResourceResponse
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Field Type Description

status Status Details of any error that occurred on the call.
identity did string The identity subject that the access relates to.
resource id  string The resource the access relates to.

access string The access type.

decision PolicyDecision The policy decision for this access request.

CheckCompatibilityRequest

Field Type Description

version Version The client platform API version.

CheckCompatibilityResponse

Field Type Description

status ~ Status  Details of any error that occurred on the call.

version Version The target Volt API version.

ConnectAcknowledge

Field Type Description

connection_id string A unique identifier for this connection.

timestamp uint64 The current time on the Volt.

ping interval  uint32 client.

The interval at which the target will send ping requests to the

ConnectAuthRequest

Field Type Description

session Session
context string
challenge  string
timestamp  uint64

ConnectDIDRegistryUpdate

Field Type Description
update DIDRegistryUpdate
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ConnectEvent

Field Type Description
connect_auth request ConnectAuthRequest An authentication request event.
A resource event notification, such
connect_resource ConnectResource

as updated or deleted.

did registry update =~ ConnectDIDRegistryUpdate A DID registry entry update.

ConnectGoodbye

Field Type Description

status Status Details of any error that occurred on the call.

ended bool  Setifthe connection was ended gracefully, as opposed to errored.

ConnectHello

All fields in this message are optional, send an empty message if necessary.

Field Type Description

Optionally specify the grpc
server address of the
client. Only used if the
client is a Volt (or service).

address string

Set to automatically make
**all** services owned by
the calling identity online.

o
o
=X

online_services

Set to receive notification
of resource events.

o
S
©.

subscribe_resource_events

Set this if you are
connecting to a relay, i.e.
the Volt you are sending to
this message is a relay.

This indicates that you are
happy to receive method

relay_id string invocations from clients of
the Relay.

This will usually be set to
the ‘id" of your Volt, but in
theory any client could
receive remote invocation
requests in this way.

A friendly name to present

relay_name strin, to Relay clients.

relay description strin
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Field Type

The cergﬁsc%]{épgﬁ?ﬁoritv to

Telay_ca_pem STring

relay discoverable bool

relay http address string
subscribe _auth_requests bool
accept_invocation bool

subscribe did_registry updates bool
ping_interval uint32
timestamp uint64
did_registry string repeated

present to Relay clients.

Set to indicate the
connection is discoverable
to other Relay clients.

Optionally specify the
address of the HTTP server
to use for HTTP proxying.
If set, a relay will forward
HTTP requests to this
address from the
subdomain that matches
the client's DID.

Set to receive notification
of authentication requests.

Set to indicate the
connection will accept
method invocation
requests.

Set to subscribe to DID
registry updates from the
peer.

The interval at which the
client will send ping
requests to the target.

The current time on the
client.

Optionally specify the DID
registries supported.

ConnectPing

A connection ping message - intentionally empty.

ConnectRelay

Field Type Description

connected bool Indicates the Relay connection status.

ConnectRequest

One of the following payloads will be present in a given ConnectRequest message.
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Field Type Description
A ConnectHello message is
the first message a client
hello ConnectHello sends to the target upon
successfully starting the
call.
el ConnectGoodbye Indicates thf: client is closing
~ONNECtI00ChYE the connection.
Clients should periodically
e ConnectPin send ping requests to the

invoke response

http_response

InvokeResponse

HttpResponse

target to confirm the stream
is still live.

Send invocation responses
back to the caller.

n.b. The 'request' and
'response’ semantics are
inverted with remote
invocations because the
Relayed connection is
established by a request
**from** the 'target' Volt to
the Relay. Hence any
invocation on behalf of a
client of the Relay involves
sending a **response**
back down the Relay
connection to the 'target'
Volt.

Send HTTP response back to
the originating request.

n.b. The 'request' and
'response’ semantics are
inverted with HTTP
proxying for the same
reason as 'invoke response’
above.

ConnectResource

Field

Description

event ConnectResourceEvent

resource Resource

Details of the resource.

The type of resource event that has occurred.

ConnectResponse

One of the following payloads will be present in a given ConnectResponse message.
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Field

Type

Description

status

acknowledge

goodbye

evt

ping

invoke request

http_request

Status

ConnectAcknowledge

ConnectGoodbye

ConnectEvent

ConnectPing

InvokeRequest

HttpRequest

Details of any error that
occurred on the call.

Server response to initial
handshake.

Indicates the server is
ending the connection.

Notifies clients of various
events on the Volt.

Periodic ping response.

Send an invocation request
to a remote target.

n.b. The 'request' and
'response’ semantics are
inverted for remote
invocations because the
Relayed connection is
established by a request
**from** the 'target' Volt to
the Relay. Hence any
invocation on behalf of a
client of the Relay involves
sending a **response**
back down the Relay
connection to the 'target'
Volt.

Send an HTTP request to a
remote target.

n.b. The 'request' and
'response’ semantics are
inverted for HTTP requests
for the same reason as
‘invoke request’ above.

CopyResourceRequest
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Field Type Description

resource_id string The id of the resource to copy.
to_resource_id strin The id of the resource to receive the new copy.
mode CopyResourceMode The copy mode to use.

Indicates if all descendants of the resource

recursive bool should be copied too. Only relevant for
COPY_RESOURCE _MODE COPY mode.
The parent resource to link from, only relevant
from_resource id string for COPY_RESOURCE_MODE_LINK
mode.
CopyResourceResponse
Field Type Description

status Status Details of any error that occurred on the call.

DeleteAccessRequest

Field Type Description

id string The id of the access rule to delete.

DeleteAccessResponse

Field Type Description

status Status Details of any error that occurred on the call.

DeleteResourceRequest
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Field Type

Description

resource_id strin

=3
S
2,

recursive

parent_id string

The resource to delete.

Set to indicate all
descendant resources should
also be deleted.

If this is not set and the
resource has descendants,
the call will fail.

Set to attempt to unlink the
resource from this parent
resource, rather than
completely delete it.

The resource will be
removed as a descendant
from the “parent_id"
resource. If the resource is
has more than one parent, it
will not be removed from
those other parents.

Note that if the resource's
only parent is “parent_id" it
will be removed from that
parent and deleted as
normal.

DeleteResourceResponse

Field Type Description

status  Status Details of any error that occurred on the call.

DiscoverServicesRequest
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Field Type Description

List the service APIs that
should be discovered.

The response will include
service api string repeated services that match **any
of** the terms given.

Use of "*' to indicate
wildcards is supported.

Set to indicate that offline

include offline bool services should be included
in the response.
include_attributes bool Set'to ‘“Cl}lde S S
- attributes in the response.
include_protobuf ool Set to include the service

protobuf in the response.

DiscoverServicesResponse

Field Type Description

status Status Details of any error that occurred on the call.

resource Resource repeated The services that were discovered.

GetAccessRequest

Field Type Description

The resource id that is the target of the access rule. If

resource id  string . . .
- omitted, all resources will be considered.

The identity id that is the subject of the access rule. If

identity did  string omitted, all identities will be considered.

The type of access to retrieve, if omitted all access will be

access strin X
considered.

decision PolicyDecision The type of decision, if omitted all decisions will be

considered.
GetAccessResponse
Field Type Description
status  Status Details of any error that occurred on the call.

access Access repeated The access rules that match the criteria.
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GetldentitiesRequest

Field Type Description

Optional name of the

identity.
. Use '*' to perform a wildcard
name strin
search.
If omitted all identities will
be retrieved.
The identity alias criteria, if
alias IdentityAlias omitted all identities will be
considered.
GetldentitiesResponse
Field Type Description
status Status Details of any error that occurred on the call.

identity Identity repeated The identity list that matched the criteria.

GetldentityRequest

One of “identity did" or “fingerprint’ must be populated.

Field Type Description

identity_did string The id of the identity to retrieve.

fingerprint  string The public key fingerprint of the identity to retrieve.

GetldentityResponse

Field Type Description

status Status  Details of any error that occurred on the call.

identity Identity The identity details.

GetOneTimeTokenRequest

Field Type Description

ttl int32  Optional token TTL, in seconds. Default is 10 seconds.

GetOneTimeTokenResponse
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Field Type Description

status Status Details of any error that occurred on the call.

token string The one-time token.

GetParametersRequest

This an empty message.

GetParametersResponse

Field Type Description

status Status Details of any error that occurred on the call.

parameters VoltParameters The retrieved Volt parameters.

GetPolicyRequest

This an empty message.

Field Type Description

custom_policy bool Set to only retrieve the custom policy document.

GetPolicyResponse

Field Type Description

status  Status Details of any error that occurred on the call.

policy string The live policy in JSON format.

GetResourceAncestorsRequest
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Field Type

Description

resource_id string

=

include resource id boo

depth int32
ancestor_kind string
ancestor_id string
include_attributes bool
include protobuf bool

The resource id whose ancestors will be retrieved.

Optional - if set the resource_id resource will be included in
the set of resources returned.

Optional - restrict the depth search, e.g. for immediate
parents depth = 1

Optional - only match ancestors of the given kind.

Optional - can be used to determine if a resource is an
ancestor.

Set to include the service attributes in the response.

Set to include the service protobuf in the response.

GetResourceAncestorsResponse

Field Type

Description

status Status

Details of any error that occurred on the call.

ancestor Resource repeated The retrieved ancestors.

GetResourceDescendantsRequest
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Field Type

Description

resource_id strin

include resource id bool

depth int32
descendant kind string repeated
descendant_id string
parent_id string

name string
modified_since uint64
include_attributes bool

include protobuf bool

The resource id whose
descendants will be
retrieved.

Optional - if set, the fully
populated ‘resource_id
resource (i.e. the parent)
will be included in the set of
resources returned.

Optional - restrict the depth
search, e.g. for immediate
children depth =1

Optional - only match
descendants of the given
kind.

If multiple kinds are given,
resources matching **any
of** the kinds will be
included.

Optional - can be used to
determine if a resource is a
descendant.

Optional - restrict to
descendants of a given
parent, for use in multi-
parent hierarchies.

Restrict to a specific named
resource.

Only retrieve resources that
have been modified after the
given timestamp. Default is
0, which means all resources
will be returned.

Set to include the service
attributes in the response.

Set to include the service
protobuf in the response.

GetResourceDescendantsResponse
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Field Type Description

status Status Details of any error that occurred on the call.

descendant Resource repeated The retrieved descendants.

GetResourceRequest
Field Type Description
resource_id string The id of the resource to retrieve.

include attributes bool  Set to include the resource attributes in the response.

include_protobuf bool Set to include service description protobuf in the response, if

=~ applicable.
GetResourceResponse
Field Type Description
status Status Details of any error that occurred on the call.

resource Resource The retrieved resource metadata.

GetResourcesRequest

By default, the lookup is performed by combining the criteria below in the form:
(id = id[0] or id = id[1]) and (name = name[0] or name = name[1]) etc...

To combine using 'or' rather than 'and', set the ‘combine_terms_exclusive' flag.

Also see note below regarding attributes.
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Field Type Description
id string repeated
name string repeated Wildcards permitted.
description string repeated Wildcards permitted.
kind string repeated Wildcards permitted.
parent_id string repeated
service api string repeated Wildcards permitted.
owner string repeated
store string repeated

combine_terms_exclusive

attribute

any of

include_attributes

include protobuf

modified_since

limit

bool

ResourceAttributeQuery

repeated

o
=]
=

o
s
©.

=3
S
©.

uint64

uint32

Indicates that the above terms
should be combined using 'or'
rather than 'and' (the default).

Attributes to search by.

If set, will return resources where
*any of* the attribute queries
apply, otherwise will only return
resources where *all of* the
attribute queries apply.

Set to include the resource
attributes in the response.

Set to include service description
protobuf in the response where
applicable.

Only retrieve resources that have
been modified after the given
timestamp. Default is 0, which
means all resources will be
returned.

Limit the number of resources
returned. Default is 0, which
means all resources will be
returned.

GetResourcesResponse

Field Type

Description

status Status

Details of any error that occurred on the call.

resource Resource repeated The list of resources that match the lookup.
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GetSessionsRequest

Field Type Description
id string
identity_did  string
identity name string

status SessionStatus
GetSessionsResponse
Field Type Description
status  Status Details of any error that occurred on the call.

session Session repeated

InvokeRequest
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Field

Type

Description

invoke id

token

target did

payload

json_payload

client_end

hop_index

target service id

uint64

strin,

string repeated

bytes

bytes

uint32

string

Client-assigned identifier
for the request. Will be used
to match responses and any
subsequent requests.

Optional client token to use
for the invocation. This is
for use by the websocket
proxy and is only necessary
on the first request of the

rpe.

The DID of the target at
each hop of the path to the
service.

This is used by Relays to
route the request.

The initialisation vector for
the request payload
encryption. This should be a
random 16 byte value, that is
different for each request.

A serialised and encrypted
instance of
‘RemoteResponse” in pure
binary format.

A serialised and encrypted
instance of
‘RemoteResponse” as
serialised JSON.

Indicates the client has
ended the invocation.

Reserved for internal use.

Reserved for internal use.

InvokeRequestKeyExchange

Field Type Description
nonce bytes
encryption_key bytes
signature bytes

InvokeResponse
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Field Type Description

The invocation id to match the originating
request.

invoke id uint64
key exchange InvokeRequestKeyExchange

The initialisation vector for the response
payload encryption. This will be a random

v bytes 16 byte value, that is different for each
response.
il bytes A serialised and encrypted instance of

‘RemoteRequest’ in pure binary format.

A serialised and encrypted instance of

json_payload  bytes "RemoteRequest’ as serialised JSON.

Details of any error that occurred on the

status Status
call.
Indicates the server has ended the
server_end 0ol . .
- mnvocation.
MoveResourceRequest
Field Type Description
resource_id string The id of the resource to move.

from_resource_id string The resource the parent folder to move the resource from.

to_resource_id string  The target folder to move the resource into.
MoveResourceResponse
Field Type Description

status Status Details of any error that occurred on the call.

RequestAccessRequest

Field Type Description

resource_id string The target resource id.

access string  The type of access requested.

RequestAccessResponse
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Field Type

Description

status Status

resource_id string

identity did  string

access strin;
decision PolicyDecision

request time  int64

decision_time int64

request_count int32

Details of any error that occurred on the call.

The resource being accessed.

The identity attempting access.

Requested access.

Assigned decision.

Time at which the request was made.

Time at which the decision was taken.

Counter of number times this access was requested.

ResourceAttributeQuery

Field Type

Description

attribute id string

data_type  AttributeDataType

value AttributeValue

SaveAccessRequest

Field Type Description

access Access Omit id’" if creating new access.

SaveAccessResponse

Field Type

Description

status Status Details of any error that occurred on the call.

SaveldentityRequest
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Field Type

Description

identity Identity

create bool

delete_alias IdentityAlias repeated
create_in parent id string

Details of the identity to
save.

Set to indicate this is a new
identity.

The list of aliases that
should be removed.

For example, this allows a
simple form of key rotation
whereby an existing public
key alias is replaced by a
new one while still
maintaining the same root
identity id.

Reserved for system use.

Set to indicate the identity
aliases should be purged
before saving the identity.

If the “identity" field
contains aliases they will be
saved after the purge.

If the “identity" field does

DUIEERabases bool not contain aliases this
effectively deletes all aliases
for this identity.

This allows you to
selectively update aliases if
required, i.e. don't set this
flag and include a single
alias in the update.
did_document string
. . . The signature of the identity
S, IeaEs R string did document, if present.
SaveldentityResponse
Field Type Description

status Status  Details of any error that occurred on the call.

identity Identity The updated identity details.

SaveParametersRequest
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Field Type Description

parameters VoltParameters The updated parameters.

The current root key passphrase. Only necessary

ESyRnassphass string if changes are being made to the Volt key.

The new root key passphrase. Only necessary if

new_key_passphrase  siring changes are being made to the Volt key.

SaveParametersResponse

Field Type Description

status Status Details of any errors that occurred on the call.
parameters VoltParameters The updated Volt parameters.

If set, the client will need to reconnect (usually because the
reconnect  bool
key has changed).

SaveResourceRequest
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Field Type Description

Details of the resource to

resource Resource

save.

Set to indicate this is a new
create bool

resource.

The id of the folder resource

in which a new resource

should be created.
create_in_parent id string

If omitted, the home folder
of the currently
authenticated identity will
be used.

Set to indicate the resource
attributes should be purged
before saving the resource.

If the “resource’ field
contains attributes they will
be saved after the purge.

If the ‘resource’ field does
not contain attributes this
effectively deletes all
attributes for this resource.

o
S
2,

purge _attributes

This allows you to
selectively update attributes
if required, i.e. don't set this
flag and include a single
attribute in the update.

SaveResourceResponse

Field Type Description

status Status Details of any error that occurred on the call.

resource Resource The updated resource.

SaveSessionRequest

Field Type Description

session Session

SaveSessionResponse

Field Type Description

status  Status  Details of any error that occurred on the call.

session Session

SetAccessRequestDecisionRequest
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Field Type Description

id string The id of the access request.

decision PolicyDecision The decision to save against the access request.

SetAccessRequestDecisionResponse

Field Type Description

status Status Details of any error that occurred on the call.

SetPolicyRequest

Field Type Description

custom_policy string

SetPolicyResponse

Field Type Description

status  Status Details of any error that occurred on the call.

SetServiceStatusRequest

Field Type Description

service Resource The service description details.

SetServiceStatusResponse

Field Type Description

status Status Details of any error that occurred on the call.

resource Resource The updated service resource details.

ShutdownRequest

This message is emtpy.

ShutdownResponse

Field Type Description

status Status Details of any error that occurred on the call.

SignVerifyRequest
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Field Type Description

Set to indicate this is a
verify bool request to verify rather than

sign.

Set to indicate the signature

should be base64 encoded in
encode bool the response.

Only valid when signing.

The message to sign.
message string

Only valid when signing.

The digest in raw binary
digest raw bytes form,

Only valid if verifying.

The digest encoded using
digest_encoded strin base64.

Only valid if verifying.

SignVerifyResponse

Note that if verification was successful the response will be empty (there is no error and no

digest is returned).

Field Type Description
status Status  Details of any error that occurred on the call.
digest bytes  The signature in raw binary form.

digest_encoded string The signature encoded using base64.

ConnectResourceEvent

Name

Number Description

CONNECT_RESOURCE_EVENT_UNKNOWN

CONNECT_RESOURCE_EVENT_CREATE
CONNECT_RESOURCE_EVENT_UPDATE
CONNECT_RESOURCE_EVENT_DELETE

CONNECT_RESOURCE_EVENT_CREATE_CHILD
CONNECT_RESOURCE_EVENT_DELETE_CHILD
CONNECT_RESOURCE_EVENT_DATABASE WRITE

0
1
2
3
4
5
6

CopyResourceMode
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Name Number Description
COPY_RESOURCE_MODE_UNKNOWN 0

COPY_RESOURCE_MODE_COPY 1
COPY_RESOURCE _MODE_ LINK 2
Status
Field Type Description

A simple error code that can
be easily handled by the

code int32 el
Mirrors the grpe StatusCode
enum, 0 => OK
A developer-facing human-
readable error message in

message . English. It should both

& sng explain the error and offer

an actionable resolution to
it.

description string Long form error description.

Access
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Field Type Description
id string
resource_id string The resource being accessed.
resource_name string A human-readable short identifier of the resource.
resource_owner  string The identity that owns the resource.
resource kind string repeated  The kind of resource.
identity did string The identity attempting access.
itk [l ity zr}; irslt(i)aIIIS .path array for looking up verifiable
identity name string A human-readable short identifier of the subject.
identity kind string repeated  The kind of identity.
access string Requested access.
extra string Optional extra data.
decision PolicyDecision Assigned decision.
recursive bool
request_time int64 Time at which the request was made.
decision_time int64 Time at which the decision was taken.
request_count uint32 Counter of number times this access was requested.

AttributeValue

Attribute value will be one of the following fields, depending on the data type.

Field Type Description
string string
integer  int64
real double
boolean bool
bytes bytes
Identity

A Volt identity encompasses a Resource and a set of identity aliases.


file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#tdx.volt_api.volt.v1.PolicyDecision
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#bool
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#int64
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#int64
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#uint32
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#int64
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#double
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#bool
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/volt_api.html#bytes

Field Type Description
resource Resource
alias IdentityAlias repeated
IdentityAlias
Field Type Description
id uint32 The alias id.

identity did string

alias string

public key  string

private_key string

alias_type string

issuer_id string

authenticate PolicyDecision

description  string

The corresponding identity id.

The actual alias, e.g. a common name or key fingerprint.

This will only be populated if alias_type == tdx:public-
key

This will only be populated if alias_type == tdx:public-
key, and the key is stored in the Volt.

The alias type, for example public key, email, phone
number etc.

The identity that issued this alias.

Indicates if this alias has an authenticate policy decision
assigned.

Optional description of this alias.

MethodDescription

Internal use only.

Field

Type Description

path
client_streaming
server_streaming

ProtoFile

Describes a single protobuf file for use in ServiceDescription.
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Field Type Description

The path name of the proto file, relative to the 'root' of the

ill9 el string namespace, e.g. "tdx/volt_api/volt/v1/volt.proto".
protobuf string The actual protobuf file contents.
ofrin Optional - the service(s) contained in this protobuf file, if
service name Suine omitted here they will be loaded dynamically from the
repeated
protobuf.
ProxyConnection

Represents an outbound connection from a Volt to a remote service that will act as a proxy for
that Volt.

This enables Volts to bypass firewall and NATs.

Example - connection from a Volt to a Relay Volt running on the public internet, such as
tdxvolt.com
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Field Type Description

id string  Unique connection id.
name string A human-readable name for the connection.
address string  The remote address of the proxy service.
ca_pem string  The certificate authority of the proxy service.
enabled bool  Indicates this connection is enabled.
connected bool Indicates this connection is currently in use.
enable http brox bool Indicates that this connection will handle HTTP
—"Hp_proxy —  proxying as well as GRPC.
. . Set to indicate the Volt API itself is not
disable _volt_api bool . .
- = automatically exposed to the connection.
challenge Sthn Optional challenge that can be presented in the
& SHOE  juthentication request.
tareet id strin The id of the target Volt that this connection is
et SRS bound to.
. . Indicates that this connection hosts a DID registry
syne_did registry bes that we should synchronise with.
did_registry_sync_id uint64 The id of the last DID registry operation that was

synchronised.

Indicates that this connection hosts a DID registry
that we should synchronise with.

o
o
=X

sync_vc_registry

The timestamp of the last VC registry operation

ve_registry_sync_timestamp uint64 e R ]

session_id string
certificate string
Resource

The core Resource metadata schema.

Field Type Description

The globally unique

id strin, .
resource id.

description strin Optional description.
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name Field string Type nnal:idn-ﬁescnptlon
share_mode ShareMode Not in use.
] ofrin The id of the Volt that hosts

service description

attribute

platform_version

version

owner

created

modified

status

kind

online_status

ServiceDescription

ResourceAttribute repeated

Version

uint64

string

uint64

uint64

ResourceStatus

string repeated

OnlineStatus

this resource.

Optional description of any
services exposed by this
resource.

Attributes assigned to the
resource.

The version of the platform.

The resource version.

The identity of the resource
owner.

Creation timestamp,
milliseconds since epoch.

Last modification
timestamp, milliseconds
since epoch.

Not in use.

The taxonomy of the
resource.

The online status.

For most kinds of resource
this indicates that the server
hosting the resource is
online, the exception being
identity resources, in which
case the status reflects
whether or not the identity
has a live connection.

All built-in resources are
hosted by the Volt itself and
are therefore always online
when the Volt is running.

Resources hosted by
external servers are online if
the server itself is online and
has registered the resource
as online using
‘setServiceStatus'.
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size Field

uint64

Type "l:he sueg)g:sg}qﬁgﬁﬁprce

store

alias

content hash

child

strin,

StoreHoytes:

The path to the resource
store.

Alias(es) that can be used to
refer to the resource rather
than the id.

Each alias must be unique to
the Volt, this is enforced by
the APIL.

string repeated

string

No format restrictions are
currently applied to alias,
but this may change in
future, for the time being it
makes sense to stick to
alphanumeric characters and

(] 1

" 'or

The hash of the resource
content contained in the
store.

Resource repeated Not yet supported.

ResourceAttribute

A resource attribute enables storing arbitrary data associated with a resource.

Field

Type

Description

id uint32
attribute_id ~ string
resource id  string

data_type  AttributeDataType
value AttributeValue repeated

ServiceDescription

Describes a Volt service.

Field Type Description
e (s ServiceHostType The configuration used by the host of this

host client_id

string

service.

The identity of the client that is exposing the
service.

For example, if a third party is exposing a
database service via a Volt, it will first
authenticate and obtain a client DID and
credentials in order to be able to create service
resource(s).

Any resources that are owned by this client
will be marked as online if the client itself is
online, i.e. has a live connection to the Volt.
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Field

Type

This will be empBeMHiPEONice is a built-in

host_service id

host_address

host ca_pem

host public_key

host_connection_id

host session_id

discoverable

ping_timestamp

proto_file

service_api

method

string

strin;

strin

string

string

string

DiscoveryMode

int64

ProtoFile repeated

string repeated

MethodDescription
repeated

Volt service.

The id of the resource that holds the protobuf
definition for this resource.

For example, if a third party is exposing a
database service via a Volt, it will create a

service resource that holds details of the
protobuf methods exposed by the service.

For built-in services, i.e. those hosted by the
Volt, this will set to the Volt id.

The address of the grpc server hosting this
service.

Only relevant to grpc-hosted services.

The certificate authority (chain) that signed
the service server certificate.

This is only relevant to grpc-hosted services.
The public key of the service host, which is
used to encrypt payloads.

This may change as the service comes and

goes online.

The connection id currently used to host this
service.

Internal use only.

The discovery mode.

The ping timestamp of the server hosting this
service.

The protobuf definitions of the APIs exposed
by this service.

The fully qualified names of the protobuf
services, for example
tdx.volt_api.webcam.v1l.WebcamControl API.

Internal use only.

Session
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Field Type Description

id string

identity did strin

identity name string

ip strin

created uint64

modified uint64

expires uint64

credential SessionCredential repeated
origin string

status SessionStatus

SessionCredential
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Field Type Description
id uint32  The alias id.
session_id string  The corresponding session id.
. . The credential type, for example public key, verifiable

credential_type  string credential, challenge etc.
description string  Optional description of this credential.
ve id . The id of the verifiable credential, if the credential type is

- SRS yolt:ve-claim.
ve ison . The verifiable credential in JSON format, if the credential type

- SRS s volt:ve-claim.
vc_subject id  string  The subject id extracted from the "vc_json" field.
vc_issuer id string  The issuer id extracted from the "vc_json’ field.
Ve type i The comma-separated type(s) extracted from the "vc_json

- SHDS  field.
challenge string  The challenge string, if the credential type is volt:challenge.
key fingerprint string The key fingerprint, if the credential type is volt:public-key.

. . The PEM-encoded public key, if the credential type is
ERREEs string volt:public-key.
Optional PEM-encoded private key, if the credential type is
private_key string  volt:public-key. Only used for ephemeral REST-base sessions
created dynamically after OTP authentication.
extra string  Type-specific extra data stored with the credential.
extra 2 string  More type-specific data stored with the credential.
Version

Using ‘'major’ and ‘minor” here upsets the GNU C Library, so we add a "version_" prefix.

Field Type Description
version_major uint32
version_minor uint32
version_patch  uint32

VoltEndpoint
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Field Type Description
id strin The globally unique Volt id.
display name strin Human-readable name of the Volt.
. The actual host/ip the volt is physically running on (might
local_address  strin el i el e iy
http_address  strin The address of the endpoint HTTP server.
The global (Relay) address of the volt. Any given volt may

relay address  strin be advertising on more than one Relay instance. The value

Y- given here will depend on the Relay instance that handled

the endpoint query response.

relay ca pem  strin The root certificate of the Relay instance referred to in

y_ca_p sng ‘relay address’.
ca pem strin The self-signed certificate used by the volt to sign client

P — certificates.

public_key string The Volt public key in PEM format.
fingerprint string The base58 fingerprint of the Volt public key.
online_status  OnlineStatus The online status of the Volt.
has_relay bool Indicates that this Volt acts as a Relay.
api_version Version The API version supported by the endpoint.
description string Optional description of the endpoint.
did_registry string The list of DID registries that this Volt trusts.

- repeated

VoltParameters

Encapsulates the various Volt parameters that are configurable by the Volt owner.

Field Type Description
id string
name string The name of the Volt.
description string D
P description of the Volt.
db_driver string The database driver in use.

Thea lacal fila nath lacatinn
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. SR
Tocation  gjelq sting - pype of the VORSGGHREON
The key strategy in use, this
key strategy string determines how the root
key is stored.
The identifier for the key,
key id string the semantics depend on
the key strategy in use.
ca pem i The Volt certificate
P sne authority.
cert bem strin The Volt API server
P SHine certificate.
Optional hostname of the
. Volt if using DNS or a
G string static IP address, e.g.
tdxvolt.com
¢ port int32 Port to use for hosting the
gfpe_p Volt management service.
Port to use for hosting the
ity o i Volt grpce service.
. The Volt http server key
http_key_path string file path,
. The Volt http server
RURECSIAnath string certificate file path.
The Volt http server
http_ca_path string certificate authority chain
file path.
Indicates the Volt will be
discoverable bool discoverable by clients
using the discovery api.
Optional challenge code
authenticate_challenge string HETEE YT Ml in G
- 4 process of authenticating
clients.
Indicates that clients must
. . present the correct
require_authenticate challenge bool ST O GRS
be able to authenticate.
confirm_stop bool Internal use only.
auto_start bool Internal use only.
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Field

Type

Description

enable _messaging

has_relay

relay open

enable http server

http_server_secure

enable http forwarding

enable_http_api

enable_websocket_api

address

encrypt_file store

connection_id

relay ca pem

o
o
=]
=

o
S
=X

c*
o
=)
=

c*
o
=}
=

c*
o
=}
=

c*
o
=}
=

o
o
=]
=

o
S
=X

string

o
o
=X

string

string

Internal use only.

Set to indicate this Volt acts
as a Relay.

This means this Volt can act
as a proxy for other Volts
(or in fact any client) that
connect to it.

Set to run the Relay open to
any client, i.e. clients can
utilise the Relay without
first authenticating.

Determines if the Volt
HTTP server is enabled.

Determines whether the
HTTP server employs TLS.

Determines whether the
HTTP server supports
forwarding.

Determines if the Volt
REST API is exposed via
the HTTP server.

Determines if the Volt
Websocket API is exposed
via the HTTP server.

The hostname:port at
which the Volt API is
currently running.

Set to indicate the Volt file
store is encrypted.

This is a unique connection
id.

Indicates that these
parameters refer to a
connection to a remote Volt
rather than a local Volt.

The certificate authority of
the Relay if this is a remote
connection via a Relay.

Optional override of the
http address, rather than
using the default of

fived hnct-httn nart
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Field

Type

= PP
Description

http_address_override

alias

version

approve_on_challenge

approve_on_did

enable_did_registry

did_registry

enable outbound smtp

outbound smtp_host

outbound smtp_port

string

string

Version

on
o
=
=

o
o
=X

o
]
©.

string repeated

string

uint32

This 1s useful if the VoIt is
behind a firewall or NAT,
and the http server is
listening on a different port

from 80 or 443 but this is
hidden by the proxy. For
example, if the “fixed host’
is “coreid.com’ and http
server is

listening on 2115, but the
proxy is forwarding 443 to
2115, then the
http_address_override
would be set to

“https://coreid.com’.

An optional alias that can
be used to refer to the Volt
rather than the ‘id" field.

This alias must be unique
within the scope of the
Battery in which the Volt is
stored.

The runtime version this
Volt is running.

If set, indicates that any
client that provides the
correct challenge during
authentication will
automatically be approved
to access the Volt.

If set, indicates that any
client that proves
ownership of a DID known
to the Volt will
automatically be approved
to access the Volt.

If set, indicates that clients
can register DIDs with this
Volt.

Zero or more URLs of
trusted peer DID registries.

If set, enables outbound
SMTP.

The SMTP host to use for
sending emails.

The SMTP port to use for

candina amaile
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Field

Type

Description

outbound smtp_user

outbound smtp password

enable anonymous_create

catch_all auth_decision

string

string

c*
o
=)
=

PolicyDecision

The SMTP username to use
for sending emails.

The SMTP password to use
for sending emails.

If set, enables sessions that
authenticate using
credentials rather than a
DID to create resources in
the 'anonymous' system
folder.

The decision to apply to all
authentication requests that
do not match any other
policy.

The default is PROMPT.

If set, enables caching of

enable policy cache bool policy decisions,
enable terminal bool If set, enables the terminal
- — APL
start time uint64 The time at which the Volt
- T was started.
AttributeDataType

Attribute data types.

Number Description

Name
ATTRIBUTE _DATA TYPE UNKNOWN 0
ATTRIBUTE _DATA TYPE STRING 1
ATTRIBUTE DATA TYPE INTEGER 2
ATTRIBUTE DATA TYPE REAL 3
ATTRIBUTE DATA TYPE BOOLEAN 4
ATTRIBUTE DATA TYPE BYTES 5

ATTRIBUTE DATA TYPE IDENTITY 100
ATTRIBUTE_DATA_TYPE_RESOURCE 101

DiscoveryMode
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Name Number Description

DISCOVERY_MODE_UNKNOWN 0
Only local identities with
DISCOVERY_MODE_TRUSTED 1 explicit policy PERMIT can
discover.
DISCOVERY MODE, PUBLIC 5 Any bound local identity can

discover.

Only identities with explicit
policy PERMIT can discover,

DISCOVERY MODE TRUSTED GLOBAL 3 and the service will be
available to local and non-
local (Relayed) clients.

Any bound identity can
discover, and the service will
be available to local and non-
local (Relayed) clients.

DISCOVERY MODE_PUBLIC_ GLOBAL 4

OnlineStatus

Name Number Description
ONLINE_STATUS_UNKNOWN 0
ONLINE_STATUS_ONLINE 1
ONLINE_STATUS_OFFLINE 2

PolicyDecision

@todo currently this must align with AuthorisationDecision enum in policy library, but some
of the values are irrelevant outside of the public API so we need a public-facing enum and
some translation.

Name Number Description

POLICY_ DECISION UNKNOWN 0

POLICY DECISION PROMPT 1

POLICY DECISION PERMIT 2

POLICY_DECISION DENY 3

POLICY DECISION INDETERMINATE 4

POLICY DECISION NOT APPLICABLE 5

POLICY DECISION_ APPLICABLE 6

POLICY DECISION PENDING 7
ResourceStatus
Not used ATM.

Name Number Description
RESOURCE STATUS UNKNOWN 0
RESOURCE STATUS LIVE 1

RESOURCE_STATUS_INACTIVE = 2
RESOURCE_STATUS_DELETED 999

SecureMode



Name Number

Description

SECURE_MODE_UNKNOWN 0

SECURE_MODE_INSECURE 1
SECURE_MODE_TLS 2

ServiceHostType

Name

Description

SERVICE_HOST_TYPE_UNKNOWN 0

SERVICE_HOST TYPE_BUILTIN

SERVICE_HOST TYPE_SERVER

SERVICE HOST TYPE RELAYED

A built-in service hosted by the
Volt.

A service hosted by a grpc server
other than the Volt.

A service hosted by a Volt client via
arelay connection, i.e. the service is
not exposed by a server as such,
rather a Volt client implements the
service and a Volt acts as a proxy,
calling back to the client to
implement the methods.

SessionStatus

Name

Number Description

SESSION_STATUS_UNKNOWN
SESSION_STATUS_PENDING
SESSION_STATUS_LIVE
SESSION_STATUS_EXPIRED
SESSION_STATUS_REVOKED
SESSION_STATUS_REJECTED

[ N N N S =]

ShareMode

Not used ATM.

Name

Number Description

SHARE_MODE_UNKNOWN
SHARE_MODE_TRUSTED
SHARE _MODE_PUBLIC_READ

0
1
2

HttpInvoke

Field Type

Description

host string
port int32

method  string

url string
version  string

headers Httplnvoke.HeadersEntry repeated

body bytes

HttpInvoke.HeadersEntry
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Field Type Description

key  string
value string

HttpPayload

Field Type Description

chunk bytes
end bool
error  int32

HttpRequest

Field Type Description
id uint64
http_invoke  HttpInvoke
http_payload HttpPayload

HttpResponse

Field Type Description
id uint64
http_payload HttpPayload

MethodEnd

Field Type Description

id uint64
ended bool
error string

error_code int32

MethodInvoke

Field Type Description

id uint64
service_id string
method name string
method_type  MethodType
request bytes

json request  string

MethodPayload
Field Type Description
id uint64
payload bytes

json payload string

RemotePing

Field Type Description
timestamp  uint64
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RemoteRequest

Field Type Description
ping RemotePing
method payload MethodPayload
method end MethodEnd

http_response HttpResponse

RemoteResponse
Field Type Description
ping RemotePing

method invoke  MethodInvoke
method payload MethodPayload

method end MethodEnd
http_request HttpRequest
MethodType
Name Number Description
METHOD_TYPE UNKNOWN 0

METHOD TYPE UNARY

METHOD TYPE CLIENT STREAM
METHOD TYPE SERVER STREAM 3
METHOD TYPE BIDI

N =

~

Scalar Value Types

.proto

Notes C++ Java Python Go C#
Type

PH!

double double double float float64 double
float float float float float32 float

Uses
variable-
length
encoding.
Inefficient
for
encoding
negative
int32 numbers — int32  int int int32 int
if your
field is
likely to
have
negative
values,
use sint32
instead.

Uses
variable-
length
encoding.
Inefficient
for
encoding
negative
int64 numbers — int64  long int/long int64 long
if your
field is

float
float

integer

integer/s
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.proto
Type

hkﬁlgtgs) C++ Java
have

Python

Go

C#

PH!

uint32

uint64

sint32

sint64

fixed32

fixed64

negative
values,
use sint64
instead.

Uses
variable-
length
encoding.

Uses
variable-
length
encoding.

Uses
variable-
length
encoding.
Signed int
value.
These
more int32 int
efficiently
encode
negative
numbers
than
regular
int32s.

Uses
variable-
length
encoding.
Signed int
value.
These
more int64  long
efficiently
encode
negative
numbers
than
regular
int64s.

Always
four
bytes.
More
efficient
than
uint32 if
values are
often
greater
than
2°28.

Always
eight
bytes.
More
efficient
than
uint64 if
values are
often
greater
than
INKA

uint32 int

uint64  long

uint32 int

uint64  long

int/long

int/long

int

int/long

int

int/long

uint32

uint64

int32

int64

uint32

uint64

uint

ulong

int

long

uint

ulong

integer

integer/

integer

integer/s

integer

integer/s



Proto Ao CHr Java p
ython
sm2 four int32 int int

Go
int32

C#

int

PH!
integer

bytes.

Always
sfixed64 eight int64  long int/long
bytes.

bool bool boolean boolean

A string

must

always

contain
string UTF-8 string  String str/unicode
encoded
or 7-bit
ASCII
text.
May
contain
any
arbitrary
sequence
of bytes.

bytes string  ByteString str

int64

bool

string

[Ibyte

long

bool

string

ByteString

integer/

boolean

string

string
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Describes a single message type.

A set of one or more of these messages is specified in "ProtobufSyncConfigurationHeader".

Field Type Description

Optional id to associate with this
configuration.

This can be used in the ‘header id"
field of "ProtobufSyncWrapper®
id string above to reference the configuration.

If omitted the numerical index of the
configuration in
‘ProtobufSyncConfigurationHeader
will be used instead.

The actual protobuf definition text.

Copy and paste the source protobuf
definition from the *.proto" file.

message_proto string
Only simple protobuf structures are
currently supported, e.g. no imports
from other packages etc.
The name of the message within
message name strin ‘message_proto” above that
e SHine represents the data to be sync'd, e.g.
"TCPDumpPacket’.
The name of the table within the
. target database into which the
table_name string

message data for this type should be
written.

ProtobufSyncConfigurationHeader

This message is written at the beginning of every file to be ingested using the “protoDbSync’
utility.

It contains a ‘header" entry for each message type that may appear in the file.

If the "volt logger' command is used, it will create this header automatically based on the
configuration it's given.
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Field

Type

Description

configuration

maximum_message_size

int32

ProtobufSyncConfiguration
repeated

This should ideally be a
persistent UUID, at
minimum it must be unique
within the set of types of file
any given instance of
‘protoDbSync" is processing
in a given folder.

It is used to match up
orphaned or split packets
that might occur when
receiving data from a wire,
for example, if a log file is
rotated midway through a
packet arriving on the wire.

This id should persist for the
life time of the set of data it
describes, i.e. if a wire
publication is stopped and
restarted at some later point,
the same id should be used
if possible.

The set of possible
configurations that can
appear in any given protobuf
sync data file.

A serialised instance of this
message must appear at the
top of each data file.

Each subsequent serialised
message in the data file must
be an instance of
‘ProtobufSyncWrapper,

and the “header lookup®
field refers to an entry in this
list.

Optional maximum size of
the serialised messages, this
doesn't need to be exact and
the default is 64K if
omitted.

ProtobufSyncWrapper

Wraps arbitrary protobuf messages, with an index into the

‘ProtobufSyncConfigurationHeader" to indicate the specific message type this message

wraps.
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Field Type Description

The index number of the
header for this message type
in the Volt logger
configuration file.

header_index uint32

The name of the header for
this message type, will be
used to lookup against the “id"
field in
‘ProtobufSyncConfiguration'.
header_id string
This will incur an overhead in
terms of the packet size, but
might be preferrable if
volume is low or managing
the header index is difficult.

The message payload, in

serialised protobuf binary

payload bytes LRt
n.b. the serialisation should
**not** be length-prefixed.

Scalar Value Types

.proto
Type
double double double float float64 double float
float float float float float32 float float

Uses
variable-
length
encoding.
Inefficient
for
encoding
negative
int32 numbers — int32  int int int32 int integer
if your
field is
likely to
have
negative
values,
use sint32
instead.

Notes C++ Java Python Go C# PH!

Uses
variable-
length
encoding.
Inefficient
for
encoding
negative
int64 numbers — int64  long int/long int64 long integer/s
if your
field is
likely to
have
negative
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.proto
Type

varues,
usNsiteH4

instead

C++

Java

Python

Go

C#

PH!

uint32

uint64

sint32

sint64

fixed32

fixed64

sfixed32

Uses
variable-
length
encoding.

Uses
variable-
length
encoding.

Uses
variable-
length
encoding.
Signed int
value.
These
more
efficiently
encode
negative
numbers
than
regular
int32s.

Uses
variable-
length
encoding.
Signed int
value.
These
more
efficiently
encode
negative
numbers
than
regular
int64s.

Always
four
bytes.
More
efficient
than
uint32 if
values are
often
greater
than
2728.
Always
eight
bytes.
More
efficient
than
uint64 if
values are
often
greater
than
2°56.
Always
four
bytes.

uint32

uint64

int32

int64

uint32

uint64

int32

int

long

int

long

int

long

int

int/long

int/long

int

int/long

int

int/long

int

uint32

uint64

int32

int64

uint32

uint64

int32

uint

ulong

int

long

uint

ulong

int

integer

integer/s

integer

integer/s

integer

integer/s

integer



profo CAgS cer Pyth
sfleI64  eight int64 longava int on(g)Il int44

long

. PH
integer/s

bytes.
bool bool boolean boolean bool

A string

must

always

contain
string UTF-8 string  String str/unicode  string
encoded
or 7-bit
ASCII
text.
May
contain
any
arbitrary
sequence
of bytes.

bytes string  ByteString str [lbyte

bool

string

ByteString

boolean

string

string
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GetVoltEndpoint()
Retrieve the list of Volts available on the Relay Volt.

Request: GetVoltEndpointRequest
Response: GetVoltEndpointResponse

Tunnel()

This is the actual tunnel stream.

Note although this API semantically describes the tunnel stream, it isn't actually implemented
anywhere. It is used by client libraries to easily serialise tunnel payloads.

Request: streaming .tdx.volt_api.volt.vl.RemoteRequest
Response: streaming .tdx.volt_api.volt.vl.RemoteResponse

CloudTunnel()

This is the tunnel stream for cloud-based tunnels.

Request: streaming TunnelRequest
Response: streaming TunnelResponse

GetVoltEndpointRequest

Field Type Description

owner_id string Filter on the owning identity.

volt id string  Filter on volt id.

GetVoltEndpointResponse

Field Type Description
status tdx.volt api.volt.v1.Status
endpoint tdx.volt api.volt.vl.VoltEndpoint repeated

TunnelControl
Field Type Description
start TunnelStart
add_service TunnelServiceControl

remove service TunnelServiceControl

TunnelRequest
Field Type Description
ping tdx.volt_api.volt.vl.RemotePing
control TunnelControl
method payload tdx.volt api.volt.vl.MethodPayload
method _end tdx.volt_api.volt.vl.MethodEnd

http_response tdx.volt_api.volt.vl.HttpResponse

TunnelResponse
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Field Type Description

ping tdx.volt_api.volt.vl.RemotePing

method invoke  tdx.volt api.volt.vl.MethodInvoke

method_payload tdx.volt_api.volt.vl.MethodPayload

method end tdx.volt_api.volt.vl.MethodEnd

http_request tdx.volt_api.volt.vl.HttpRequest
TunnelServiceControl

Field Type Description
resource_id strin,
service name strin,

service description

tdx.volt_api.volt.vl.ServiceDescription

TunnelStart

Field Type

Description

uint32
string
string
string
string
string

preferred port
address
public_key
fingerprint
ca_pem

volt version

HttpInvoke

Field

Type

Description

host strin,
port
method

url strin,

version
headers

body bytes

Httplnvoke.HeadersEntry repeated

HttpInvoke.HeadersEntry

Field Type Description

key  string

value string
HttpPayload

Field Type Description

chunk bytes

end bool

error  int32
HttpRequest

Field Type Description
id uint64

http_invoke
http _payload

Httplnvoke
HttpPayload
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HttpResponse

Field Type Description
id uint64
http payload HttpPayload

MethodEnd

Field Type Description

id uint64
ended bool
error string

error_code int32

MethodInvoke
Field Type Description
id uint64
service id string

method name string
method type  MethodType
request bytes
json request  string

MethodPayload
Field Type Description
id uint64
payload bytes

json payload string

RemotePing

Field Type Description

timestamp  uint64

RemoteRequest
Field Type Description
ping RemotePing
method_payload MethodPayload
method_end MethodEnd

http_response HttpResponse

RemoteResponse
Field Type Description
ping RemotePing

method_invoke  MethodInvoke
method payload MethodPayload
method end MethodEnd

http_request HttpRequest

MethodType
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Name Number Description
METHOD_TYPE UNKNOWN 0

METHOD_TYPE UNARY 1

METHOD_TYPE CLIENT STREAM 2

METHOD_TYPE SERVER_STREAM 3

METHOD_TYPE BIDI 4

Status
Field Type Description

A simple error code that can
be easily handled by the

code int32 client.
Mirrors the grpe StatusCode
enum, 0 => OK
A developer-facing human-
readable error message in

message strin English. It should both

& sing explain the error and offer

an actionable resolution to
it.

description string Long form error description.

Access
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Field Type Description
id string
resource_id string The resource being accessed.
resource_name string A human-readable short identifier of the resource.
resource_owner  string The identity that owns the resource.
resource_kind string repeated  The kind of resource.
identity did string The identity attempting access.
ikl [l ity "Cfrléz irslt(i)aIIIS .path array for looking up verifiable
identity name string A human-readable short identifier of the subject.
identity kind string repeated  The kind of identity.
access string Requested access.
extra string Optional extra data.
decision PolicyDecision Assigned decision.
recursive bool
request_time int64 Time at which the request was made.
decision_time int64 Time at which the decision was taken.
request_count uint32 Counter of number times this access was requested.

AttributeValue

Attribute value will be one of the following fields, depending on the data type.

Field Type Description
string string
integer  int64
real double
boolean bool
bytes bytes
Identity

A Volt identity encompasses a Resource and a set of identity aliases.
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Field Type Description
resource Resource
alias IdentityAlias repeated
IdentityAlias
Field Type Description
id uint32 The alias id.

identity did string

alias string

public_ key  string

private_key string

alias_type string

issuer_id string

authenticate PolicyDecision

description  string

The corresponding identity id.

The actual alias, e.g. a common name or key fingerprint.

This will only be populated if alias_type == tdx:public-
key

This will only be populated if alias_type == tdx:public-
key, and the key is stored in the Volt.

The alias type, for example public key, email, phone
number etc.

The identity that issued this alias.

Indicates if this alias has an authenticate policy decision
assigned.

Optional description of this alias.

MethodDescription

Internal use only.

Field

Type Description

path
client_streaming
server_streaming

ProtoFile

Describes a single protobuf file for use in ServiceDescription.
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Field Type Description

The path name of the proto file, relative to the 'root' of the

ill9 el string namespace, e.g. "tdx/volt_api/volt/v1/volt.proto".
protobuf string The actual protobuf file contents.
ofrin Optional - the service(s) contained in this protobuf file, if
service name Suine omitted here they will be loaded dynamically from the
repeated
protobuf.
ProxyConnection

Represents an outbound connection from a Volt to a remote service that will act as a proxy for
that Volt.

This enables Volts to bypass firewall and NATs.

Example - connection from a Volt to a Relay Volt running on the public internet, such as
tdxvolt.com
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Field Type Description

id string  Unique connection id.

name string A human-readable name for the connection.

address string  The remote address of the proxy service.

ca_pem string  The certificate authority of the proxy service.

enabled bool  Indicates this connection is enabled.

connected bool Indicates this connection is currently in use.

enable htp prox bool Indicates that this connection will handle HTTP

—"Hp_proxy —  proxying as well as GRPC.
. . Set to indicate the Volt API itself is not

disable volt_api bool . .
automatically exposed to the connection.

challence strin Optional challenge that can be presented in the

& SHNE  authentication request.
tareet id i The id of the target Volt that this connection is

et SRS bound to.

. . Indicates that this connection hosts a DID registry
syne_did_registry bue that we should synchronise with.
did_registry_sync_id uint64 The id of.the last DID registry operation that was

= synchronised.
svne Ve registr bool Indicates that this connection hosts a DID registry
yne_ve_registry = that we should synchronise with.

. . . The timestamp of the last VC registry operation
ve_registry_sync_timestamp  uint64 that was synchronised.
session_id string
certificate string

Resource

The core Resource metadata schema.

Field Type Description
id strin The globz'ally unique
resource id.
description strin Optional description.
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name Field strin Type nnal;?;dn-ﬁescnptlon
share_mode ShareMode Not in use.
] ofrin The id of the Volt that hosts

service description

attribute

platform_version

version

owner

created

modified

status

kind

online_status

ServiceDescription

ResourceAttribute repeated

Version

uint64

string

uint64

uint64

ResourceStatus

string repeated

OnlineStatus

this resource.

Optional description of any
services exposed by this
resource.

Attributes assigned to the
resource.

The version of the platform.

The resource version.

The identity of the resource
owner.

Creation timestamp,
milliseconds since epoch.

Last modification
timestamp, milliseconds
since epoch.

Not in use.

The taxonomy of the
resource.

The online status.

For most kinds of resource
this indicates that the server
hosting the resource is
online, the exception being
identity resources, in which
case the status reflects
whether or not the identity
has a live connection.

All built-in resources are
hosted by the Volt itself and
are therefore always online
when the Volt is running.

Resources hosted by
external servers are online if
the server itself is online and
has registered the resource
as online using
‘setServiceStatus'.
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size Field

uint64

Type "l:he suelj)é‘sg}q};wrce

11 byvta.

store

alias

content_hash

child

strin,

ra
StoreHoytes:

The path to the resource
store.

Alias(es) that can be used to
refer to the resource rather
than the id.

Each alias must be unique to
the Volt, this is enforced by
the APL.

string repeated

string

No format restrictions are
currently applied to alias,
but this may change in
future, for the time being it
makes sense to stick to
alphanumeric characters and

(] 1

" 'or

The hash of the resource
content contained in the
store.

Resource repeated Not yet supported.

ResourceAttribute

A resource attribute enables storing arbitrary data associated with a resource.

Field

Type

Description

id uint32
attribute_id  string
resource_id string

data_type  AttributeDataType
value AttributeValue repeated

ServiceDescription

Describes a Volt service.

Field Type Description
s ServiceHostType The configuration used by the host of this

host_client_id

string

service.

The identity of the client that is exposing the
service.

For example, if a third party is exposing a
database service via a Volt, it will first
authenticate and obtain a client DID and
credentials in order to be able to create service
resource(s).

Any resources that are owned by this client
will be marked as online if the client itself is
online, i.e. has a live connection to the Volt.
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Field

Type

This will be empBeMHiPEONice is a built-in

host_service id

host_address

host ca_pem

host public_key

host_connection_id

host session_id

discoverable

ping_timestamp

proto_file

service_api

method

string

strin;

strin

string

string

string

DiscoveryMode

int64

ProtoFile repeated

string repeated

MethodDescription
repeated

Volt service.

The id of the resource that holds the protobuf
definition for this resource.

For example, if a third party is exposing a
database service via a Volt, it will create a
service resource that holds details of the

protobuf methods exposed by the service.

For built-in services, i.e. those hosted by the
Volt, this will set to the Volt id.

The address of the grpc server hosting this
service.

Only relevant to grpc-hosted services.

The certificate authority (chain) that signed
the service server certificate.

This is only relevant to grpc-hosted services.
The public key of the service host, which is
used to encrypt payloads.

This may change as the service comes and

goes online.

The connection id currently used to host this
service.

Internal use only.

The discovery mode.

The ping timestamp of the server hosting this
service.

The protobuf definitions of the APIs exposed
by this service.

The fully qualified names of the protobuf
services, for example
tdx.volt_api.webcam.v1l.WebcamControl API.

Internal use only.

Session
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Field Type Description

id string

identity did strin

identity name string

ip strin

created uint64

modified uint64

expires uint64

credential SessionCredential repeated
origin string

status SessionStatus

SessionCredential
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Field Type Description
id uint32 The alias id.
session_id string  The corresponding session id.
. . The credential type, for example public key, verifiable

credential_type  string credential, challenge etc.
description string  Optional description of this credential.
ve id N, The id of the verifiable credential, if the credential type is

- SRS yolt:ve-claim.
ve ison R, The verifiable credential in JSON format, if the credential type

- SRS s volt:ve-claim.
ve subject id  string  The subject id extracted from the ‘ve_json' field.
vc_issuer_id string  The issuer id extracted from the "vc_json’ field.
9. (i <trin The comma-separated type(s) extracted from the ‘vc_json

- SRS field.
challenge string  The challenge string, if the credential type is volt:challenge.
key fingerprint string The key fingerprint, if the credential type is volt:public-key.

. . The PEM-encoded public key, if the credential type is
A LG string volt:public-key.
Optional PEM-encoded private key, if the credential type is
private_key string  volt:public-key. Only used for ephemeral REST-base sessions
created dynamically after OTP authentication.
extra string  Type-specific extra data stored with the credential.
extra 2 string  More type-specific data stored with the credential.
Version

Using ‘'major’ and ‘minor" here upsets the GNU C Library, so we add a "version " prefix.

Field Type Description
version_major uint32
version_minor uint32
version_patch  uint32

VoltEndpoint
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Field Type Description
id strin The globally unique Volt id.
display name strin Human-readable name of the Volt.

. The actual host/ip the volt is physically running on (might
local_address  strin el i el e iy
http_address  strin The address of the endpoint HTTP server.
The global (Relay) address of the volt. Any given volt may

relay address  strin be advertising on more than one Relay instance. The value

Y- given here will depend on the Relay instance that handled

the endpoint query response.

relay ca pem  strin The root certificate of the Relay instance referred to in

y_ca_p sng ‘relay address’.
ca pem strin The self-signed certificate used by the volt to sign client

P — certificates.
public_key string The Volt public key in PEM format.
fingerprint string The base58 fingerprint of the Volt public key.
online_status  OnlineStatus The online status of the Volt.
has_relay bool Indicates that this Volt acts as a Relay.
api_version Version The API version supported by the endpoint.
description string Optional description of the endpoint.
did_registry string The list of DID registries that this Volt trusts.
repeated
VoltParameters

Encapsulates the various Volt parameters that are configurable by the Volt owner.

Field Type Description
id string
name string The name of the Volt.
description string D
P description of the Volt.
db_driver string The database driver in use.

Thea lacal fila nath lacatinn
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. SR
Tocation  gjelq sting - pype of the VORSGGHREON
The key strategy in use, this
key_strategy string determines how the root
key is stored.
The identifier for the key,
key id string the semantics depend on
the key strategy in use.
ca pem sfrit The Volt certificate
P sne authority.
S — . The Volt API server
P SHine certificate.
Optional hostname of the
. Volt if using DNS or a
fixed_host string static IP address, e.g.
tdxvolt.com
¢ port int32 Port to use for hosting the
gfpe_p Volt management service.
Port to use for hosting the
hitp_port e Volt grpe service.
. The Volt http server key
http_key_path string file path,
. The Volt http server
39 (e e string certificate file path.
The Volt http server
http_ca_path string certificate authority chain
file path.
Indicates the Volt will be
discoverable bool discoverable by clients
using the discovery api.
Optional challenge code
authenticate_challenge string HETEE YT el n g
- 4 process of authenticating
clients.
Indicates that clients must
. . present the correct
require_authenticate challenge bool ST RN G
be able to authenticate.
confirm_stop bool Internal use only.
auto_start bool Internal use only.
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Field

Type

Description

enable _messaging

has_relay

relay _open

enable http server

http_server_secure

enable http forwarding

enable_http_api

enable_websocket_api

address

encrypt_file store

connection_id

relay ca pem

o
o
=]
=

o
S
=X

c*
o
=}
=

c*
o
=}
=

c*
o
=}
=

c*
o
=}
=

o
o
=]
=

o
S
=X

string

o
o
=X

string

string

Internal use only.

Set to indicate this Volt acts
as a Relay.

This means this Volt can act
as a proxy for other Volts
(or in fact any client) that
connect to it.

Set to run the Relay open to
any client, i.e. clients can
utilise the Relay without
first authenticating.

Determines if the Volt
HTTP server is enabled.

Determines whether the
HTTP server employs TLS.

Determines whether the
HTTP server supports
forwarding.

Determines if the Volt
REST API is exposed via
the HTTP server.

Determines if the Volt
Websocket API is exposed
via the HTTP server.

The hostname:port at
which the Volt API is
currently running.

Set to indicate the Volt file
store is encrypted.

This is a unique connection
id.

Indicates that these
parameters refer to a
connection to a remote Volt
rather than a local Volt.

The certificate authority of
the Relay if this is a remote
connection via a Relay.

Optional override of the
http address, rather than
using the default of

fived hnct-httn nart
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Field

Type

= PP
Description

http _address_override

alias

version

approve_on_challenge

approve on_did

enable_did_registry

did_registry

enable _outbound_smtp

outbound smtp_host

outbound smtp_port

string

string

Version

o
S
=X

o
o
=X

=3
S
=,

string repeated

string

uint32

This 1s useful if the VoIt is
behind a firewall or NAT,
and the http server is
listening on a different port

from 80 or 443 but this is
hidden by the proxy. For
example, if the “fixed host’
is “coreid.com’ and http
server is

listening on 2115, but the
proxy is forwarding 443 to
2115, then the
http_address_override
would be set to

“https://coreid.com’.

An optional alias that can
be used to refer to the Volt
rather than the “id" field.

This alias must be unique
within the scope of the
Battery in which the Volt is
stored.

The runtime version this
Volt is running.

If set, indicates that any
client that provides the
correct challenge during
authentication will
automatically be approved
to access the Volt.

If set, indicates that any
client that proves
ownership of a DID known
to the Volt will
automatically be approved
to access the Volt.

If set, indicates that clients
can register DIDs with this
Volt.

Zero or more URLs of
trusted peer DID registries.

If set, enables outbound
SMTP.

The SMTP host to use for
sending emails.

The SMTP port to use for

condina amaile
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Field

Type

Description

outbound smtp_user

outbound smtp password

enable anonymous_create

catch_all auth_decision

string

string

c*
o
=)
=

PolicyDecision

The SMTP username to use
for sending emails.

The SMTP password to use
for sending emails.

If set, enables sessions that
authenticate using
credentials rather than a
DID to create resources in
the 'anonymous' system
folder.

The decision to apply to all
authentication requests that
do not match any other
policy.

The default is PROMPT.

If set, enables caching of

enable policy cache bool policy decisions,
enable terminal bool If set, enables the terminal
- — APL
start time uint64 The time at which the Volt
- T was started.
AttributeDataType

Attribute data types.

Number Description

Name
ATTRIBUTE _DATA TYPE UNKNOWN 0
ATTRIBUTE DATA TYPE STRING 1
ATTRIBUTE DATA TYPE INTEGER 2
ATTRIBUTE DATA TYPE REAL 3
ATTRIBUTE DATA TYPE BOOLEAN 4
ATTRIBUTE DATA TYPE BYTES 5

ATTRIBUTE DATA TYPE IDENTITY 100
ATTRIBUTE_DATA_TYPE_RESOURCE 101

DiscoveryMode
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Name Number Description

DISCOVERY MODE UNKNOWN 0
Only local identities with
DISCOVERY MODE _TRUSTED 1 explicit policy PERMIT can
discover.
DISCOVERY MODE, PUBLIC 5 Any bound local identity can

discover.

Only identities with explicit
policy PERMIT can discover,

DISCOVERY MODE TRUSTED GLOBAL 3 and the service will be
available to local and non-
local (Relayed) clients.

Any bound identity can
discover, and the service will
be available to local and non-
local (Relayed) clients.

DISCOVERY MODE_PUBLIC GLOBAL 4

OnlineStatus

Name Number Description
ONLINE STATUS UNKNOWN 0
ONLINE STATUS ONLINE 1
ONLINE STATUS OFFLINE 2

PolicyDecision

@todo currently this must align with AuthorisationDecision enum in policy library, but some
of the values are irrelevant outside of the public API so we need a public-facing enum and
some translation.

Name Number Description

POLICY_DECISION _UNKNOWN 0
POLICY DECISION PROMPT 1
POLICY DECISION PERMIT 2
POLICY DECISION DENY 3
POLICY DECISION INDETERMINATE 4
POLICY DECISION NOT APPLICABLE 5
POLICY _DECISION APPLICABLE 6
POLICY _DECISION PENDING 7
ResourceStatus
Not used ATM.

Name Number Description
RESOURCE _STATUS UNKNOWN 0
RESOURCE_STATUS_LIVE 1

RESOURCE_STATUS_INACTIVE 2
RESOURCE_STATUS_DELETED 999

SecureMode



Name Number Description
SECURE_MODE_UNKNOWN 0
SECURE_MODE_INSECURE 1
SECURE_MODE_TLS 2

ServiceHostType

Name Number Description
SERVICE_HOST _TYPE UNKNOWN 0

A built-in service hosted by the

SERVICE_HOST_TYPE_BUILTIN 1 Volt

A service hosted by a grpc server

SERVICE_HOST TYPE_SERVER 2 v,

A service hosted by a Volt client via
arelay connection, i.e. the service is
not exposed by a server as such,

SERVICE HOST TYPE RELAYED 3 rather a Volt client implements the
service and a Volt acts as a proxy,
calling back to the client to
implement the methods.

SessionStatus

Name Number Description
SESSION_STATUS_UNKNOWN 0
SESSION_STATUS PENDING 1
SESSION_STATUS LIVE 2
SESSION_STATUS EXPIRED 3
4
5

SESSION_STATUS_REVOKED
SESSION_STATUS_REJECTED

ShareMode
Not used ATM.
Name Number Description
SHARE MODE UNKNOWN 0
SHARE MODE TRUSTED 1

SHARE MODE PUBLIC READ 2

Scalar Value Types
proto Notes C++ Java Python Go C# PH
Type
double double double float float64 double float
float float float float float32 float float
Uses
variable-
length
encoding.
Inefficient
for

encoding



IITZAatrve

iR numgess - 032 intJava  inPython @3  int C#  integeHl
Type  ifvour

field is
likely to
have
negative
values,
use sint32
instead.

Uses
variable-
length
encoding.
Inefficient
for
encoding
negative
int64 numbers — int64  long int/long int64 long integer/s
if your
field is
likely to
have
negative
values,
use sint64
instead.

Uses
uint32 VeI S uint32 int int/long uint32  uint integer
length

encoding.

Uses
: variable- . . . .
uint64 length uint64  long int/long uint64  ulong integer/s

encoding.

Uses
variable-
length
encoding.
Signed int
value.
These
sint32 more int32  int int int32 int integer
efficiently
encode
negative
numbers
than
regular
int32s.

Uses
variable-
length
encoding.
Signed int
value.
These
sint64 more int64  long int/long int64 long integer/s
efficiently
encode
negative
numbers
than
regular
int64s.

Always
four
bytes.



VIore
effNotes
than

.proto

Type C++

Java

Python

Go C#

PH!

Tixed32Z umni3Z It

uint32 if
values are
often
greater
than
2728.
Always
eight
bytes.
More
efficient
than
uint64 if
values are
often
greater
than
2156.
Always
four
bytes.

fixed64 uint64  long

sfixed32 int32 int

Always
eight
bytes.

sfixed64 int64  long

bool bool boolean

A string
must
always
contain
UTEF-8
encoded
or 7-bit
ASCII
text.
May
contain
any
arbitrary
sequence
of bytes.

string string  String

bytes string  ByteString

nt

int/long

int

int/long

boolean

str/unicode

str

uint3Z uint

uint64  ulong

int32 int

int64 long

bool bool

string  string

[lbyte  ByteString

nteger

integer/s

integer

integer/s

boolean

string

string
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DeleteDID()
Delete a DID document or all DID documents originating from a given Volt.
Requires “volt:delete-did" API privilege.

Request: DeleteDIDRequest
Response: DeleteDIDResponse

GetDIDRegistryUpdates()
Get all updates to the DID registry since the specified timestamp.
Internal use only.

Request: GetDIDRegistryUpdatesRequest
Response: GetDIDRegistryUpdatesResponse

ImportCredential()
Import a verifiable credential.

Request: ImportCredentialRequest
Response: ImportCredentialResponse

ParseCredential()
Parse a verifiable credential from a URL or a verifiable presentation.

Request: ParseCredentialRequest
Response: ParseCredentialResponse

ResolveDID()
Resolve a DID to a DID document.

Request: ResolveDIDRequest
Response: ResolveDIDResponse

RegisterDIDDocument()

Register a DID document.
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This is intended for use by the DID registry when synchronising with other registries.

To register a new DID document, it is recommended to use the VoltAPI Authenticate method.

Request: RegisterDIDDocumentRequest
Response: RegisterDIDDocumentResponse

SaveCredential()
Save a verifiable credential.

Request: SaveCredentialRequest
Response: SaveCredentialResponse

SearchDIDRegistry()

Search the DID registry.

Request: SearchDIDRegistryRequest
Response: SearchDIDRegistryResponse

DeleteDIDRequest
Field Type Description
did string The id of the identity to delete.
origin_volt string Force delete of all DIDs owned by the specified Volt.

Optional passphrase of the DID controller key. Required if the

key_passphrase  string key is encrypted.

DeleteDIDResponse

Field Type Description

status Status Details of any error that occurred on the call.

GetDIDRegistryUpdatesRequest
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Field Type Description

The id of the last update
received.

All updates since this id will
be returned, limited to the
maximum number of
updates specified in the

since_id uint64 request.
To fully synchronise, clients
should continue calling this
method until the response
contains no updates.
If this is the first call, then
this should be set to 0.
The maximum number of
max_updates uint32 updates to return, defaults to
1000.
origin_volt string Filter by origin volt.
GetDIDRegistryUpdatesResponse
Field Type Description
status  Status Details of any error that occurred on the call.
update DIDRegistryUpdate repeated The updates.
ImportCredentialRequest
Field Type Description

Optional id of existing credential to import into. If not
specified, a new credential will be created.

id string
json string The JSON representation of the credential.

Optional id of the folder resource to save the credential in.

create_in_parent id SWING 7y 5o jonored if the id field s specified.

description string  Optional description of the credential.

ImportCredentialResponse

Field Type Description

status Status Details of any error that occurred on the call.

id string  The id assigned to the credential.
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ParseCredentialRequest

Field Type Description

A presentation of the
verifiable credential.

The presentation doesn't

verifiable_presentation VerifiablePresentation need to be signed, but if it is,
the signature will be verified
using the public key
provided in the request.
A URL to a verifiable

: credential.

url string
Not yet implemented.
Optional public key to use to

presentation_public_key string verify the presentation
signature.

ParseCredentialResponse
Field Type Description
status Status Details of any error that occurred on the call.

verifiable_credential VerifiableCredential The parsed credential details.

RegisterDIDDocumentRequest

Field Type Description
create bool
did_update DIDRegistryUpdate The DID document to save.

When updating an existing DID document, it is
necessary to include a signature of the
document JSON, signed by the DID document's
current owner.

update signature string

RegisterDIDDocumentResponse

Field Type Description

status Status Details of any error that occurred on the call.

did_document DIDRegistryUpdate

ResolveDIDRequest
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Field Type

Description

did string

include registries bool

The DID to resolve.

Set to search all known registries rather than just the local
registry.

ResolveDIDResponse
Field Type Description
status Status Details of any error that occurred on the call.

did_document strin

update signature strin

origin_volt string

description string

The JSON representation of the DID document.

The signature used to save this version of the DID document.

The DID of the Volt that saved this version of the DID
document.

Optional description associated with the DID document.

SaveCredentialRequest

Field

Type Description

description string

A human-readable description of the
credential.

verifiable credential ~VerifiableCredential Details of the credential to save.

create_in parent id  string

Optional id of the folder resource to save the
credential in.

SaveCredentialResponse

Field Type

Description

status Status Details of any error that occurred on the call.

id string  The id assigned to the credential.

json  string The JSON representation of the credential.

SearchDIDRegistryRequest
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Field Type Description

Filter by DID itself. This is a prefix match, so searching for
did_filter strin 'did:volt: 123" will match 'did:volt:1234'. You can also exclude
the 'did:volt:' prefix.

Filter by the (optional) description attached to the DID
document. This will match any DID document whose

description_filter strin description contains the specified string, for example 'John'
will match 'John Smith', 'Elton John' and 'Jasper Johns-
Frederick'.

Filter by the origin Volt. This will match any DID document

SRS, sn whose origin Volt matches exactly the given DID.
page number uint32  The page number to retrieve, defaults to 1.
page size uint32  The number of results per page, defaults to 100.

SearchDIDRegistryResponse

Field Type Description
status Status Details of any error that occurred on the call.
DIDRegistryUpdate The DID documents that matched the search

did_document .
- repeated criteria.

DIDRegistryUpdate


file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/ssi_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/ssi_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/ssi_api.html#string
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/ssi_api.html#uint32
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/ssi_api.html#uint32
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/ssi_api.html#tdx.volt_api.volt.v1.Status
file:///Users/tobyealden/code/pdf-docs/docs.tdxvolt.com/ssi_api.html#tdx.volt_api.volt.v1.DIDRegistryUpdate

Field Type Description
The id of the update.
1 Lint64 Reserved for internal
use.
did string The id of the identity.
The type of update,
operation string either "add", "update"
or "delete".
The DID document
document string contained in the
update.
The hash of DID
document.
hash string
This is for internal use
in comparisons.
update_signature strin; U SIETFING @i
pdate_sig song update.
s uint64 The timestamp of this

vector_clock

origin_volt

description

DIDRegistryUpdate. VectorClockEntry

repeated

string

string

update.

The vector clocks for
this DID.

The vector clocks are
a map of the peer ID
to the id of the last
update received for
this DID.

The id of the Volt that
first created this DID.

Optional description
of this document, this
is not part of the DID
document or
signature.

DIDRegistryUpdate.VectorClockEntry

Field Type Description

key  string
value uint64

VerifiableCredential
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Field Type Description
. . The credential id. Leave empty when creating a new
id strin .
credential.
. The credential status, either "pending", "verified", or
status string nrevoked".
string .
type ] The credential types.
issuer_id string The DID of the issuer.
subject json string The JSON of the credential subject.
json string The full JSON of the credential.

VerifiablePresentation

Field Type Description
credential_json string The credential JSON.
sonatur trin A signature of the credential JSON. The signature should usually
signature SRS be that of the credential subject.
Status
Field Type Description
A simple error code that can
be easily handled by the
code int32 g
Mirrors the grpc StatusCode
enum, 0 => OK
A developer-facing human-
readable error message in
message strin English. It should both
g Sine explain the error and offer
an actionable resolution to
it.
description strin Long form error description.
Scalar Value Types
Proto  Notes  C+ Java Python  Go cH PH
Type
double double double float float64 double float
float float float float float32 float float
Uses

variable-
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.proto
Type

length
;Iﬁg)&ﬁg. C++ Java

Python

Go

C#

PH!

int32

int64

uint32

uint64

sint32

sint64

Trefficient
for
encoding
negative
numbers — int32  int
if your
field is
likely to
have
negative
values,
use sint32
instead.

Uses
variable-
length
encoding.
Inefficient
for
encoding
negative
numbers — int64  long
if your
field is
likely to
have
negative
values,
use sint64
instead.

Uses
variable-
length
encoding.

Uses
variable-
length
encoding.

Uses
variable-
length
encoding.
Signed int
value.
These
more int32  int
efficiently
encode
negative
numbers
than
regular
int32s.

Uses
variable-
length
encoding.
Signed int
value.
These
more int64  long
efficiently
encode
negative
numbers
than

uint32 int

uint64  long

int

int/long

int/long

int/long

int

int/long

int32

int64

uint32

uint64

int32

int64

int

long

uint

ulong

int

long

integer

integer/s

integer

integer/s

integer

integer/s



.proto

regular
Type inﬁ‘@g?s

C++

Java

Python

Go

C#

PH!

Always
four
bytes.
More
efficient
than
uint32 if
values are
often
greater
than
2728.
Always
eight
bytes.
More
efficient
than
uint64 if
values are
often
greater
than
2156.
Always
four
bytes.

fixed32 uint32

fixed64 uint64

sfixed32 int32

Always
eight
bytes.

sfixed64 int64

bool bool

A string
must
always
contain
UTEF-8
encoded
or 7-bit
ASCII
text.
May
contain
any
arbitrary
sequence
of bytes.

string string

bytes string

int

long

int

long

boolean

String

ByteString

int

int/long

int

int/long

boolean

str/unicode

str

uint32

uint64

int32

int64

bool

string

[Ibyte

uint

ulong

int

long

bool

string

ByteString

integer

integer/s

integer

integer/s

boolean

string

string
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